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Abstract

The objective of this PhD thesis is to face the issue of data heterogeneity when training
a Federated Learning model across several devices, or participants.

There exist lot of previous approaches that aim to solve this kind of situation. In
contrast with them, this dissertation starts with a bird’s eye view of the whole data het-
erogeneity casuistry. Performing this analysis, data heterogeneity can be rigorously
classified, making specific problems more approachable.

Two main branches of problems are identified: the ones caused purely by data
skewness across the devices, and the ones were data evolves over time. At the same
time, each of these two branches can be further split according to the kind of data
probability that is affected. This split is based on mathematical properties of the data
probability.

After classifying the data heterogeneity in such a way, two different algorithms
are proposed, each of them dedicated to improve previous state-of-the-art results in
one of the main branches mentioned before. On the one hand, we present an algorithm
designed for handling time-evolving sets of data. On the other hand, we display an
algorithm that focuses on identifying conflicting data distributions and manages to
reach an FL model that obtains groundbreaking results in this kind of situations.
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Resumo en Galego

Nas dltimas décadas produciuse unha revolucion constante a nivel tecnol6xico na nosa
sociedade. A aparicién de multiples dispositivos intelixentes xerou grandes volumes
de datos que cdmpre procesar sen vulnerar a privacidade. Non estamos a falar soa-
mente dos mébiles, esta revolucion inclde tamén o nacemento dos robots de servizo,
ou calquera outro tipo de dispositivo englobado dentro do termo de Internet das Cou-
sas (IoT). Son, en xeral, aparellos de todo tipo equipados con tecnoloxia punta para
ofrecer, cada un no seu ambito particular, o servizo mais eficiente posible. Todos es-
tes trebellos recollen informacién do seu entorno, cada vez con mais precision e cada
vez mais en tempo real, abrindo unha infinidade de posibilidades de aplicacion, en
campos tan diversos como a sadde, o deporte, a banca, a educacidn, as interaccidns
persoais, etc.

A aprendizaxe automética (ML) é unha rama de investigacién que busca desen-
volver algoritmos que permitan a todas estas maquinas aprender a desenvolverse en
diversas situacions por si mesmas. Dada a crecente cantidade de datos que todos estes
aparellos xeran, o procesamento de toda esta informacion resulta complexa e custosa,
e por iso comezaron a desenvolverse alternativas de ML distribuidas, nas que moitos
dispositivos captan datos e envianos a un servidor central, moito mais potente, no que
eses datos se procesan de forma mais veloz e eficiente.

A centralizacién da informacidn, sen embargo, leva ao mesmo tempo unha serie
de riscos. A informacién que cada unha destas maquina recolle € enviada a un servidor
central, onde os datos de todos os dispositivos semellantes agréganse. Esta compar-
ticién de informacién provoca riscos para a privacidade dos datos. Ademais disto,
o servidor central neste tipo de algoritmos encérgase tanto de almacenar a informa-
cién como de procesala, e coa inxente cantidade de datos e os numerosos dispositivos
que poden enviarlle informacidn, isto pode supofier unha carga demasiado custosa de
manexar.

iii



v Summary (in Galician)

Por todo isto, nos tltimos anos cobrou forza unha nova tendencia dentro da apren-
dizaxe automaética distribuida denominada aprendizaxe federada (FL), na cal os datos
recollidos por cada dispositivos procésanse dentro do propio aparello, e 0 modelo xe-
rado por este e posteriormente enviado ao servidor central, que se encarga de agregar
todos os modelos e producir un modelo global axuntando o cofiecemento adquiri-
do por todos os participantes. Deste xeito, a carga do servidor central vese reducida
enormemente, e os datos mantéfiense en cada dispositivo, privados.

Con todo o anterior, a FL permite o adestramento local de modelos mantendo os
datos privados, e ditos modelos son posteriormente combinados nun servidor cen-
tral, para xerar un modelo final que poida ser empregado por todos os dispositivos
que participaron no adestramento. Os dous retos principais que tefien que afrontar os
algoritmos de FL, de forma xeral, son os seguintes.

En primeiro lugar, a heteroxeneidade dos datos, denominada na literatura como o
problema dos datos non-IID (non independentes nin identicamente distribuidos). Esta
caracteristica dos datos proddcese porque cada dispositivo recolle os datos nunhas
condiciéns e nun contexto especifico, e polo tanto cada un posiie uns rumbos propios,
e distintivos do resto.

Definicion Dise que un conxunto de datos é IID se a probabilidade dunha
mostra mantense invariante a medida que se obtefien outras mostras (¢é dicir, son in-
dependentes), e se ademais, escollida unha mostra arbitrariamente, dita mostra ten
a mesma probabilidade de pertencer a calquera dos usuarios que participan no pro-
ceso de adestramento. En termos matemdticos, se consideramos a union dos dataset
locais dos usuarios D = | J,c\r D; C X X Y, entén D é un conxunto de datos IID no

contexto da FL se, e so se,

B((X, y)’ (X’, y,)) = I)i(xe y) : l)i(x” y’),
Di(x’y) = Dj(xay)v

paratodo i, j € N, e para todo (x,y),(x',y) € X x Y.

En segundo lugar, o outro gran reto € a non estacionaridade dos datos, é dicir,
cambios na distribucién dos datos ao longo do tempo. Isto provoca que as predicidns
obtidas cun modelo queden obsoletas, e sexa necesario adaptar o modelo co paso do
tempo, afrontando o que se cofiece como Deriva de Concepto, ou Concept Drift, e
pode definirse mais formalmente do seguinte xeito:
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Deﬁnicién(Concept drift). Sexa S0 = {(x;, y,-)}f.‘i | unha secuencia de datos
de tamaiio M recollida durante un periodo de tempo [0, t]. x; representa o vector de
caracteristicas da mostra e y; a siia correspondente etiqueta. Sexa D'(x, y) a distri-
bucién de probabilidade da secuencia de datos S''1.

Dise que unha deriva de concepto prodiicese no instante t se a distribucion de

probabilidade da secuencia de datos é significativamente distinta despois dese intre:
3t>1: D7 (x,y) » D'(x,y).

Estes dous retos pédense afrontar dende diferentes puntos de vista, e con estra-
texias moi diversas. Ambos retos poden interpretarse como un problema de hetero-
xeneidade dos datos, ben sexa no eixo espacial (entre os diferentes participantes do
proceso de adestramento) ou no eixo temporal (cando a distribucién de datos muda
co paso do tempo).

Ao longo das tltimas décadas, estes tefien sido problemas moi cofiecidos e afron-
tados por diferentes investigadores dende diferentes 4ngulos. Por iso, € importante ter
unha visién global de todas as estratexias que xa foron estudadas no seu momento. As
solucidns ao problema da heteroxeneidade propoiiense dende distintos enfoques, sen-
do un dos mais salientables a personalizacién dos modelos por parte de cada usuario.
Esta variante permite que, unha vez alcanzado o modelo global, cada un dos usuarios
continte co adestramento dese modelo de forma local. Isto permite que cada dispositi-
vo tefia un modelo adaptado a stia propia distribucion de datos, mellorando a precision
local sen prexudicar o modelo global.

Todos os problemas datos non-1ID, tanto no eixo espacial coma no temporal, p6-
dense clasificar segundo a densidade de probabilidade que se vexa afectada en cada
caso. Escribindo a probabilidade conxunta das mostras como P(x, y) = P(x)- P(y|x),
podese factorizar a probabilidade dunha mostra como o produto de ddas probabilida-
des, a probabilidade das caracteristicas dunha mostra e a probabilidade da etiqueta
correspondente a ditas caracteristicas. Deste xeito, obtéfiense 3 escenarios non-1ID
para cada eixo:

e Hai diferenzas unicamente no termo P(x), que serd o que referiremos como
cambios no entorno dos usuarios no eixo espacial, ou deriva virtual de concepto
no eixo temporal.

e Hai diferenzas unicamente no termo P(y|x), que serd o que referiremos como
cambios no comportamento dos usuarios no eixo espacial, ou deriva real de
concepto no eixo temporal.
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e Hai diferenzas en ambos termos, o que denominaremos como deriva total de
concepto no eixo temporal.

Cada unha destas probabilidades pode verse afectada de diferentes maneiras. P6-
dese establecer unha taxonomia estatistica para organizar estas estratexias segundo os
tipos de diferenzas entre as distribuciéns de datos, ben sexan diferenzas nas caracte-
risticas, nas etiquetas ou na frecuencia das clases. Existen estratexias de aprendizaxe
que tentan emendar os problemas ocasionados por todos este tipos de heteroxeneida-
de, pero na gran maioria dos casos estas estratexias resultan pouco eficientes, e non
obtefien resultados comparables aos que se obterian con problemas nos que os datos
si son IID. O obxectivo principal da FL no contexto dos datos non-IID é mellorar
a calidade das prediciéns obtidas, alcanzando os mesmos valores de precision ca no
paradigma IID.

Do mesmo xeito, os métodos empregados en aprendizaxe continua para detectar
e adaptarse 4 variacidén temporal dos datos, cofiecida como deriva de concepto, pd-
dense clasificar de maneira aniloga. Neste ambito, distinguense ademais técnicas de
deteccién da deriva e mecanismos para adaptar o modelo cando se detecta un cambio
na distribucién, polo que a problemética é moi diversa.

Sen embargo, expomos unha perspectiva unificadora para tratar datos non-IID
tanto en dimensions espaciais (entre dispositivos) como temporais (ao longo do tem-
po). Para iso, preséntanse unha serie de condiciéns necesarias para que os modelos
poidan manexar correctamente a variabilidade dos datos: dispoiiibilidade de mostras
representativas, mecanismos de deteccién de cambios e capacidade de adaptacidn.
Isto € o que denominamos restriciéns proporcionadas polo problema que se trata de
resolver: Cando os cambios prodicense na probabilidade P(x) no eixo espacial, non é
necesario incluir ningunha restricién adicional. Pola contra, se os cambios proddcen-
se unicamente na probabilidade P(y|x) no eixo espacial, € necesario ter suficientes
mostras etiquetadas de cada usuario no momento de inicio do adestramento. Se a ma-
iores disto, co paso de tempo prodicense derivas de concepto nalgins ou en todos
0s usuarios, é necesario ter periodicamente mostras etiquetadas de cada usuario para
establecer métodos precisos de deteccions da deriva. Con estas restricions, cada unha
das posibles casuisticas pode ser resolta co algoritmo axeitado.

Estas restricions e clasificacidns estdn empiricamente avaliadas con experimentos
expostos sobre escenarios simulados de heteroxeneidade espacial e temporal. Os re-
sultados amosan que, cando non se cumpran as condicions minimas establecidas para
manexar datos non-IID, os modelos tefien un rendemento moi limitado. Pola contra,
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as estratexias que integran mecanismos de personalizacién e adaptacidon conseguen
unha mellora significativa na precision.

Unha vez establecidas todas as posibles problematicas e casuisticas no contexto
dos datos non-1ID a nivel espacial e temporal, podemos enfocarnos en atopar estrate-
xias para liquidar ditas situacidns.

En primeiro lugar, centrimonos nun problema que evoluciona co paso do tem-
po, € no que se experimenta deriva de concepto. Neste &mbito, presentamos un novo
enfoque para afrontar a evolucién temporal dos datos na FL, mediante un algoritmo
denominado CDA-FedAvg (Federated Averaging con conciencia da Deriva de Con-
cepto). O obxectivo principal deste método € detectar automaticamente cambios nas
distribuciéns de datos que afecten ao rendemento do modelo e adaptar o proceso de
aprendizaxe a estes cambios sen perder o cofiecemento adquirido anteriormente, aca-
dando un modelo final adaptable e robusto.

A deriva de concepto, no ambito da FL, poder ter lugar en dous niveis distintos,
co que a situacion xeral tende a ser mais complicada. Temos por unha banda o nivel
local, cando un dispositivo individual experimenta un cambio nos seus datos, mentres
que o resto de dispositivos non experimentan ese cambio (polo menos a0 mesmo
tempo), e o nivel global, cando todo o conxunto de participantes, unha polo menos
a maioria, sofre transformaciéns significativas. Esta distincién é fundamental para
desefiar mecanismos de resposta adaptativos porque se a deriva s ten lugar nun dos
dispositivos, é moi dificil que o modelo global reflicta esa deriva.

O algoritmo CDA-FedAvg que expomos estd composto por tres compoientes
principais, que son a deteccion da deriva, a adaptacion a esa deriva e a agregacion
federada da deriva.

e Deteccion da deriva: Cada cliente supervisa o seu rendemento local ao longo
do tempo e aplica métricas estatisticas para detectar posibles desviacidéns nas
distribucidns dos seus datos. De forma xeral, cando o valor obtido pola funcién
de erro aumentan significativamente nun conxunto de datos representativo, in-
terprétase como un indicio de deriva.

e Adaptacién 4 deriva: Unha vez detectada a deriva, o cliente inicia unha fase de
adaptacion. Isto implica usar exemplos representativos de datos antigos (alma-
cenados de forma limitada para preservar a memoria) xunto cos novos datos
para readestrar o modelo local, facendo que sexa capaz de clasificar os datos
do novo concepto sen esquecer como clasificar os datos do concepto previo.
Un aspecto clave chegado a este punto é a capacidade dos modelos de redes
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neuronais para xeneralizar e aprender grandes cantidades de informacién sen
sobreaxustarse especificamente a un dos conceptos.

e Agregacion federada consciente da deriva: Os modelos locais adaptados son
enviados ao servidor central, que realiza a agregacion tendo en conta se os par-
ticipantes experimentaron derivas. Isto permite que os modelos que sufriron
cambios non prexudiquen a estabilidade do modelo global, e pode axudar a que
0s usuarios que experimenten a mesma deriva no futuro péidanse adaptar a ela
mais facilmente.

Como comprobacién empirica das boas capacidades deste algoritmo, realizanse
experimentos nos que se amosa que CDA-FedAvg supera claramente a version es-
tdndar de FedAvg en contornas non estacionarios, mentres que mantense 4 sda par
nos contornas nos que non existe deriva. Os experimentos foron realizados sobre a
tarefa de recofiecemento de actividades humanas, tendo en conta diferentes posicions
do mobil para a captacién de datos, e actividades diversas. O novo algoritmo mantén
unha alta precision incluso tras maltiples cambios nas condicidns dos datos, demos-
trando unha notable capacidade de adaptacion. En conxunto, CDA-FedAvg supén un
paso adiante cara a modelos intelixentes méis resilientes e preparados para contornas
dinamicos e cambiantes.

Visto este caso, a continuacién centrdmonos en problemas de datos non-1ID que
non evoluciona no tempo, pero que pola contra presenta unha compofiente moi hete-
roxénea no que concierne aos participantes do proceso de adestramento. Para liqui-
dar estes inconvenientes, proponse unha solucién innovadora chamada H&M-FedAvg
(Federated Averaging Heteroxéneo e Multidimensional).

Este algoritmo busca resolver o feito de que, en moitos escenarios reais, os datos
locais dos dispositivos tefien distribucidons moi diferentes, o que provoca que a agrega-
cién estdndar de modelos (como en FedAvg) sexa prexudicial para a precision global,
pois acada un modelo que sitliase a metade de camifio entre as distribuciéns locais,
pero que non se corresponde realmente con ningunha das distribucions.

A achega principal desta estratexia consiste en introducir unha nova funcién de
erro, que recibe o nome de funcién de erro da entropia cruzada heteroxénea e multidi-
mensional (Heterogeneous & Multidimensional Cross-Entropy Loss), e que presenta
unha adaptacién concreta do célculo do erro a este contexto. Esta funcidén modifica a
forma tradicional de calcular o erro dun modelo, integrando tres ideas clave que deben
ser tidas en conta para maximizar os beneficios do adestramento:
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e Separacioén do erro por clase: En lugar de calcular un tGnico valor de erro con-
xunto para todos os datos de adestramento dun usuario, neste caso calcilase
un vector de erros, no que cada compoiiente do vector correspéndese co erro
cometido sobre unha das posibles clases de clasificacion do problema.

e Robustez ante valores extremos: En lugar de usar a media das perdas en cada
unha das clase, empregamos a mediana, o que reduce a influencia dos datos con
valores atipicos e presenta un valor mais robusto e representativo.

e Penalizacion proporcional: Penaliza con maior intensidade o feito de clasificar
mal unha mostra, ca o feito de clasificar unha mostra ben pero cunha confianza
mais baixa. Isto axuda a detectar e corrixir os erros mais criticos. Ademais, a
penalizacidn € maior canto mdis lonxe estea o modelo de clasificar ben a mostra.

Esta nova funcién de erro pode utilizarse como unha métrica que permite defi-
nir unha distancia precisa entre os modelos dos distintos participantes. A partir desa
distancia, o novo algoritmo que expomos agrupa automaticamente os dispositivos en
clisteres coherentes, € dicir, con participantes que tefien distribuciéns de datos simi-
lares. Cada cluster adestra un modelo especifico, evitando que os participantes con
datos moi diferentes prexudiquen o seu rendemento mutuo.

Como engadido a isto, o algoritmo H&M-FedAvg é flexible e modular: permi-
te incorporar diferentes definicidns de distancia segundo o dominio do problema ou
os obxectivos do sistema. Por exemplo, usando a funcién da distancia euclidiana fa-
vorécese a xeneralizacidon dos cldsteres o maximo posible mentres que a funcién da
distancia de Manhattan dalle méis peso a grandes distancias nunha das compofientes
dos vectores, polo que separa aos usuarios de xeito mais drastico. Deste xeito, o algo-
ritmo pode adaptarse tanto a tarefas con clases desbalanceadas como a situacidns con
estruturas de datos complexas.

Para probar experimentalmente a viabilidade deste algoritmo e a calidade dos seus
resultados, empregamos un conxunto de datos cofiecido e moi empregado na literatura
da FL: O DigiFive. Este conxunto de datos esta composto en realidade por cinco
conxuntos distintos formados por imaxes de dixitos, cada un deles coas sdas propias
particularidades: imaxes reais tomadas na ria, imaxes en branco e negro, imaxes con
diferentes texturas, etc. Cada un destes conxuntos de datos pode ser interpretado como
un dominio de datos diferente, aportando xa un primeiro nivel de heteroxeneidade.
Como engadido a isto, en cada escenario dos experimentos as etiquetas modificanse
arbitrariamente en certos usuarios ou conxuntos de datos para engadir complexidade
ao problema e testar como se comporta o algoritmo.
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Nos escenarios expostos nos experimentos, o novo método de FL. demostrou unha
maior precision e estabilidade que outras propostas previas, como o FedAvg, e incluso
que outras estratexias que tamén realizan clusteres de clientes, como o CFL (Clus-
tered Federated Learning). Ademais, proporciona unha interpretacion mais clara da
estrutura dos participantes, facilitando a anélise posterior dos conxuntos de usuarios
formados e dando un sentido 16xico 4 separacion dos participantes en grupos.

En conxunto, este novo algoritmo permite afrontar a diversidade entre clientes
na FL, obtendo resultados moi salientables en todas as situacions de heteroxeneidade
espacial expostas. Isto é posible combinando unha nova funcién de erro desefiada en
especifico para este &mbito, € a0 mesmo tempo empregando mecanismos de agrupa-
mento dindmico dos usuarios. H&M-FedAvg representa un avance significativo cara
a sistemas colaborativos mais intelixentes, adaptables e respectuosos coas particula-
ridades de cada participante.

En conxunto, axuntando os resultados obtidos cos algoritmos de CDA-FedAvg e
H&M-FedAvg, € posible construir modelos de alta precision en contextos de datos
non-IID no eixo temporal e espacial respectivamente. Como engadido final, este dous
algoritmos traballan sobre dias frontes de heteroxeneidade distintas pero son compa-
tibles entre si, polo que seria posible desefiar un algoritmo que incorpore as técnicas
e capacidades destes dous, e que polo tanto sexa capaz de obter modelos precisos e
axeitados para problemas que presenten unha heteroxeneidade de calquera tipo.
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CHAPTER 1

Introduction

The advent of the Internet of Things (IoT) has transformed traditional computational
paradigms in the last few decades in every possible aspects of our daily lives [3]. Our
society has gradually learned to be surrounded by different kinds of devices that con-
stantly facilitate the tasks we make, even when we are not aware of it. This technolog-
ical evolution enables vast networks of interconnected devices to generate, process,
and share data autonomously.

The cutting-edge technology we developed has contributed to the exponential
growth of data, necessitating sophisticated approaches to extract actionable insights.
Machine learning (ML) stands as a cornerstone of this data revolution, offering ro-
bust methodologies to uncover patterns, optimize processes, and predict future phe-
nomena. At its core, the goal of ML is to build intelligent systems capable of learn-
ing from data to perform tasks with minimal human intervention. The amount of
data collected by our wearables, mobile phones, robots, etc., opens up an immense
myriad of application opportunities in domains such as banking, health, education,
travel, etc. [4}|5]. However, the increasing ubiquity of data-generating devices has
also prompted a reevaluation of centralized ML approaches, which need to aggregate
all the data available in the same storage location, paving the way for decentralized
paradigms.

Decentralized machine learning represents a paradigm shift in which computation
and data remain distributed across multiple nodes or devices, eliminating the need for
centralized data aggregation. This architectural shift addresses critical concerns re-
lated to privacy, scalability, and latency, which have emerged as significant challenges
in the era of big data.

Privacy concerns are paramount in scenarios where sensitive information, such
as healthcare records or financial data, is generated and processed [6f]. It is of the
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utmost importance in applications like this not to aggregate personal information on a
central server. In fact, nowadays, digital privacy has become such a primary concern
of ML that lots of governments around the globe have been implementing legislation
to restrict and control the data that can be collected from consumers at different levels,
like the information stored in our phones, the trace left on the internet by the users, and
so on. Examples of these legislations include, for instance, the U.S. Consumer Privacy
Bill of Rights [7]], or the General Data Protection Regulation (GDPR) developed in
Europe [8].

Scalability, on the other hand, becomes increasingly critical as the number of IoT
devices continues to proliferate, placing unprecedented demands on centralized data
centers [[9,/10]]. This poses a challenge for Centralized ML strategies as we know them,
and for this reason decentralized ML processes were born, endeavoring to mitigate
these issues by enabling local computations while maintaining collaborative learning
across the network.

In this context, Federated learning (FL) [[11}/12] emerges as a pioneering frame-
work within the realm of decentralized ML, introduced to harness the computational
capabilities of edge devices while addressing privacy constraints. Originating as a
solution to the challenges associated with centralized data storage, FL allows mul-
tiple participants to collaboratively train machine learning models without sharing
their raw data [[13}/14]. Typically, the model in this context is a deep neural network
(DNN). This approach not only safeguards user privacy but also reduces the depen-
dency on centralized infrastructure. However, while FL has demonstrated remarkable
potential, it is not without its challenges [15,/16]. The ideal setting for developing an
FL model would be to have data available from a high number of participants in the
training process, where all of them present the same kind of data samples, collected in
similar environments and conditions. This situation is very rarely the one addressed in
areal-life scenario. A central issue in FL is precisely the heterogeneity of data across
participants, which refers to the non-identical and non-independent distribution of
data (non-1ID data). This phenomenon, often attributed to varying user behaviors or
device capabilities, introduces lots of complexities in model convergence and gener-
alizability.

Furthermore, the problem of non-stationary data presents a significant hurdle in
FL. Non-stationarity arises when data distributions evolve over time, which is par-
ticularly prevalent in dynamic environments such as IoT networks. This variability
necessitates adaptive learning strategies to ensure the trained models remain effective
and relevant. For FL frameworks, non-stationary data raises an even bigger obstacle,
as not all of the devices participating in the model learning must behave in the same
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way. Addressing these challenges requires a nuanced understanding of FL's founda-
tions, as well as innovative methodologies to enhance its robustness and scalability.

Federated Learning has already been successfully applied for lots of real-world
applications, but at the same time, it is a recent paradigm with many open issues and
lots of open roads to explore and improve. The term Federated Learning is surpris-
ingly new, and back when this research project started in 2020, there was very little
information and experimentation done in this area. The foundational work using the
name Federated Learning [|17] was published in 2016, but this term started spread-
ing around in 2019, and it was then that it became more commonly known, and the
number of publications in this area started to grow more and more.

This dissertation aims to contribute to the advancement of Federated Learning by
analyzing the open challenges involved and exploring novel techniques to address the
well-known threats of data heterogeneity and non-stationarity. By leveraging the prin-
ciples of decentralized learning and integrating cutting-edge approaches, this research
seeks to enhance the practical applicability of FL in real-world scenarios. The subse-
quent chapters will provide a comprehensive analysis of existing literature, method-
ological advancements, and experimental evaluations to elucidate the potential and
limitations of FL in the context of IoT and beyond.

Structure of the thesis

This manuscript is organized as follows:

In Overview (Chapter[), we will provide detailed explanations of useful concepts
and state-of-the-art research in transversal Al fields, such as Machine Learning, Dis-
tributed Machine Learning, and Continual Machine Learning. These settings have
been of the utmost importance during the development of this research, and a lot of
interesting and useful notions and ideas need to be explained for the work presented
in the next chapters.

Next, in Chapter 5} non-IID data in Federated and Continual Learning, we will
further discuss the topic of heterogeneous data and provide formal definitions and
precise classifications of prior works on these fields. This knowledge is crucial to
understand potential issues that may arise in real-life problems and also provide very
important insights on how to deal with this kind of inconvenience. Furthermore, some
restrictions are stated regarding the necessary information to face the different types
of data heterogeneity.

After having discussed the data heterogeneity casuistry, Chapters [6|and[7] present
two different algorithms that are able to get accurate results in the presence of non-
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IID data. In the first case, Concept-Drift-Aware Federated Averaging (Chapter[6)), we
design a robust algorithm that is able to detect data heterogeneity over time (Con-
cept Drift) and adapt accordingly. On the other hand, in Chapter [7} Heterogeneous
and Multidimensional Federated Averaging, we present an FL algorithm that faces
data heterogeneity across the participants of the training process, identifies and un-
derstands the cause of data heterogeneity, and reacts to it dynamically.



CHAPTER 2

Hypotheses and Objectives

One of the key aspects that support building Deep Learning models and training pro-
cesses is the use of huge amounts of data for the training stage. However, one of the
main difficulties when performing FL strategies is usually the restricted amount of
data samples each participant owns. For this kind of strategy to succeed, it is essen-
tial to reach a consensus across all the different models trained. The main objective
of this research is to develop FL algorithms that allow both a successful outcome
for all of the participants involved in the training process as well as the continuous
integration of this knowledge for future models fine-tuning.

The concept of FL was born in 2016 to talk about a technique of distributed ML
that favors and enhances the training of a common model for a collection of devices
without the necessity of sharing their local, confidential information [13]]. The chal-
lenges of such a technique are data heterogeneity across these devices and also their
data dynamism. It is important to mention, although it will be further explained in fu-
ture sections, that this data dynamism concerns both the spatial axis (different visions
of the same problem based on the different data domains perceived by the participants
of the FL training) [18]] and the temporal axis (evolution of the data each participant
collects as time passes by) [2].

To tackle these challenges in an organized manner, the following step-by-step
objectives were brought up:

1. Research on the state-of-the-art works regarding the current state of FL ad-
vances and the variety of strategies that have already been developed for taking
into account the issues of data heterogeneity and data dynamism.

2. Classification of the FL strategies designed so far. This will be help to identify
particular challenges that have not been addressed, and as well as challenges

5
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that have not been identified before. In this stage, it will be very important
to identify an underlying pattern in the prior works developed in this field of
investigation. The main idea behind this task is to establish useful strategies for
dealing with data heterogeneity that might be improved or refined in the future.

. Local resolution of an ML problem set in a realistic setting, leveraging non-
stationary data and thus processing time-series data samples to recognize par-
ticular patterns that will improve the model performance. The local model de-
signed in this stage will be the baseline that will be later improved to achieve
an incremental strategy for FL. Starting with a local problem, the focus will be
placed on the heterogeneity of data in the temporal axis, avoiding the data het-
erogeneity across different devices that will later be added when the FL scenario
is considered.

. Formulation and design of an FL approach that enables for continual integration
and combines the local and global data models created by the devices, allowing
to address it data heterogeneity in both spatial and temporal axes. For this, it
will be necessary to create an automatic tool to detect the data shift as time pro-
gresses and so the global model will also be updated and adjusted accordingly.

. Publication of the main contributions and interesting results in high-impact
journals. In this sense, considering all of the work developed throughout this
research, two papers have been published in JCR-Q1 and JCR-Q2 journals, as
well as one other paper currently presented for publication. This monograph
assembles all the contributions achieved during these past years of work.
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General Methodology

Keeping in mind the objectives we just explained, we followed a well-designed road
map to achieve them. We tackle a series of working stages based on simple straight-
forward tasks that conform a cyclic process for each of the objectives presented.

In the first place, each of the tasks we aim to fulfill must begin with a bibliograph-
ical review. Nowadays, FL is a very active research field, and papers related to both
FL, distributed ML, and data heterogeneity in ML are published constantly. For this
reason, it is important to keep track of the progress made and take advantage of it to
continue working in the same direction. Having a clear picture of the work done so
far will help identify shortages that must be improved.

Once this first step is done, a conceptual model has to be designed. At this point,
multiple hypotheses and ideas will be proposed. For each of them, the goal is to
determine whether they are reasonable, achievable, and efficient.

The idea behind this analysis is to disprove hypotheses that cannot be tested or
carried out for a variety of reasons to avoid spending more time on them. Also, from
the remaining hypothesis, we must determine which ones can be realistically accom-
plished and which will be more profitable in the short and long term. This can be
decided based on the time cost they would take, the probability they have to be suc-
cessful, the different casuistry that needs to be accounted for, and so on.

Afterwards, when one or more proposals have been determined, they must be
systematically executed using the FL settings: a bunch of devices with their own sets
of data, training a joint model without sharing their private information. It is possible
that, due to the nature of the method proposed, some additional restrictions will be
implemented along the basics of FL. This can be done to simplify the initial phases
of the experimentation or as part of the previous step to check if a proposal is really
viable.
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This point is usually the one that takes more time to execute, so it is very critical to
apply it only to realistic, feasible proposals. The validation phase of these hypotheses
should consist of performing multiple experiments, varying the data collected by the
devices, repeating the experiments to guarantee statistically significant results, and
simulating challenging scenarios to test the capabilities of the approaches proposed.

Finally, once it is clear that we have come upon a useful algorithm, the results
achieved must be recorded, again ensuring their statistical significance and enhancing
the good properties and assets it provides. At the same time, we must also determine
the extension of our model, meaning that we must know not only the problems it
can solve but also the ones it cannot to clearly settle the barrier of what is yet to be
improved in the future.



Results and Discussion






CHAPTER 4

Overview

In this chapter, we will give the basic concepts to delve into the rest of this PhD
dissertation. Machine Learning (ML) is a huge field of research with lots of different
aspects, and for the present research we aim to merge learning strategies from different
subfields of ML. For this reason, we structure this chapter into the following sections:

e Machine Learning (ML): we will first focus on the basics concepts that started
this broad research topic. These notions are then used and reinvented in differ-
ent ways for investigations in specific tasks, so it is important to have a clear
picture of where it all comes from initially. In particular, we will highlight the
concepts regarding measuring errors in the models, the well-known loss func-
tions in ML algorithms, and so on.

e Distributed Machine Learning (DML): DML is in a way the predecessor of
Federated Learning, setting the basic ideas and initial attempts to perform de-
centralized ML computations. Federated Learning (FL) will be the main topic
throughout the following chapters. For this reason, it is of the utmost impor-
tance to settle the basics clearly and establish some common definitions and
explain concepts precisely.

e Continual Learning (CL): as was already mentioned previously, the main objec-
tive of this work is to provide useful tools for dealing with heterogeneity in the
context of ML. One way this heterogeneity might be present is over time, when
the circumstances for training a model change, or the way devices collect data
shifts, for instance. Knowledge regarding the basic concepts and difficulties
concerning CL will be valuable for better understanding future chapters.

11



12 4  Overview

4.1 Machine Learning

Machine Learning is a subfield of Artificial Intelligence (Al) focused on developing
tools to provide different kinds of machines with the ability to learn how to solve a
specific task.

The first reference to the concept of Machine Learning was in 1952, by Arthur
Samuel. In his research, Samuel showed that it was possible to teach a computer into
playing checkers [19]. This investigation was further explored later, by Frank Rosen-
blatt, who implemented for the first time the forerunner of what we know nowadays
as a neural network: the perceptron [20]. In the next decades, the field of ML kept
growing, and enlarging. Lots of different approaches to improve the previous results
were designed, such as the multilayer perceptron [21]], or the method of the nearest
neighbor [22]. As time passed, in the 1980s and 1990s the development of technology
and the increase in the computer capabilities allowed researchers to investigate more
complex calculations, and create new kinds of methods, such as decision trees [23],
support vector machines (SVM) [24] and other ground-breaking algorithms.

Another remarkable algorithm was born in 1986, introduced by the researchers
Rumelhart, Williams, and Hinton. It is the case of the backpropagation algorithm,
which presented a procedure to train multilayer perceptrons, or neural networks [25]].
Backpropagation is an algorithm that makes use of well-known mathematical tools,
and applies the chain rule along the perceptrons of a neural network to compute the
gradient of a predefined loss function. After that, the parameters of the neural net-
work can be updated in a way that reduces the loss, hence improving accuracy. Loss
functions will be discussed profoundly in Section

With the arrival of the 21st century, the increase in the quantity of data collected
and available became stronger than ever, receiving the name of Big Data, and the prob-
lem of how to deal with such amounts of data arose. There was a necessity of more
powerful algorithms in ML to work with it. As a consequence of this, larger and more
complex neural networks were designed, forming what it is known as Deep Learning
(DL) [26,27]]. This kind of techniques, jointly with the availability of large volumes of
data lead to a brutal acceleration in the pace of research over the last decades, allow-
ing lots of different DL algorithms to be created, applied, and commercialized. The
fields of application are countless: from agriculture [28] to engineering systems [29]],
going through all possible areas such as entertainment [30]], healthcare and diseases
detection [31]], finance, computer vision, cibersecurity and deep-fake detection, and
SO on.
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In the last decade, the improvement and accessibility of electronic components,
jointly with further improvements in communications and data availability, have con-
tinued. As a result, there has been an exponential growth of resources generated in
terms of data and devices: computers, tablets, smartphones, and any kind of IoT de-
vice. With such an overflow of data around us, the problem has shifted from having
to use the data available in an efficient way (when there was little data for ML mod-
els training), to instead having to select appropriate data among all the accessible
resources. It has become more important than ever to make good use of the data
available, and train algorithms in a more efficient way.

When ML was first conceived, it focused on developing tools to provide different
kinds of machines with the ability to learn how to solve a specific task. This learning
must progressively improve with time, based on information on the previous attempts
to solve the problem, and at the same time without being designed to produce a specific
outcome. The final result of an algorithm is an output created by the initial setting
of the task and the way the machine uses the information it collects while solving the
problem itself. This information, which is based on the machine interaction with the
task, is what we call Experience.

Experience can come from an external source, for instance a reinforcement boost
that allows the machine to know how its performance was. In this aspect, lots of
works have been developed precisely under the name of Reinforcement Learning
(RL) [32H34]. This boost, usually called reward, provides a measure for the ma-
chine to understand how well it acted on the issue it was solving. The final objective
of the machine is to get the highest reward possible. There are multiple strategies for
determining the value of this reward [3536], but they fall out of the scope of this PhD
dissertation.

On the other hand, experience can also be implemented directly on the learning
algorithm, based on data collected by the machine itself while solving the task. In
this sense, an ML algorithm is capable of improving autonomously, through a process
called training, achieving an optimal approach to fulfill the desired task. The result
of the training stage is what we call model, and it represents the ultimate strategy
designed, that aims for the highest accuracy possible when performing on the task it
was trained for.

More formally, we next define the set of possible inputs and outputs a machine can
register and produce, respectively. These notions will come in handy to understand
what an ML model is.
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Definition 4.1.1. Let X be the space of all possible input vectors for a machine, also
known as feature space. Let Y be the set of possible outputs, or categories, a feature
vector can be associated with. A data sample is a paired tuple of feature vector and

corresponding output (x,y), withx € X andy € Y.

Definition4.1.2. Let D = {(x;, y,-)}fz , be atraining dataset, consisting of M samples.
A ML model is a mapping function that associates each possible feature vector with

an output, as follows:
fo X — Y
x = f)=7J.

Note that when defining data samples as we just did, we are assuming that the
corresponding output for a feature vector is known. This is not always the case. ML
models can be also designed and trained without the necessity of having these outputs
in advance, and in fact, notice that the outputs of the data samples are not used in the
previous definition of ML model. According to this casuistic, algorithms in ML can
be classified into:

e Supervised Machine Learning [37,38|], when all the correct outputs for the sam-
ples of the training dataset are known. In this case, the known outputs are called
labels. Having information about the labels of the samples is useful to find and
extend an accurate model for the whole feature space. Supervised Machine
Learning problems are usually split into classification problems [39], or regres-
sion problems [40], depending on the nature of the labels.

e Semi-Supervised Machine Learning [[41,/42]], when only a subset of the whole
training dataset has its correct output associated. Methods gathered under this
framework try to find a model to predict the output given by some labeled in-
puts, but at the same time can make use of unlabeled samples to help reach a
higher accuracy and a better performance.

e Unsupervised Machine Learning [43/44], when the output of each sample from
the training dataset is unknown. In this case, the algorithm needs to find relevant
information based only on the data samples inputs.

For the rest of this monograph, we will focus on supervised settings, i.e., it will
be assumed that all the data samples have a correct output, or label, associated. In
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addition, it will also be assumed that the problem to solve is a classification problem,
i.e., the labels belong to a set of specific possible categories to choose from. For this
reason, unless it is specified otherwise, we will consider I = [0, 1]¢, where C is the
number of possible categories, or classes.

This way of understanding the space of possible outputs, or labels, will be useful
for notation purposes and design of algorithms moving forward. From this consider-
ation, an output of a model y € Y = [0, 1]€ is a vector of C components, varying
between 0 and 1, that normally represent the likelihood of an input x to belong to a
certain category.

With these definitions, we can already create an ML model, just by setting a map-
ping to associate each of the input samples x; with a corresponding output y;, and
then extending this mapping to the whole set of features X. The next step would be to
design a training process so that this mapping can be improved to get more accurate
results and a better performance overall. Moreover, we have not made use yet of some
of the knowledge available. The labels of the samples are not playing any role in the
model creation at the moment, and they hold valuable information of the expected
results that the model should get.

4.1.1 Information theory: Cross-Entropy loss function

In Supervised Machine Learning settings, where the correct label for the data
samples is known in advance, it is common to use this information to get the most
accurate model possible. For this, what the models try to achieve is to match the
output obtained when mapping a known feature vector sample x; using the model
function f', with the label for that feature vector, y,. In other words, f(x;) = J; ~ y;.

The best way to achieve this kind of result in our model is to effectively compare
the result obtained by a model, with the right value it should obtain. But it is a non-
trivial question how to compare these two values, or even harder, how to use and
incorporate this comparison in the training process. This is where information theory
comes into place.

Information theory originated in the mid-20th century as a response to growing
challenges in communication technology. As radio, telegraphy, and telephony became
central to modern life, scientists and engineers began seeking a deeper understanding
of how information could be transmitted efficiently and accurately over physical chan-
nels. However, there was no systematic or mathematical way to define or measure in-
formation itself, which made it difficult to address issues like noise, data compression,
and transmission limits.
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This changed in 1948 when American mathematician and engineer Claude Shan-
non published his groundbreaking paper, A Mathematical Theory of Communica-
tion [45]]. In this seminal work, Shannon introduced a formal framework for quan-
tifying information, treating it as a measurable and transmittable quantity based on
probability theory. In this way, the amount of information in a message is related
to its unpredictability, i.e., the more surprising a message is, the more information
it conveys. This led to the introduction of the concept of entropy, a mathematical
measure of uncertainty in a set of possible messages, which became a cornerstone of
information theory.

Drawing inspiration from earlier work in statistics, thermodynamics, and electri-
cal engineering, Shannon’s theory unified a wide range of communication problems
under one mathematical umbrella. The impact of his work was profound, laying the
foundation for digital communication, data compression techniques like ZIP files and
MP3s, reliable data storage, and much more. Its applications spread over fields like
molecular biology [46]], psychology [47], and of course computation [48]]. Over time,
information theory has also influenced fields far beyond engineering, including com-
puter science, neuroscience, linguistics, and even physics, making it one of the most
important conceptual breakthroughs of the 20th century. One of the key components
that led to huge advances in the field of ML was the information entropy.

The information entropy, also known as Shannon entropy, quantifies the average
level of uncertainty associated with a variable’s potential states or possible outcomes.
In a sense, it measures the expected amount of information it would take to describe
the state of the variable. According to this definition, the more unexpected a result is,
the more information it provides to know it.

Definition 4.1.3. Let z € Z be a discrete random variable distributed according to a
certain probability p : Z — [0, 1]. The entropy of z is defined as:

H(z) == ) p(2) - log p(2).

zeZ

Where Z represents all possible values of z.

At this point, H(z) quantifies the amount of information a certain state of the
variable z provides about its probability distribution p. It would be very useful to
apply this concept of entropy for a set of 2 non-independent probability distributions,
like the mapping function of a ML model, y = f(x), and its corresponding label y,
which is also dependent on the variable x.
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This concept was also deeply studied and solved [49], using mathematical tools
like Kullback-Leibler divergence [S0], to achieve the term of cross-entropy, in the
following way:

Definition 4.1.4. Let p and g be discrete probability distributions over a common
underlying set of events Z. The cross-entropy of the distribution q relative to a distri-

bution p over a common support Z is given by:

H(p.q) == ) p(z) - log q(2).

zeZ

Where Z represents all possible values of z.

Ultimately, these concepts from information theory were applied into ML and al-
lowed great improvements in the training process of ML models. When training a ML
classifier, the goal is to create a mapping function f, called a model, that associates
each possible input data sample with a unique output from the set of the C possible
classes. Ideally, the output should be the correct class for that sample:

f: X — Y=[01]°
x o= f)=7.

Depending on the machine learning method employed, the function f will rely on
some more parameters. For instance, when using DL strategies, f will vary according
to the weights of the corresponding neural network: f, (x) = y. However, to keep the
notation as straightforward as possible, we will call it simply f, and not f,.

Creating such a function with only a limited amount of labeled data samples
{(x;, y,-)}l?‘i | is a difficult task, and in general, there is no way of doing it using a
single-step formula. In order to perform the training of a model, it is common in the
literature to establish a loss function or error function, and try to minimize the em-
pirical risk of the classifier through that loss function to get a higher accuracy and a
better overall performance.

Loss functions assign positive real values to a sample (x, y) depending on the
correct output of that sample, y;, and the predicted value obtained by the classifier,
VACOX

L: XxY — Rt
x,y LUK,

Lot of research has been done trying to achieve the best loss function possible, i.e.,
the loss function that grants more information for creating an accurate model when
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minimized. Resuming with the previous discussion about information theory, and
particularly information entropy, in this setting we can compute the cross-entropy of
the distribution f(x) relative to the probability distribution of y(x), and using this
concept a loss function can be defined: the Cross-Entropy Loss function (CEL) [S1]:

Definition 4.1.5. Given a sample (x, y) used for training a ML model f to solve a
classification problem consisting of C possible classes, the Cross-Entropy loss of the

sample (x, y) is the following:

Lep(x,y)=—

C
y; - log(f;(x)).

j=1
Notice that, as mentioned in Section[4.1] in the previous definition we are consid-
ering y; as a vector of C components, varying between 0 and 1. As itis a label vector,
one of its components is equal to 1 and all of the rest are equal to 0, meaning that only
one of the terms of the sum we just defined is non-zero.

After defining the CEL of a single sample, a natural extension of this definition is
to define the same concept for a set of samples, which can be expressed as follows:

Definition 4.1.6. Given a set of M samples D = {(x;, y[)}f‘;[ , used for training a ML
model f, the CEL of the model achieved over the dataset D is defined as the sum of

the individual losses of each sample:

M C

Leg(D) ==Y, > v, - log(f;(x)). (4.1.1)

i=1 j=1

This formula is used across almost all of the works in DL learning for computing
errors in neural networks and train aiming to minimize its value.

It is also very common in the literature of ML algorithms to assume that the data
employed in the training process of a model is stationary, unadulterated as time passes,
and they also use centralized settings. This means they were created with the aim of
being executed using static datasets and a single machine to process all the infor-
mation. Transforming these works into a multi-device setting would imply to have a
bunch of devices sending their local information to a central server, where they would
all get stored and used for the model training. As mentioned previously in the Intro-
duction, this approach presents potential problems in terms of scalability, storage ca-
pacity, communication between devices and the central server, and, of course, privacy.
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Additionally, we live in a constantly changing world, and algorithms should also be
able to evolve and account for these changes, meaning handling non-stationary data.
Consequently, ML approaches that leverage continual settings and also distributed
settings are a much more fitting and natural framework for multi-device settings.

4.2 Distributed machine learning

The origins of Distributed Machine Learning (DML) [52,|53]] can be traced back to
the increasing computational demands of traditional ML algorithms as datasets grew
in size during the late 1990s and early 2000s. It was explained in Section [4.1] that
initially ML models were trained on single machines, but as data from internet usage,
mobile devices, and enterprise systems exploded, it became clear that single-machine
training was neither scalable nor efficient. This became a huge motivation for finding
new ways of scaling up algorithms, making them able to cope with the ever-increasing
amounts of data and also trying to accelerate the training processes of ML models.

Researchers began exploring ways to distribute the computation across multiple
nodes, especially in the context of parallel computing and grid computing. Lots of
approaches and proposed methods in these years consist of artificially splitting the
data among different devices to aim for that parallelization. The emergence of big data
technologies in the 2010s, such as Hadoop [54]] and later Apache Spark [55]], provided
the infrastructure needed to enable distributed data processing. This convergence of
big data and ML gave rise to DML systems.

Early DML systems aimed to scale model training across data centers or clusters,
relying heavily on data parallelism and model parallelism. However, the design of
such systems required careful architectural choices. Based on these systems design,
algorithms for DML can be classified into 2 types of dominant settings: peer-to-peer
architecture and client-server architecture.

The client-server architecture [[56}57] is the most common and traditional ap-
proach used in DML. In this setup a central server (or parameter server) holds the
global model, while multiple client nodes (workers) perform the computations (e.g.,
compute gradients on local data). After this, clients periodically send their local up-
dates to the server, and the server aggregates these updates and sends back the updated
global model to the clients so they can continue with the computations and improv-
ing the global model more and more. This architecture was popularized by systems
such as Google’s DistBelief and later TensorFlow [58]/59], where the server controls
coordination and consistency.
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This approach presents several advantages, like the existence of a centralized
server that provides control and easy coordination. Atthe same time, it is simple to im-
plement synchronization strategies so that client nodes work simultaneously with the
same version of the global model. On the other hand, it also presents some drawbacks,
like the communication bottleneck at the server, having to wait for clients updates and
thus delaying the use of computational resources and ultimately, the training on cer-
tain clients. In addition, it presents poor scalability in very large distributed systems.

Peer-to-Peer architecture (P2P) [60,/61]] presents, as opposed to the previous one,
a setting where there is no centralized server. Each peer (node) contributes both data
and computational resources, leveraging the lack of a central orchestrator. Peers share
their model updates directly with each other (often through gossip protocols or con-
sensus mechanisms), and in this way communications get more fluent and avoid bot-
tlenecks. P2P models are less common but have seen interest in DML systems and
blockchain-based ML initiatives. Examples include systems inspired by BitTorrent
or decentralized training for edge devices.

Like its client-server counterpart, this approach provides its own pros and cons.
On the bright side, lacking a central server means that there is no central bottleneck
in terms of communications. Additionally, as models are computed and shared be-
tween all servers constantly, these kinds of strategies have a high fault tolerance. On
the contrary, not having a central orchestrator hinders a lot the synchronization task,
making it more complex. As a consequence of this, it is difficult to ensure conver-
gence and consistency across all of the nodes. Also, large networks present a high
communication overhead.

Whether the architectural configuration of the DML setting is one of the other,
each of the nodes perform a fraction of the total computations, and the individual
work of each of them is then aggregated into a unified final model.

In some of these approaches, each participant device computes a local model on
its own, and the collection models developed is then used to achieve a final result
through a consensus. However, most of the methods created in these decades consist
of splitting the training of a single model, shared by all the participant nodes, into
smaller tasks that can then be solved by a different device.

Initially, this kind of solutions proposes adaptations of already created ML algo-
rithms through some parallelizable optimization approach. It is particularly abun-
dant the use of strategies based on the algorithm of Stochastic Gradient Descent
(SGD) [62]. The reason for this is that SDG is a very pragmatic algorithm, prone
to be applied to DL strategies, using neural networks, as well as more classic ML
proposals, like SVMs.
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The basic idea behind SGD algorithm is to minimize a function that represents the
loss of the model (for instance, the cross-entropy loss function applied to the model
training). The way of proceeding for this minimization is to compute the gradient of
the loss function. Recall that, mathematically, the gradient of a function represents the
direction that fastest increases its value. After performing this computation, parame-
ters of the model, or connection weights in the case of neural networks, are adjusted in
the opposite direction to the gradient. Currently, there exist lots of different variations
of the classic SGD algorithm for the distributed framework [63H66].

Lately, the point of view regarding DML has shifted. In the last decade there has
been an evolution in the mentality concerning distributed frameworks for the creation
of ML models. The main concern regarding the increase in the number of devices and
the amounts of data available has turned into a concern about digital privacy, and in
that context, the field of DML has progressively transitioned into was we know today
as Federated Learning.

4.2.1 Federated Learning

Federated machine learning (FL) [[11,12)/14)/17] is an innovative framework strongly
connected with DML that focuses on the training of a ML model across a bunch of de-
vices. Each of the devices that participate in the model creation locally collects their
own samples, and those samples are kept private, not shared with the rest. The change
in the perspective with DML algorithms is obvious: Whereas in the DML framework
the starting point was having all data gathered in a single server and it was split to
facilitate the model training, in the FL settings data is spread across the servers from
the beginning, by the own nature of the problem that is addressed.

The purpose of FL is to be especially careful about the security and data privacy
of local data, and for this reason it further decentralizes computations from the cen-
tral server, which work is basically reduced to be a coordinator between the different
clients. With this approach, bottlenecks produced by the central server in DML algo-
rithms are softened, but in exchange these operations have to be performed locally.

The greater challenge of FL strategies is the heterogeneity it must manage. From
the starting point, each of the participants may have different capabilities, comput-
ing resources, amount of samples, etc. Moreover, the skew distributions of the data
samples among the devices can suppose a big threat in terms of model convergence.

The standard FL approach, firstly proposed by researchers H. Brendan McMahan,
Jakub Konec¢ny, and Daniel Ramage [[11] in 2015, consists of an alternation between
local training rounds performed by each device, followed by the corresponding global
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aggregation of the results obtained. Performing training with this approach, the only
exchange of information between the clients and the central server is the model param-
eters, avoiding sharing raw data. This groundbreaking algorithm received the name of
Federated Averaging (FedAvg), and it describes a supervised way of training a Deep
Neural Network (DNN) in a federated way.

The idea behind FedAvg algorithm is the following: Assume a set of participants
N = {1,..., N} aiming to train a DML model in a federated way. The model is
defined as the set of weights of the neural network connections, w € RY, where
V" stands for the number of biases and connections between neurons in the network,
i.e., the number of parameters to be calculated. FedAvg performs a fixed number of
training rounds, R, that alternate local training processes and a global aggregation.
The model w is initialized randomly in the central server, and sent to the participants.
In this fashion, all clients begin their local training at a common starting point. For
each round, r € {1,..., R}, a random subset of participants N” C N, of size N,
is selected, and they train the model W’G_1 using their local data and SGD algorithm.
After that, each clienti € N send back to the server their model update, w. Finally,
the central server aggregates the updates received and a new round of training begins:

where M, stands for the amount of data used by the participant i on their local training
and M is the sum of the quantity of samples M, of the participants involved in the
training in that round. Note that participants with a higher amount of samples influ-
ence the global model more than others, which seems a reasonable approach since
they have more information about the task beforehand. The general pseudo-code of
this algorithm is depicted hereafter in algorithms|[I]and [2}
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Algorithm 1: Federated Averaging - Server side

Input : Setof clients N' = {1, ..., N}, number of participants in each round, N, s
local batch size B, number of local epochs E, number of learning rounds
R, and learning rate

Output: Global model, wg

0
G

[

Initialization: Random parameter initialization w
for rin {1,...,R} do
N « random subset of S clients
for each client i in N in parallel do
t w; « LocalTraining; (W’G_ 1 B,E, n) using SGD

N, M;
r r il
Wo < Xt Wi

m A W N

=}

7 return wg

Algorithm 2: Federated Averaging - LocalTraining;

Input : Global model from previous round W’G_1 , local batch size B, number of
epochs E, and learning rate 5
Output: Local update of the model, w}

[

Split data into a collection of sets I3 of size B
2 forein{l,...,E}do
3 L for b in B do
4

| wew g vEws! b

wm

return wlf ;

After FedAvg algorithm was published, FL attracted a lot of attention and the
number of works on this field increased exponentially. There has been a lot of re-
search trying to either find better algorithms for FL, or improve FedAvg accuracy or
efficiency. In addition, several protective procedures have been explored to increase
the privacy robustness and provide additional security to the FedAvg algorithm, us-
ing strategies like adding differential privacy [[67./68]], or encrypting the model updates
before sending them to the central server [69170]. It has also been studied if the trans-
mission of the model parameters w could lead to privacy leakage [71473]].

All the research performed in the past years has clearly exposed the characteristics
of FL strategies: their ability to avoid data leakage, maintaining the privacy of local
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data, the improvement in the use of resources with respect to DML classical methods,
the convergence speed opposite to centralized approaches, and so on. However, these
advantages come at a cost, and FL algorithms normally face cumbersome challenges,
namely:

e Unbalanced data: As it was mentioned when explaining FedAvg algorithm,
each of the participants in an FL. model holds its own data, leading to skewness
in the number of samples, and thus provoking that some users influence the
model more than others.

e Communication availability: Training FL. models on devices require for them
to be connected during the whole training process, which can be hard to achieve
when working with smartphones, or certain kinds of machines.

e Data heterogeneity: Local data of each client is highly dependent on the device
itself: the conditions it is used into, the context it is surrounded by, and the
interaction it has with the environment. For these reasons, local data of a single
participant is prone to be unrepresentative of the data distribution across the
other participants.

The issue of data heterogeneity has drawn lot of attention from the very beginning.
It can cause several grave issues, like slowing the model convergence, or impeding the
model from converge at all. Data heterogeneity in this context is commonly named
non-11D data, standing for non-independent or identically distributed data.

4.2.2 Non-IID data across participants

Statistical heterogeneity of the data is a major issue that needs to be faced in order
to construct and deploy a FL model [[13}/74]]. It is a well-known issue that has been
referenced multiple times in FL research since its origins. To prevent this obstacle it is
common in DML to assume that the data of the different participants is Independent
and Identically Distributed (IID) [[13,{75,76]]. This expectation is satisfied only if
data collected by clients does not present significant differences within each other’s.
However, in most real-life tasks this assumption does not hold: each participant acts
differently, hence collects biased data which contrasts to the one collected by another
client.

As a starting point, it is important to have a formal definition of IID data. For
that, the data probability distributions of the different data owners need to be settled.
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Let i € N be a client in the FL model training process, with N' = {1, ..., N} being
the set of all clients. Let d = (x,y) € X X Y be a data sample. Client i collects its
own dataset, denoted D;, which has a data probability distribution D;(x, y). Each data
sample (x,y) € D, has probability P,(x,y). The overall data distribution across all
participants is a weighted mean of these local data distributions:

M.
Dg(x.y) = Y, - Dix.»). 4.2.1)
iEN

With this notation, IID data can be defined as follows:

Definition 4.2.1. Data is declared to be IID if the probability of a data sample remains
the same as other samples are drawn, and a randomly selected sample can belong to
any of the clients with the same probability. In mathematical terms, if we consider
the union of the datasets D = U ey Di C X x Y, then D is an IID dataset for the FL
framework if, and only if,

I)i((xe y)’ (X,, y,)) = Pi(x7 y) ° l)i(x” y’)a
D(x,y) = Dj(x, s

(4.2.2)

forall i,j € N, and for all (x, y), (x’,y)) € X X Y.

An important consequence of this definition is the following: If D is an 1ID
dataset, all the participants distributions are equal, and they are also equal to the global
distribution:

Dg(x,y)= ) %Di(x, »=Di(x.y) ) % =D,(x,y), foralli € N.
iEN iEN
Reciprocally, we claim D is a non-1ID dataset if any of the two conditions given in
Equation {#.2.2) does not hold.

Notice that the local dataset of a single client is always IID if its samples are inde-
pendent. Applying this to a centralized setting, data is always identically distributed,
as there is just one device involved in the training process. The term non-1ID in ML
implies the existence of more than one participant, and it is mostly used in the DML
paradigm. Non-IID data has been extensively studied in the past few years, and there
are lots of works aiming to design novel algorithms to tackle it [[1]. They will be
detailed and reviewed in Chapter 3]
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4.3 Continual Learning

Continual Machine Learning, normally referred to as just Continual Learning (CL) [[77-
79] is an area of artificial intelligence focused on developing systems that can learn
continuously over time, integrating new information without forgetting previously ac-
quired knowledge. This capability is essential for real-world applications where data
is not static but arrives sequentially, often under constraints that prevent full retrain-
ing. The concept of CL dates back to early work on adaptive systems. In the 1980s
and 1990s, researchers began to recognize the limitations of traditional ML mod-
els, which typically assumed that training and test data were drawn from the same
fixed and static distribution. However, real-world environments are dynamic, requir-
ing models to adapt to new tasks and data over time.

One of the earliest discussions of these limitations appeared in McCloskey and
Cohen [80] and Ratcliff [81], who introduced the concept of catastrophic forgetting.
This term describes the tendency of neural networks to completely or substantially for-
get previously learned information upon learning new data. This phenomenon occurs
because weight updates that help the network learn new tasks can interfere destruc-
tively with weights representing older tasks.

Over time, various research communities have developed related frameworks and
terminology for continual learning, each emphasizing slightly different goals:

e Incremental Learning: refers to the ability of a model to learn from new data
or tasks sequentially without retraining from scratch. This approach empha-
sizes efficiency and scalability, particularly in environments with memory or
computational constraints [[82}83]].

o Lifelong Learning: emphasizes the development of agents that accumulate knowl-
edge over time and leverage past experiences to learn new tasks more effec-
tively. Lifelong learning highlights not only memory retention but also knowl-
edge transfer and reuse [84,[85].

e Never-Ending Learning: refers to a paradigm in machine learning where a sys-
tem continuously learns from data over time, without a predefined endpoint.
This approach emphasizes scalability and the open-ended nature of learning
without a predefined stopping point [86L[87]].

While these terms are often used interchangeably, they reflect subtle differences in
emphasis: incremental learning focuses on process and efficiency, lifelong learning
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on experience accumulation and transfer, and never-ending learning on open-world
knowledge discovery. Regardless of the kind of approach used, a central challenge
across all forms of continual learning is catastrophic forgetting. As mentioned earlier,
when a model learns a new task, it may overwrite parameters important for previous
tasks. Addressing this issue has been the focus of extensive research [88-90].

Currently, there are a multiplicity of different strategies to overcome catastrophic
forgetting, like regularization-based methods that penalize changing parameters from
the model that were important for tasks that have already been learned [91]], replay-
based methods that involve storing past data to rehearse in old tasks while learning
a new one [92f], or dynamic architecture methods, which grow the network over time
to accommodate new tasks without interfering with prior knowledge. Each of these
approaches represents a different strategy for maintaining performance across tasks
while supporting the continuous acquisition of new knowledge.

CL strategies have been performed successfully for a wide variety of applications
in the last few decades, for instance in healthcare [93}/94], robotics [95,96], computer
vision [97]], and autonomous driving [98]], among others.

It is remarkable to mention that, from its origins, CL has traditionally been fo-
cusing in centralized settings, and it is only recently that works regarding distributed
settings in CL have been deployed. This natural extension of CL enables the devel-
opment of new applications, and also implies new challenges to be addressed.

Unlike for centralized ML tasks, or for the different participants of the training
process in a DML or an FL problem, data is not considered a static set of samples in
the context of CL. CL considers the source of data for training to be a stream [99].
A data stream .S is a possibly unbounded sequence of data collected over a certain
period of time, [0, ¢], which will be denoted as S1%/1. The major contrast between
standard datasets and CL streams is that in the latter, data is collected in a particular
order, and normally its tendency varies over time. This can be expressed by saying
that S0 is detailed by an unknown distribution D ~ (DY, ..., DT), where each D'
represents the distribution of the data samples in the stream over a different task.

The goal of CL models is to be able to solve a set of tasks (7, ..., 73-) using the
data samples from the stream S%/. There are two main challenges in the training
process of a CL algorithm: being able to accurately predict the outcome of a feature
vector for a previous task, that has already being learned and is no longer present in
the new samples drawn from the data stream (face the catastrophic forgetting issue),
and also detect the tipping point that separates samples from one task and the next
one in the data stream (this point is commonly referred to as concept shift of concept
drift).
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4.3.1 Concept drift: non-IID data over time

Concept drift is a crucial term regarding CL that has been studied extensively in su-
pervised CL literature [[1005103]. The origin of this term relies in a research work
that explained how what initially can be considered as noisy data may reveal later, as
more samples are drawn, as clear useful information [[104]]. In a formal way, we will
describe concept drift as follows:

Definition 4.3.1 (Concept drift). Let 1% = {(x;,y,)} l]‘i | be a data stream of size
M collected during the period [0, f]. x; represents the feature vector of a sample and
y; its corresponding label. Let D!(x, y) be the probability distribution of S0/,

A concept drift occurs at timestamp ¢ if the probability distribution of the data

stream is significantly different after that timestamp:
3t>1: D x, y) » D(x,y).

Concept drift can be analogically defined in terms of the probability density func-
tion of the samples, P’(x, y), instead of their data distribution:

Definition 4.3.2 (Concept drift). Let S = {(x;,y)} ¥ be a data stream of size
M collected during the period [0, f]. x; represents the feature vector of a sample and
y; its corresponding label. Let P’(x, y) be the probability density function of S10/1,

A concept drift occurs at timestamp ¢ if the probability density function of the
data stream is different after that timestamp:

3> 1: P7(x,y) # P'(x, ).

Note that definitions[4.3.TJand[4.3.2]are very similar to the non-IID data definition
from Section [4.2.2] but referring to distribution or probability variations over time
instead of across clients.

Using probability density functions is normally more helpful when analyzing a
task, since the joint probability density function P’(x, y) can be factorized as

Pl(x,y) = P'(x) - P'(y]x).

Research works that experiment and handle concept drift usually categorize it in three
different classes, according to which factor of this factorization gets modified [[100}
102]:
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e Virtual drift: it is caused by a difference in the marginal probability of the
features in the samples, P'~'(x) # P'(x), and P'~!(y|x) = P'(y|x). In this
case, the labels of the samples with respect to the features remain the same, but
the input data is statistically new to the model, so it is hard to correctly classify
it.

e Real drift: it refers to the opposite situation, where feature vectors keep the same
probability but the correct label for them has shifted, P'~!(y|x) # P'(y|x), and
P'~1(x) = P!(x). Models not aware of this drift will classify the new samples
in the same way as before the drift, leading to incorrect predictions.

e Total drift: both the marginal density probability of the samples and their label
are significantly different, P'~!(x) # P'(x) and P"~!(y|x) # P!(y|x), so it is
really challenging to adjust the model to reflect both changes.

|
|
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| . :
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: ® e/ an : S oak
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1
(0) Currentdata | (1) Virtual Drift: (2) Real Drift: (3) Total Drift:
and classifier. : Pi(x) # P*(x) Pi(x) = P*¥(x) Pi(x) # P"H(x)
: P‘(y |X) = Pn]\'(y | X Pt(y [x) # Ptﬂc(y 1%) Piy|x) # P‘*k(y 1%)

Figure 4.1: Representation of Concept drifts in a two-dimensional input space X with
two possible labels Y = {o, A}. On the left of the doted line, we find the data sam-
ples received before time t, and on the right there are three possible time-evolving
situations. (1): the new data samples observed are situated in new regions, previously
unseen. However, data labels correspond with the split made by the classifier pre-
viously. (2): the new instances appear in already known regions of the input space,
but they are incorrectly classified using the previous model. (3): the two previous

situations are combined.

Examples of all of these situations are depicted in Figure 5.4} and the references
mentioned there will be further explained in Chapter [5] where there is an extensive
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classification of spatial non-1ID data (across clients) and temporal non-IID data (over
time).

In addition to all of this, the concept drift can be produced in various ways: a drift
can be sudden, if a certain timestamp can clearly separate old and new probability
distributions, gradual, when the samples belonging to the new concept appear inter-
twined with samples from the old concept, or incremental, if there is a smooth shift
of the data from one concept to another. Furthermore, if several concept drifts occur
along time, a concept that was previously outdated may reappear, which is called re-
current concept drift [I05SH107|]. The set of combinations is enormous and complex,
and each specific task comes with its own particularities, which must be taken into
consideration carefully.



CHAPTER 5

Non-IID data in Federated and Continual
Learning

Introduction and Chapter ] have consisted of a detailed review of the different ele-
ments involved in the research constructions that will be presented from here onwards.
During the last decades DML and multi-device learning have gained a lot of interest
and appeal, since they present clear advantages and adaptability to the context of data
nowadays, and the increasing challenges it presents.

The basics of both FL. and CL have been discussed, highlighting both the benefits
they can provide, and also their difficulties and shortcomings. Precisely regarding
these shortcomings, the terms of non-IID data and concept drift have arisen naturally
as words crafted for explaining the undesired results initial models in this field have
achieved.

In the present chapter, the main objective is to interpret these terms under a com-
mon light, formulate a shared ground theory for the data heterogeneity across partic-
ipants in the FL context and the data heterogeneity over time in the CL context, and
simplify the problems they held to the most fundamental, straightforward elements
possible so that they become easier to manage and tackle. After that, in the next
chapters, different algorithms will be designed to face these kinds of heterogeneity.

In the literature, lots of methods have been presented aiming to face these adversi-
ties, for either the FL or the CL paradigm. While most of them present brilliant ideas
and very powerful algorithms, in some of them the nature of the heterogeneity they
confront is vague and unclear, or unrelated to other similar works created before them.
For this reason, this chapter will also focus on establishing similarities between well-

31
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known works in the fields of FL and CL and unify the understanding of heterogeneous
samples.

After creating a classification of non-IID data, both throughout devices in FL
context and over time for CL settings, some requirements for undertaking each of
the situations presented will be exposed, as minimal necessary conditions that should
be fulfilled for a problem in each category to be solvable. In case those restrictions
are not fulfilled in a real-life scenario, then the models applied to that problem are
advocated to produce poorly accurate results.

The most significant contributions of this chapter have been published in the fol-
lowing article, and have been reproduced here under Creative Commons Attribution
(CC BY) license: [[1] M. F. Criado, F. E. Casado, R. Iglesias, C. V. Regueiro, S.
Barro, Non-iid data and continual learning processes in federated learning: A long
road ahead, Information Fusion 88 (2022) 263-280.

The Journal Information Fusion had the following Journal Citation Reports (JCR)
indicators (2022): Quartile Q1 in the categories Computer science, theory and meth-
ods (2/111, percentile 1.4) and Computer science, artificial intelligence (4 /145, per-
centile 2.4), and an overall Journal Impact Factor (JIF) of 14.8.

The matters of this chapter are disposed as follows: In Section [5.1] the different
research works about non-IID data across clients are reviewed and classified exten-
sively, including algorithms and strategies that were not designed for FL originally.
Next, in Section[5.2] a similar inspection is done regarding non-IID data over time and
CL strategies. Mixing these 2 classifications together to conform the whole variety
of non-IID situations, in Section[5.3]a set of restrictions is defined to be able to tackle
some of those heterogeneous situations. Finally, some experiments are performed
throughout Section [5.4]to show the adversities and poor results algorithms will face
if these restrictions are not met.

5.1 State of the art learning strategies for non-IID data in

Federated Learning

FL framework is an innovative and recent field within DML, so some of the threats
it poses have not been addressed or understood fully. The effect of malicious attacks
from a participant of the training process, for instance, have been studied thought-
fully, as it concerns in matters such as data leakage or model convergence [[108,109].
Another difficulty could be the clients’ availability, like participants selected to per-
form the training dropping out, or being incapable of computing a local update due
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to factors such as lack of battery or poor connection. To avoid these issues, some
specific strategies have been carried out, named Asynchronous FL [[110-112]. The
main adversity, however, consists of the data heterogeneity [[113/114].

Data can be non-IID for many reasons, and in many different ways. For instance,
one option is that the clients’ local datasets present slight dissimilarities while sharing
some characteristics. Client-level personalization strategies (Section [5.1.1.T) were
designed to handle this situation. A different possibility is that there exists a parti-
tion of the participant in the FL process such that each of the groups presents an 11D
dataset, but when considering the whole sets of data, the mixture of them becomes
non-IID. This way of thinking is the reasoning behind the Group-level personalization
techniques developed that will be further discussed in Section[5.1.1.2]

On the whole, the root cause that makes data non-IID is a significant piece of
information to know, that would help deciding the most suitable approach to face it.
Digging deeper into the possible motives of disturbances in the joint probabilities is
both necessary and useful [13|115]]. Like in the case of Concept drift, mentioned in
Section 4.3.1] to characterize the nature of non-IID data it happens to be useful to
express it in terms of the probability density functions, P(x, y) and P;(x, y), instead
of data distributions, since they can be factorized in two different ways:

P(x,y) = P(x) - P(y|x), (5.1.1)
P(x,y) = P(y) - P(x|y). (5.1.2)

With these factorizations, we can better identify which factor represents the de-
vices particularities. However, we are going to focus on the factorization given by
Equation (5.1.1)), since the conditional probability P(x|y) in Equation is more
controversial and hard to translate into actual real-life situation. This is because of the
natural process for training a model, which consists of predicting the label y based on
the feature vector x and not the opposite way.

Let P(x,y) and P;(x, y) be the data probabilities of 2 clients, i and j. If those
probabilities are the same, then it is clear that both factors need to be equal: P;(x) =
P (x) and P(y|x) = Pj(y|x). An important clarification to be made here, is that when
we assert two probability distributions are equal, in reality what we mean is that they
are alike in statistical terms, i.e., a standard hypothesis testing cannot recognize them
as different. On the other hand, if the joint probabilities P;(x, y) and P;(x, y) are not
the same, then according to the previous factorization three possible scenarios can be
acknowledged:
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P,(x) # P;(x) and P.(y|x) = Pj(ylx). In a situation like this, where the con-
ditional probabilities of labels with respect to feature vectors match, the goal
of both participants is the same, and the way of labeling data is shared. In this
scenario, if a feature sample x was collected by either participant i or j, it would
have the same label associated. The source of heterogeneity in this case comes
from the features themselves: clients own data samples from different domains.
An example of this would be training an autonomous car. In certain countries
people drive on the right, whereas in other people drive on the left. This way of
acting will make the input spaces of the users skew. Nonetheless, in both cases
data is gathered with one common objective, and they would act similarly with
respect to the general traffic signs.

P,(x) = P;(x) and P(y|x) # Pj(ylx). This sort of scenario takes place when
the input spaces that the participants perceive are similar to each other, but
the response to that input space is not the same. If a feature sample x was
collected by user i, it would have one label, but if it was collected by user j
it would probably have a different label. There is a direct conflict with the
problem understanding. This could occur again using the task of training an
autonomous car, when users encounter a yellow traffic light. In this situation,
the correct output for some clients would be to slow the car and stop until it is
green again, but for others it would be to continue driving without changes.

P,(x) # P;(x) and P,(y|x) # Pj(ylx). This casuistic combines the two previous
scenes. In this case, users want to train an FL. model to perform a shared task,
but they perceive significantly unequal data, making their input spaces different,
and at the same time they would react in particular ways, or classify their data
in dissimilar manners.

To sum up, this provides us with a total of four situations to account for. They
are represented in Table [5.1] as well as a collection of works that deal with each of
the possible situations. Lots of techniques could fit the cell of IID data, such as the
foundational paper FedAvg [17]. However, we will not consider that situation, and
we will focus only on the non-IID scenarios. In general, works that aim to solve
heterogeneous problems do not pause to consider the scenario they are tackling, nor
do they provide some clarification on the types of non-IID data that could be present
in such problems. Nonetheless, they are located in Table [5.1| based on the type of
non-IID data situation that they are solving, or that they can solve. For all of these
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reasons, we have considered two possible classifications of the FL research regarding
non-IID data.

Variations in the clients datasets
Changes in the | Changes in the Chan.ges in
. . the input
input space behaviour
No changes space and
throughout throughout .
(IID data) . . behaviour
clients clients throughout
P #P® | PM 2P [ e
OUT OF [117—123, 129] [124—127] [16, 128]
SCOPE [141, 146—166] [185—187] [136—138]

Table 5.1: Non-IID learning scenarios in FL, and currently existing strategies that

could potentially solve each situation.

One way for classifying non-IID strategies in FL is regarding the level of hetero-
geneity they consider (on clients or in groups). The majority of FL. works that deal
with non-IID data explain their approaches as a Personalization strategy to increase
the accuracy of the model. Personalization can be considered from different angles.
In Section [5.1.1] we briefly explain them. Note that, although all of these strategies
deal with data heterogeneity, they are unaware of the source of data heterogeneity
itself, meaning they do not consider the probability density function or which of its
factors is being affected.

Another way for classifying strategies in the Non-IID context, is regarding the
factor of P(x,y) decomposition where the data heterogeneity relies on, and classify
them using that knowledge. Now that we have explained what non-IID data is, and
what subcategories can be identified, this approach seems reasonable. In addition,
a classification like this would encompass the previous one, and at the same time it
allows us to consider techniques from ML that deal with data heterogeneity but are not
strictly using a FL framework. These techniques will be described in Section[5.1.2]

5.1.1 Non-IID data in Federated Learning: Personalization strategies

Let’s focus on the first classification we mentioned: Personalization. This technique
consists of balancing the general knowledge achieved by the global model obtained
with an FL algorithm, taking into account the specificities each client presents. Re-
search in this area tend to leverage the importance of individual particularities instead
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of aiming for a unique global model. This is because it is empirically proven that
in realistic settings a single global model may not be suitable for all clients at once,
performing poorly in some of them [116]. Moreover, clients may have information
that contradicts with each other. Using this reasoning of personalization, we must be
opened to the idea of computing more than one global model. Personalization pos-
tulates itself as an intermediate arrangement between having a common model for
all clients, or having a different model for each of them, considering the opportunity
of designing a model that absorbs the general knowledge but in addition recognizes
uncommon pieces of information.

There are different levels of personalization: using the global model as a baseline
for all the participants, it can be refined later individually so that each participant could
have its own model. We will refer to this type of approach as Client-level Personaliza-
tion. On the contrary, there could be clusters of participants using a common model,
1.e., Group-level Personalization. Both of these options have their own strong points,
and both of them can accomplish an improvement in the model accuracy. As a draw-
back for all of them, their computational requirements are usually more demanding
since they add new computations in standard FL algorithms.

5.1.1.1 Client-level personalization

Client-level personalization encompasses methods that enable each individual partic-
ipant to derive a unique model following the training phase. In the context of person-
alizing a global model trained within the FL environment, a wide array of strategies
and concepts have been explored. These personalization techniques can broadly be
categorized into two main groups:

A) Firstly, we encounter traditional ML techniques adapted to the FL paradigm
with the goal of enhancing the global model, such as Transfer Learning and
Multi-task Learning.

B) Secondly, there are methods that focus on concurrently training both global and
local models. After obtaining the global model, each client merges it with their
private model, trained in tandem, to produce a personalized version.

The first category (A) covers solutions like applying Transfer Learning to adjust
pre-trained models using public datasets across a range of devices [[117,{118]. Other
approaches within this category focus on learning a shared data representation at each
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client, which can enhance robustness to domain discrepancies and improve the per-
formance of the global model under non-IID data distributions [119]. Regularization-
based techniques also fall into this group, where additional penalty terms are intro-
duced into the loss function. For example, pFedMe [|120] includes a term that discour-
ages excessive divergence between client updates. The loss function in this case forms
a Moreau envelope, a mathematical structure that facilitates convergence guarantees
and deeper accuracy analysis. Similarly, pFedAtt [121]] incorporates a regularization
element that emphasizes alignment between similar updates, effectively clustering
related clients to support convergence in non-IID environments with differing input
distributions.

Another notable line of work involves adapting algorithms from Model-Agnostic
Meta-Learning (MAML), such as Reptile, for federated settings [[122,[123]]. These
methods aim to produce a model that quickly adapts to varying tasks by favoring more
generalized data representations. Some researchers also treat the heterogeneity across
devices as an indication that clients are solving distinct tasks [[124]/125[], and apply
Multi-task Learning principles within the FL. framework. A representative example
is MOCHA [1235]]. Collectively, these approaches offer different interpretations of
personalization by leveraging and reimagining well-established techniques.

Regarding the second class of strategies (B), they concentrate on maintaining dual-
model training for each client. One model is collaboratively built across clients using
typical federated procedures, while the other remains private and serves to fine-tune
or personalize the final model outcome. These methods differ in both how the global
model is formed and how the local model is incorporated. For instance, in [[126}127],
clients train a Deep Neural Network (DNN) where the last few layers are kept pri-
vate and trained individually. The shared layers represent the global model, whereas
the private layers act as a personalization mechanism, enabling different outputs even
for similar inputs. In [[128]], training follows a probabilistic process: participants per-
form local SGD with a predefined probability p € (0,1). On the other hand, with
complementary probability 1 — p, they transmit their local models to the server for
aggregation. Unlike traditional FL approaches, the global model is not continuously
updated, but in the end each client gets a unique model adapted to their data, and it is
empirically shown that the accuracy of the models is higher.

Another notable technique, FedProx [129]], is a variant of FedAvg that allows for
controlled divergence in local updates and tracks their dissimilarity throughout train-
ing. Once training concludes, clients receive the global model and apply minor modi-
fications based on their update history. Finally, in [18]], participants concurrently train
both a global and a local model during each communication round. Upon completion
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of training, each participant adjusts the received global model using their personalized
local model.

Empirical findings across these approaches demonstrate impressive performance
gains. For example, [119] shows that their method maintains strong performance on
a rotated MNIST dataset, whereas the standard FedAvg suffers a considerable drop
in accuracy. In [122], the proposed meta-learning method outperforms both a fine-
tuning baseline [[130] and a k-nearest neighbor classifier [[131]], achieving over 10%
higher accuracy. In another case, [126] utilizes MobileNet-v1 and ResNet-34 with per-
sonalized layers, testing them on CIFAR-100 and FLICKR-AES [[132] under non-1ID
splits. Their personalized models reach 80% accuracy, significantly outperforming the
60% and 40% achieved by standard FedAvg on CIFAR-100 and FLICKR-AES respec-
tively. Similarly, [[129] compares FedProx against Fed Avg using the MNIST [133]] and
Shakespeare datasets. While FedAvg shows slightly better results in the IID scenario,
FedProx excels in non-1ID conditions and improves convergence in both. Lastly, [18]]
evaluates their APFL approach on MNIST, EMNIST [134f], and CIFAR-10 [135],
achieving 89% accuracy in a non-IID context, compared to 32% for FedAvg and 83%
for FedAvg with fine-tuning.

5.1.1.2 Group-level personalization

Unlike strategies that aim to produce a unique model for every client, another option
is referred to as Group-level personalization, which involves organizing clients into
clusters and training a separate model for each group. This research direction has only
recently begun to gain traction, meaning that it’s still evolving and likely has untapped
potential. As a result, there are currently only a handful of methodologies available,
and all are quite recent.

The central challenge in this domain is determining how to form the client groups
in a way that maximizes the benefit of model sharing within each cluster. One group
of methods relies on hierarchical clustering techniques to segment the clients [[136}-
138]]. These approaches typically use a distance metric based on the clients’ weight
updates to either merge [[136L/137]] or split [138]] them into clusters. However, there’s
no formal assurance that clients with similar updates will actually gain from sharing a
model. It’s possible for clients with very different data distributions to produce similar
updates, and likewise, clients generating different updates might still benefit from
collaboration. The only defensible claim is that clients with similar update patterns
may reach convergence more quickly, though this does not necessarily translate into
better model performance.
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Another line of research into group-level personalization focuses on the discrep-
ancies between the global data distribution and the local distributions across clients.
The key idea in these works [[139-141] is that when client data is non-IID, a single
global model cannot effectively generalize to each client’s data. In such cases, the
global distribution might fail to capture the particular characteristics of some clients,
suggesting that it should not guide the model training process. These studies propose
a method for identifying a global distribution D that better represents the collective
data landscape across clients. Notably, this distribution does not have to match the
traditional weighted average distribution (Equation 4.2.1). Clients are then grouped
based on private attributes related to D, rather than their local model updates. This
clustering technique is supported by theoretical guarantees, ensuring that organizing
clients this way leads to a more beneficial model outcome.

As for experimental evaluations, the methods in [136-138]] are tested on common
benchmarks such as MNIST [133]], FEMNIST (Federated Extended MNIST), and
CIFAR-100 [135]]. These datasets are partitioned among clients, and label permu-
tations are introduced for some clients to create diverse label distributions, P(y|x).
These approaches outperform standard FedAvg in both accuracy and convergence
rate. However, they are only compared against FedAvg, which is primarily designed
for IID data scenarios. In contrast, [139]] demonstrates improved performance over
FedAvg in digit classification using the MNIST dataset within a centralized setup.
Further evaluations in [[140,(141]] utilize decentralized frameworks and test on Fash-
ion MNIST [142]] and EMNIST (Extended MNIST) [[134]], achieving accuracy on par
with FedAvg. Overall, the standout advantage of group-level personalization methods
so far has been their faster convergence. The datasets used across these studies are
summarized in Table
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Article Datasets used in experiments
[18] | MNIST*; CIFAR-10%; EMNIST.
[117] | MNIST; CIFAR-10.
[122] | MinilmageNet; Omniglot.
[123] | MNIST*; CIFAR-10%.
[124] | CASAS.
[126] | CIFAR-100; FLICKR-AES.
[127] | OTB; VOT2014
[[129] | MNIST; FEMNIST; Shakespeare.
[136] | MNIST*; CIFAR-100.*
[137] | MNIST*; FEMNIST.
[140] | Fashion MNIST; = EMNIST.
[141] | Fashion MNIST; = EMNIST.

Table 5.2: Summary of the datasets employed in the works presented in Section
Datasets marked with an asterisk are modified in different ways, making it impossible
to fairly compare each other. Some of the datasets mentioned were not referenced
so far: Fashion MNIST [142], Omniglot [[143]], OTB [144], VOT2014 [145], and
Shakespeare [11]].

5.1.2 Statistical taxonomy for non-IID strategies

Now that we are familiarized with the algorithms for personalization in FL, it is time
to deepen into the other classification mentioned in Section[5.1} Recall that this clas-
sification is based purely on the kind of heterogeneity faced by each of the methods
proposed. Going back to Table |5.1, we distinguish 2 types of proposals: The ones
that deal with changes in P(x), i.e., changes in the input space across clients; and the
ones that deal with changes in P(y|x), i.e., changes in the behavior across clients.

5.1.2.1 Changes in the input space throughout clients

Devices can collect data from their particular input domain. Nonetheless, as in the
previous sections, we will assume that the domain of each device remains unchanged
in the training process, i.e., data will be IID over time. We will explore this particular
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topic in Section[5.2] We already established that participants collect data in a separate
way from others, and so it is unknown if their input domains are the same. If they are
not, we encounter the most studied type of non-IID data by far: non-IID data across
clients in their feature domain. Strategies designed to tackle this issue are countless,
and pay attention to a variety of realistic problems that can be encountered. We will
consider here centralized ML and DML methods that do not necessarily fit into the
FL field, but are prone to become FL algorithms through some adaptations. These
works are split into 2 different branches: (i) Domain Transformation and (ii) Domain
Adaptation. Both of them, at the same time, also branch into different approaches (see

Figure [5.1).

Changes in the input

space through clients

7 T

Domain Personalization Domain adaptation
transformation [117H123] [153H155]
/ \ [129]141] / / \
Domains with Domain Dissimilarity Sample Generative
particular features  factorization methods reweighting  adversarial networks
[146+148] [[149H152] [156H159] [160)161] [162H166]

Figure 5.1: Classification of the different approaches that are able to solve the problem

of spatial heterogeneity in the input spaces.

Regarding the first category, Domain Transformation methods aim to identify both
the unique characteristics and the shared components of data domains, with the goal
of constructing a unified input space. After identifying these elements, the individual
input spaces are mapped into a common representation. To the best of our knowledge,
this technique has only been implemented in centralized systems so far. Nevertheless,
itis conceivable that in a decentralized context, each client could independently com-
pute its own transformation, allowing the central server to synthesize a global shared
space from the locally estimated ones.

A major obstacle in applying this approach lies in the high dimensionality typ-
ical of feature spaces in real-world problems. This often leads to increased compu-
tational demands and issues stemming from the curse of dimensionality [[167]. For
instance,works like [[146-148]] consider scenarios where each domain possesses a dis-



42 5 Non-IID data in Federated and Continual Learning

tinct feature set for representing samples, resulting in cross-domain incompatibili-
ties. They propose methods to derive a unified feature representation. Another strat-
egy, explored in [[149H152]], focuses on decomposing the feature space with specific
structural properties. In particular, [[149,/150] partition the space into two orthogo-
nal components: one capturing domain-specific variations and the other representing
shared features, which are then utilized separately during the learning process. Mean-
while, [[151}[152] divide the input space into multiple low-dimensional subspaces and
apply Distance Metric Learning [[168}/169] techniques within each of those subspaces.

In contrast, Domain Adaptation methods [[153H155]] address a different scenario,
one that is closely related to Transfer Learning and typically explored within cen-
tralized architectures. However, certain studies in this line also consider Federated
Transfer Learning [[170] within FL environments. Here, clients train models on data
from specific domains, which are subsequently used to infer outcomes on other, pre-
viously unseen, domains. In this context, training data is drawn from what are known
as Source Domains, whereas inference is performed on Target Domains. A key dis-
tinction from Domain Transformation methods is that no training data samples from
the Target Domains are available, making it infeasible to directly build an appropriate
feature space for them. Other works in this area [156H159] introduce diverse strategies
for quantifying the discrepancy between source and target distributions, such as Max-
imum Mean Discrepancy (MMD) [156] or Moment Matching for Multi-source Do-
main Adaptation (M3SDA) [157], and fine-tune the model using unsupervised tech-
niques [[158}/159].

Another route for aligning domain distributions involves calculating distance met-
rics between them and using this information to reweigh data samples, giving pref-
erence to those from similar distributions to enhance model performance. For exam-
ple, [160,(161]] use the Kullback-Leibler divergence [50]], a widely used information-
theoretic distance metric, to implement this reweighting strategy. The Kullback-Leibler
divergence is closely related to the cross-entropy definition given in Sectiond.1.T|and
also to the cross-entropy loss function.

A particularly promising family of Domain Adaptation techniques leverages Gen-
erative Adversarial Networks (GANSs) [162H166]]. These methods train two neural
networks simultaneously: one that generates synthetic data across different domains,
and another that distinguishes real data from generated samples. The work in [166|
stands out for applying GAN-based Domain Adaptation in federated learning settings.
These GAN-based methods are often benchmarked against leading approaches such
as Deep Adaptation Network (DAN) [[171]], Deep Domain Confusion (DDC) [172],
and Residual Transfer Network (RTN) [[173]]. GANSs consistently outperform these
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methods in various benchmarks, including image recognition tasks using the Office-
31 [174]], Office-Home [173]], and VisDA2017 [176] datasets, as well as digit classi-
fication with MNIST [[133]], USPS [177]], and SVHN [178]].

Article Datasets used in experiments
7[ 146] | MNIST + SVHN + USPS.

[[148] | Office-31; Bing-caltech256.
[151] | CORELS5000; Trecvid2005'.
[152] | MNIST*; Olivetti FR2.
[154] | MNIST + SVHN.
[[155] | Office-31; ImageNet; VisDA2017.
[156] | Office-31; Image CLEF-DA.
[157] | Digit5; Office-31.
[158] | MNIST + MNIST-M + USPS;  VisDA2017.
[162] | MNIST + SVHN + USPS; Office-31; NYUD.
[163] | Office-31; Image CLEF-DA3.
[164] | Office-Home; VisDA2017.
[165] | MNIST + SVHN + USPS; Office-31.

Table 5.3: Summary of the Datasets employed in Section Asterisks indicate
that the datasets have been modified in particular ways, making it impossible to fairly
compare each other. Some of the datasets mentioned were not referenced so far: Bing-
caltech256 [179]], CORELS5000 [180]], ImageNet [181]] and NYUD [[182].

In general, drawing direct comparisons among these various approaches is diffi-
cult. Each study often employs distinct synthetic datasets, tailored and manipulated to
highlight specific forms of heterogeneity (refer to Table[5.3). As such, a standardized
comparison across all methods is currently infeasible. Nevertheless, several works
report standout findings. In the Domain Transformation category, [[148,(152] pro-
vide comprehensive evaluations and demonstrate significant improvements in accu-
racy and error reduction when compared to baseline methods. Among Domain Adap-
tation methods, the most notable outcomes are reported in [[158[164}/165]. Specifi-

! Available at http://www-nlpir.nist.gov/projects/trecvid
2 Available at http://www.uk.research.att.com/facedatabase.html.
3 Available at http://imageclef.org/2014/adaptation
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cally, [158] introduces the SimNet architecture and evaluates it against DAN, RTN,
and a simple baseline across MNIST, Office-31, and VisDA2017, consistently achiev-
ing superior accuracy. Similarly, [[164,|165]] both use the Office-31 dataset and show
strong performance improvements over competing approaches.

Beyond the methods discussed so far, other innovative techniques have also been
proposed to manage domain shifts. For instance, [183] explores the use of Source and
Target Domains by factorizing the input space and identifying a Grassmann Manifold
that encompasses all data samples. Training is then conducted on this manifold rather
than the original high-dimensional feature space. Finally, several federated personal-
ization techniques described earlier in Section[5.1.T]are also applicable to the domain
heterogeneity challenges highlighted here [[117.|118}[122}|123][129}(141]].

5.1.2.2 Changes in the behavior throughout clients

Variations in the behavior of clients pertain to inconsistencies in their conditional
distributions P(y|x). A divergence of this sort indicates that, for at least some data
instances, the appropriate output is not identical across all clients. Next, we present a
formal definition of this phenomenon:

Definition 5.1.1. Two clients i, j have different conditional probabilities P(y|x) if
there are at least T data samples {x, }7_ and T outputs { Vi, }lel and {y,, }zzzl, such
that the data samples (x,, ykl) and (x, ykz) are owned by participants i, j respectively,
Vikki,k,e{l,.., T}

To clarify, we must define the notion of “distinct outputs™ y; , y,, are consid-
ered different if ||yk1 — yk2|| > 2L for a predefined tolerance threshold L (refer to
Figure[5.2)), which may fluctuate based on the nature of the problem. In classification
tasks, 2L should be less than 1, implying the margin must be below 1/2, whereas in
regression scenarios, the tolerance is determined by the required precision level.
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Figure 5.2: One variable regression model. Samples (x;, y;,) and (x;, y;,) are owned
by different clients. If those samples are more than 2 L units apart, there would not
exist any possible output that is simultaneously closer than L units apart for both of

them. For this reason, at most one of the outputs would be considered correct.

The principal challenge in this context is that, contrary to prior situations, a single
unified model cannot accommodate all user behaviors, as it is incapable of producing
different outputs for the same input across clients. Recall that, in ML, a model is for-
mally defined as a function f : X — Y that maps each input to a single output [[184].
For a given input x,, a conventional model in a decentralized environment processes
it uniformly for every client, yielding a single, universal output. Consequently, the
predicted result might be Yk,» Yk,» Or another value, most probably between the two,
but inevitably there will at least one client that will experience a prediction error ex-
ceeding L. Moreover, identifying the presence of varying behaviors among clients
necessitates analyzing their respective loss functions, which in turn requires access to
a sufficient quantity of labeled data.

To address this issue, it becomes crucial to adopt a model design that allows for
individualized variations across users. That is, enabling each clienti € N to utilize a
partially personalized model w;, differing from others. Several personalization meth-
ods explored in Section[5.1.T|can be adapted to handle behavioral heterogeneity (see
Figurd5.3)). For example, having an appropriate error metric would facilitate the use
of Group-level personalization techniques, which categorize participants according to
their behavioral similarities. This methodology is closely aligned with Cohort-based
Federated Learning [[185]], which explicitly forms clusters of clients with comparable
data characteristics.
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Figure 5.3: Classification of the different approaches that deal with the spatial hetero-

geneity in the behaviors of clients.

Only a limited number of techniques are explicitly crafted to manage this specific
type of non-IID data. One of the most relevant solutions, though not directly framed
in the context of FL, is the one introduced in [[186]. This method involves appending
extra information to the input, such as a task label z. This enables two highly similar
inputs x; , x;, to be treated distinctly: (xy , z}), (X, 25).

Finally, additional research lies at the intersection of FL. and Multi-task Learn-
ing [125/187]. The first was previously covered in Section[5.1.1] The latter introduces
a multi-task structure merged with the federated framework. It evaluates its approach
on the MNIST, EMNIST, and Shakespeare datasets and benchmarks against promi-
nent federated learning techniques such as FedAvg and FedProx.

5.2 State of the art learning strategies for non-IID data in

Continual Learning

In this part, we will explore the concept of Continual Learning (CL), which deals with
training models incrementally over time. In the conventional ML framework, the goal
is to develop a predictive model based on a fixed dataset.

An important aspect to highlight is that training data is generally assumed to be
entirely available from the beginning, a premise that often clashes with real-world
scenarios, where information is gathered gradually and may evolve. For this reason,
it is beneficial to consider CL, a learning paradigm where models are updated con-
tinuously with new streams of data, while attempting to retain previously acquired
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knowledge. As mentioned in Section 4.3, this paradigm has been referred to by dif-
ferent terms over time [77], including Lifelong Learning [|188,|189]], Never Ending
Learning 87,1901, and Incremental Learning [97,(191,[192]], but all share the same
core principle: progressively training a model with data obtained across various time
intervals, adapting to novel inputs while attempting to preserve prior insights.

We bring up the CL framework here because we intend to address the temporally
dynamic nature of FL problems. Nevertheless, throughout this section, we will ref-
erence and briefly summarize studies centered on CL that may not explicitly operate
within the FL paradigm. This is due to the fact, as mentioned earlier, that very few
studies address FL and CL in combination [193-195]]. Still, the methods we review
are, in our view, among the most readily transferable to the FL context, where numer-
ous devices cooperate to train a unified global model. We will elaborate on how each
method could be adapted to this setting in the corresponding discussions.

Applying CL approaches to model training introduces specific challenges, many
of which have already been investigated in recent publications. The most prominent
difficulties, as in the case of FL, are tied to the distribution of data. CL has traditionally
been framed as a centralized ML approach, so while device-level non-IID data has not
been a focus, the data itself can change over time. This presents a challenge, as the
model may struggle to converge if the training distribution is in constant flux. Another
problematic issue, known as catastrophic forgetting, occurs when the model abruptly
loses previously learned information if it is no longer present in recent data [[196}[197]].
For this reason, we will concentrate on understanding how data evolves over time
and how to respond when these changes are abrupt and unpredictable, a phenomenon
commonly referred to as concept drift [77,/101].

5.2.1 Concept drift detection

The non-stationary data distribution is caused by changes in data over time. These
changes can be seen as variations in the frequencies certain kinds of data appear: a
concept has frequency zero if it has not appeared yet in the dataset, and when it shows
up its frequency becomes a positive number. This kind of variation, called concept
drift, is one of the most important CL challenges [[77./105]]. We have already discussed
it deeply in Section4.3.1] so here we will directly tackle the possible strategies to face
it, and the basic steps needed for it.

When trying to deal with concept drifts, one should notice that not all of them are
alike, as data can evolve in multiple ways. Similar to what occurred with non-IID data
in FL, it is important to characterize concept drifts to distinguish them. However, in
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the case of concept drifts, most of the existing works present a common ground, and
base their classification according to which factor from the equation P(x,y) = P(x) -
P(y|x) is altered. According to this criteria, we determine three types of shift [[100,
192]]: (1) virtual, (2) real, and (3) total (see Fig.[5.4):

Temporal heterogeneity
Changes in the Changes in the Cl}anges in the
No changes input space behaviour input space
(ID data) (Virtual drift) (Real drift) and behaviour
(Total drift)
[17, 91, 92] [89]
OUT OF [198—203] [204—206] EI?G(S)%]%%I{P;\E
SCOPE [212—216] [217—222]

1
:
1 ° . .
X, EX1..0.0 A X, X, egoe e
B L
: ° ee/ A A : AA
X2 0%°/ 4% X aady aa RS
£z 2
(0) Current data | (1) Virtual Drift: (2) Real Drift: (3) Total Drift:
and classifier. 1 PY(x) # P*&(x) Pi(x) = Pt*(x) Pi(x) # P"*k(x)
i Pylx) =P*ylx)  Piylx) #P"ylx) Pi(y | x) # P*(y | x)

Figure 5.4: Representation of Concept drifts in a two-dimensional input space X
with two possible labels Y = {o,A}. Representation of Concept drifts in a two-
dimensional input space X with two possible labels Y = {o, A}. This representation
is the same as in Figure .1} but here the corresponding references of research works

in each of the different kinds of concept drift is detailed.

Once we have established a clear understanding of what concept drift entails, we
can explore the various techniques proposed to manage it. These approaches are usu-
ally divided into three stages. Initially, they must identify changes in the data dis-
tribution. Following that, they need to respond appropriately to the identified shifts,
ensuring the model adapts to the updated data conditions. Lastly, interpreting the na-
ture of the drift and its potential impact on future model training becomes essential.
In this section, we will focus solely on detection mechanisms. The methodologies
used to address these changes after detection are analyzed in Section[5.2.2]
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A wide range of concept drift detection techniques have been introduced to tackle
both virtual and real drift scenarios [2,|198-206]. These methods are generally di-
vided into two broad families: Data Distribution-based and Error Rate-based. They
analyze distinct statistical attributes of the data’s input and output to pinpoint mo-
ments of distributional change. The majority of these methods are constructed under
the assumption that the data resides on a single centralized system. To the best of our
knowledge, only [2l,203]] have introduced detection techniques tailored for federated
learning settings. Nevertheless, we argue that the approaches highlighted in this work
are, in principle, adaptable to FL scenarios.

Data Distribution-based strategies are tailored to detect virtual concept drift. To
identify this type of drift, one only needs access to the input data patterns, {x; }f‘;’ y
or suitable representations of them. As an illustration, the method in [[198] directly
analyses the input by assessing similarities between features, clustering them, and
then checking how new data points are distributed among those clusters to infer a
drift. In a federated learning scenario, this method could be localized: each device
could independently compute clusters and monitor its own input stream, later sending
any drift reports to a central server tasked with managing global decisions.

Alternatively, [199] employs a transformed version of the input data. They define
a function f : X C R™ — —1,1 that divides the dataset into two categories and
compare distributions from different time periods to detect changes. If the allocation
of data across the two groups significantly shifts over time, this is taken as a sign
of drift. For accurate results, the mapping f must satisfy certain properties. One
practical way to build such a mapping is through a linear transformation L, followed
by a thresholding step based on a constant A € R. Specifically:

L:X—R"

x— wlx, xeX, welo,1]™

o {1 If [ LGl > A

—1 Otherwise

This design ensures the function meets the required criteria. The threshold A is
chosen based on the feature value distribution. Though alternative mappings may
also work well, this one is among the most straightforward. To use such methods
in federated learning, it is crucial that all participants apply the same mapping f to
maintain consistent detection sensitivity across devices.

Another widely adopted approach to detect virtual drift involves employing slid-
ing windows to track historical and current data for comparison [[200-202]]. This class
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of methods partitions the dataset according to the collection time and then contrasts
the two partitions using statistical features such as mean, variance, or distances within
and between groups. To ensure coherence across devices, it is essential that all clients
use the same metric or statistical test. However, synchronization of time splits is not
required since drift might occur at different moments for each client. This is the ap-
proach employed in [2] within a federated setup.

The other study proposing a method for virtual drift detection in FL settings
is [203]]. This technique begins by assuming the absence of drift during an initial phase
of training, during which clients’ updates are statistically profiled. These profiles are
then compared against subsequent client updates, and any significant deviations are
interpreted as evidence of drift.

Turning now to Error Rate-based methods, these focus on identifying real concept
drift and tend to be more complex than virtual drift detection. One key distinction is
that virtual drift methods often function without label data, while identifying real
drift requires labeled examples, as it hinges on detecting changes in the conditional
distribution P(y|x) through prediction error. Certain strategies [204}[205] also use
sliding windows in this context, but with performance metrics that prioritize label-
related information. When the model’s error rate experiences a marked increase, a
real drift is inferred. Therefore, the effectiveness of these methods depends strongly
on how model performance is evaluated [206].

There are multiple ways to quantify model errors. One of the most widely adopted
metrics in classification tasks is the cross-entropy loss. Considerable effort has gone
into analyzing whether it reliably reflects actual prediction error [207,208[]. Moreover,
various modifications and extensions of cross-entropy have been suggested [209-
211]]. While these alternatives have shown promising results, they still suffer from
certain drawbacks, such as vulnerability to imbalanced data or an inability to trace
error sources. For the purpose of detecting real drift, having loss metrics that offer
traceability and robustness is especially valuable.

5.2.2 Concept Drift adaptation

After detecting a concept drift, the next step is to respond appropriately to it. In the
next subsections, we will explore available solutions for managing temporal non-IID
data, categorize these methods according to the already mentioned types of concept
drift4.3.1] and, where applicable, compare their empirical performance.
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5.2.2.1 Virtual Concept Drifts

Virtual drift detection relies solely on examining shifts in input data distributions.
Correspondingly, countermeasures designed to maintain model accuracy focus exclu-
sively on the inputs. These techniques are generally categorized into Memory-based
and Regularization-based approaches, see Figure [5.5]

Virtual concept drift

— T~

Memory-based Regularization

methods methods

s N [91.215/216]

Rehearsal methods  Generative methods
[212/213] (921214

Figure 5.5: Classification of the different techniques able to deal with the temporal

heterogeneity in the input space of data.

Memory-based approaches [92},[212214]] emphasize maintaining a selection of
past examples, enabling the model to be trained on both new and stored data, thereby
mitigating forgetting. In [212]], the proposed CLEAR technique stores past training
examples and reuses them during later updates. This significantly helps in maintaining
performance across time. The ER method introduced in [213]] adopts a similar tactic,
albeit with smaller memory buffers, reused frequently alongside new samples. They
report no significant negative impact on generalization or overfitting.

Other variants within this category include generative models that create synthetic
examples based on past data [92,[214]]. This technique aims to sidestep overfitting to
stored samples. For instance, [92] utilizes a GAN to synthesize new data points after
drifts occur. However, concurrently training both the GAN and the main model is
computationally demanding. To address this, [214] proposes embedding the genera-
tive capabilities directly into the primary model using feedback connections.

In contrast, Regularization methods [91,215,[216]] restrict how the model’s pa-
rameters evolve, effectively “freezing” weights important for prior tasks. The EWC
method introduced in [91] evaluates the importance of weights using the Fisher In-
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formation matrix and discourages changes to those weights during subsequent train-
ing. While effective, it faces scalability challenges as tasks accumulate. A follow-up
by [215] refines EWC to reduce computational overhead. Likewise, [216] approxi-
mates the weight importance via a Laplacian, aiming for more efficient updates.

Article Datasets used in experiments
o1} | mMNIST*
[92] | MNIST + SVHN
[213] | MNIST* + CIFAR-10%; CUBS

[214] | MNIST*
[216] | MNIST* + SVHN + CIFAR-10

Table 5.4: Summary of the datasets employed in the works presented in Sec-
tion[5.2.2.1] Asterisks indicate that the datasets have been modified in particular ways,

making it impossible to fairly compare each other.

Regarding the reported experimental outcomes, we observe a recurring issue: the
considerable variation among datasets (refer to Table [5.4) hinders consistent com-
parison across different methodologies. Despite this, the majority of the works previ-
ously discussed evaluate their proposals against EWC [91]], which serves as a common
benchmark. In [91]], the authors utilize the MNIST dataset and apply a random pixel
permutation across all images to simulate multiple input distributions. This method
results in what is known as Permuted MNIST, allowing the simulation of numer-
ous domains from a single dataset. In [215]], the P&C approach is assessed along-
side EWC, both per task and on average, demonstrating that P&C slightly surpasses
EWC by mitigating catastrophic forgetting. A similar trend appears in [212]], where
the CLEAR algorithm is evaluated against both EWC and P&C, consistently outper-
forming EWC and achieving results close to those of P&C. Additional studies such
as [213}216] also adopt Permuted MNIST, managing to improve EWC’s mean accu-
racy and outperform several alternative methods. Finally, generative approaches like
the one proposed in [92] have shown effectiveness in addressing catastrophic forget-
ting, with their experiments on MNIST and SVHN indicating minimal performance
drops when switching datasets.
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5.2.2.2 Real Concept Drifts

This scenario considers cases in which users may change their tasks throughout the
training period. Previously, in Section[5.1.2.2] we emphasized the importance of en-
abling different clients to produce varying outputs from similar inputs. Here, we in-
stead aim to model systems where a single client may require different outputs at
different times. Addressing this temporal variability typically involves one of two
main strategies: Contextual Information Methods and Architecture-based Methods,
as illustrated in Figure[5.6]

Real concept drift

e N

Contextual Information  Architecture-based
methods methods
[189,1217,218] [219-222]

Figure 5.6: Taxonomy of techniques addressing temporal diversity in data behavior.

The Contextual Information methods closely align with the concepts introduced
in Section [5.1.2.2][186]l, where an auxiliary variable z is added to each input, repre-
senting a task or domain label. This extra context is intended to resolve both multi-
task and multi-domain problems in various settings, not limited to the one originally
described. Relevant works include [89,217,218]]. In [89], the authors argue that
task-related information influences learning and introduce task identifiers for person-
alization. Similarly, [217,/218]] make use of contextual cues to map data samples to
specific tasks, functioning effectively as task-specific subnetworks. When a new task
emerges during training, these models expand their layers, dedicating new neurons
exclusively to the new task, thereby avoiding interference with previous tasks.

In contrast, Architecture-based methods target deep continual learning by struc-
turally modifying the model to accommodate new tasks while preserving previous
ones. A common solution in this category involves masking techniques. For ex-
ample, [219] introduces binary masks over weights in a pre-trained model to deacti-
vate specific parameters, enabling adaptation to new tasks without overwriting earlier
knowledge. This process can be iteratively applied to several tasks. An alternative
method by the same authors [220]] involves pruning a trained model by setting some
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connections to zero, briefly retraining it, and later reactivating the pruned connections
for training on new tasks, while freezing the original weights. However, this strategy
faces limitations in terms of scalability due to the finite number of available connec-
tions. Another variation [221] proposes the use of ternary neuron-level masks, where
each neuron can be marked as trainable, frozen, or inactive. This allows reusability of
neurons across tasks and supports network expansion to maintain performance across
all previously seen tasks.

A distinct and more modular approach is proposed in [222]]. This method begins
by training a deep neural network for the first task. When introducing a new task, a
separate network is instantiated, with connections established from the original net-
work to each new layer. This leverages previously acquired knowledge while isolating
learning paths to prevent interference. Though particularly effective for related tasks,
this method may suffer when tasks conflict.

Article Datasets used in experiments
[189] MNIST#; CIFAR-10*
[217] | MNIST#*; CIFAR-100
[218] | MNIST*
[219] | ImageNet; CUBS; Oxford102Flowers
[220] | ImageNet; CUBS; Oxford102Flowers
[221] | ImageNet; CUBS; Oxford102Flowers
[222] | Atari games [223]

Table 5.5: Overview of the datasets utilized in the experiments described in Sec-
tion @ Asterisks indicate datasets that have undergone specific modifications.

There is notable variability in how these methods evaluate performance. While
some works focus on accuracy, others emphasize error rates or the extent of forget-
ting. For example, [89] applies pixel permutation to MNIST, similar to [91]], and
modifies label assignments to simulate varying behaviors. They report improved out-
comes over EWC and LwF [224]], though they also highlight the artificial nature of this
simulation. Interestingly, the methods introduced in [219+H221] all conduct their ex-
periments using the same trio of datasets: ImageNet [[181]], the CUBS dataset [225],
and Oxford102Flowers [226]] (refer to Table [5.5). This kind of dataset consistency
across different approaches is, as discussed throughout this work, highly unusual.
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5.3 Addressing Federated and Continual non-IID data

From the insights given in Section|4.3| we can interpret concept drift within Continual
Learning (CL) as the temporal analogue of non-IID data encountered in Federated
Learning (FL). In essence, time-dependent distributional shifts cause the statistical
variability we observe in continual scenarios. Although any transformation over time
of a single dataset should theoretically be regarded as identically distributed, since
only one dataset is involved, the subsets gathered at different moments by a single
client i, say D! and Dl’.+k, can be regarded as two distinct datasets, with D! C D'+,

From this point of view, considering data as non-identically distributed over time
is reasonable. Returning to the decomposition P(x,y) = P(x) - P(y|x), we en-
counter a situation directly analogous to the one described in Section [5.If when
the data available to a client does not shift over time (i.e., it remains IID), then both
marginal and conditional distributions remain invariant, that is, Pl.’(x) = Pl.’+k (x) and
Pl.’(ylx) = Pl.’+k (y|x). Otherwise, we can observe the three scenarios depicted in Fig-
ure [5.4] From this point onward, we use the term temporal non-IID data to refer to
intra-client distributional drift over time (see Section [4.3.1)), while spatial non-IID
data denotes inter-client statistical differences in collaborative training setups (see
Section[5.1).

In practice, datasets exhibit a wide range of variations. Within federated contexts,
each client typically gathers its own dataset under specific, potentially unique condi-
tions, which naturally leads to statistical divergence. These variations may arise from
differences in the observed inputs, where P,(x) # P;(x), or from distinct labeling
patterns, such that P,(y|x) # Pj(ylx) (see Table . Relying solely on traditional
FL solutions won’t suffice if we want the model to accommodate client-specific char-
acteristics. Additionally, learning and inference often occur over extended periods,
implying that the model must remain adaptable. Over time, both the input features
and corresponding labels may change, i.e., P'(x) # P'"*(x) and P'(y|x) # P (y|x),
as illustrated in Figure[5.4}

Overall, we can enumerate four types of scenarios each for spatial and temporal
dimensions of data variation, resulting in 16 total combinations. These combinations,
along with various solutions tailored to handle them, are presented in Table[5.6] Note
that even the IID case is included to ensure full coverage of potential configurations.

Each of these cases may demand distinct methods for effective handling. For
example, if the environment introduces temporal changes in input features (for one
or multiple participants), memory-based techniques could be helpful to retain and
generalize from past knowledge, thereby preventing catastrophic forgetting. However,
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Table 5.6: Spatial and Temporal heterogeneity learning scenarios, and the strategies
that could potentially solve each situation. Strategies that deal with changes in both
the input space and the behavior are placed only in the last row/column, and not in

the previous ones.

although effective for such input-driven drift, these approaches generally fall short
when tackling behavioral shifts or inter-client data divergence. Therefore, this section
aims to determine which methodologies align best with each type of distributional
change. Until now, we have briefly covered some FL personalization approaches and
introduced drift detection methods, without delving into response mechanisms.

It’s worth mentioning that if we manage to solve the scenarios corresponding to
the first row and column of Table[5.6] then we can resolve any combined situation by
applying the relevant row-wise and column-wise strategies, provided they’re compat-
ible. Facing both federated and continual dynamics in tandem is a novel scenario that
has started been considered very recently [[193-195]], and has a growing interest and
research advances nowadays [227-229|]. This situation leaves a wide open area for
future work that has yet to be fully explored.

In order to implement FL or CL across the various settings illustrated in Table[5.6]
the data must adhere to certain prerequisites. This section outlines these constraints
which are encapsulated in Table[5.7]
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Analyzing all the situations shown in Table [5.6] some can be addressed through
advanced methodologies without requiring any further assumptions, while others may
necessitate meeting specific conditions not typically imposed by conventional FL nor
CL. As discussed in Sections[5.1]and[5.2] managing fluctuations in the marginal input
distributions P(x), whether across space or over time, can be accomplished without
needing extra data [[146,/151]]. In other words, unsupervised learning methods may
also prove effective in such contexts. However, identifying shifts in the conditional
distribution P(y|x) generally requires access to labeled examples [[186,/219], since
these shifts can only be quantified by observing the model’s prediction errors.

More concretely, we introduce three requirements that must be met to address
certain use cases, labeled as Constraints 1P-MT, AP-1T, and AP-MT in Table[5.7}

Legend: Spatial non-IID data
D No restrictions
Restriction 1P-MT Changes in the Changes in the .
. o No changes input space behaviour C}llangtes in the
Restriction AP-1T (IID data) throughout clients | throughout clients a::ip]];ehsf‘if)ir
[ |Restriction AP-MT P()#P () Py1%)#P(y|v)
No changes
(IID data)
Changes in the
input space
Pl(x)# P (x)
(Virtual drift)

Changes in the
behaviour

P'(y(gf:l ﬁ;;’t()ylx) Enough labeled data Enough labeled data
from one participant, | from every participant,
periodically periodically

Temporal non-IID data

Changes in the
input space
and behaviour
(Total drift)

Table 5.7: Required restrictions for the non-IID learning scenarios.

1) If client behavior evolves over time but remains identical across devices, i.e.,
data corresponds to cells labeled as Constraint 1P-MT (one participant, mul-
tiple time steps) in Table [5.7] then it becomes necessary to acquire sufficient
labeled samples from at least one user periodically. Since participant behavior
is uniform across clients in this case, knowing the behavior of just one client
suffices. In the event of a Real Concept Drift, these labeled samples allow the
system to identify the drift and respond accordingly.
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ii) In contrast, if the data fits the cells labeled as Constraint AP-1T (all partici-
pants, one time step) in Table 5.7} then each client has a distinct conditional
distribution that remains unchanged over time. In this scenario, labeled data
from every client is required at the beginning of the training phase in order to
characterize their initial behavior. Since this behavior does not vary with time,
further labeled data will no longer be necessary later on.

iii) Finally, when conditional distributions differ across both spatial and temporal
dimensions, which corresponds to cells marked as Constraint AP-MT (all par-
ticipants, multiple time steps) in Table [5.7] then labeled samples from every
participant must be gathered periodically, allowing us to detect both skew data
distributions across clients and also concept drifts over time, and act accord-
ingly. This requirement assumes more information than the other two, meaning
any context in Table[5.7)can also be resolved if this condition holds. Neverthe-
less, assuming such information is available in practical applications might be
unrealistic.

The variety of heterogeneity that can be managed without any supplementary as-
sumptions is, by far, the most thoroughly investigated in the existing literature (as
illustrated by the number of references in Table [5.6). Scenarios requiring additional
conditions have received comparatively less attention, not because such problems are
rare, but because crafting solutions under these stricter requirements is inherently
more challenging.

The spatial and temporal components can be treated independently, as they call
for distinct sets of techniques, and they represent different sources of variation. In
real-world scenarios, both axes might be present, and thus the model employed must
include mechanisms capable of addressing each type of heterogeneity.

Approaches for dealing with spatial and temporal heterogeneity are orthogonal
in general, meaning they do not interfere with one another. For example, using slid-
ing windows to identify distribution shifts over time, and applying domain adaptation
techniques per client to accommodate divergent feature spaces, are two strategies that
can be used simultaneously without conflict. As a result, when confronted with sce-
narios exhibiting both spatial and temporal non-IID characteristics, each dimension
of heterogeneity can be tackled separately using the necessary information, meaning
the constraints previously described.
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5.4 Results and Discussion

To robustly demonstrate that the constraints outlined in Section [5.3] are indeed nec-
essary, and that the associated heterogeneity cannot be effectively managed without
them, we present a series of experiments in this section. The goal is to showcase
how different manifestations of non-1ID data degrade model quality and hinder per-
formance. We organize the experiments into two categories: those involving spatial
non-IID distributions (Section [5.4.1)) and those involving temporal non-IID distribu-

tions (Section [5.4.2).
All the experiments utilize the Digit-five dataset, which aggregates MNIST, MNIST-

M, SVHN, USPS, and Synthetic datasets [[154]. This dataset is chosen due to the sub-
stantial visual variety among its inputs, allowing each constituent dataset to act as a
distinct domain. This approach lets us simulate domain shift in P(x) across clients and
time without manually modifying the distributions. Each domain is limited to 60,000
samples, giving a combined total of 300,000 instances. These are evenly spread across
50 clients, with each client receiving 6,000 data points.

We conducted experiments in two distinct settings: one characterized by spatially
non-IID data and the other by temporally non-IID data. Each setup required different
considerations regarding the data organization and processing strategies to accurately
represent the respective phenomena. These details are elaborated in Sections [5.4.1]
and [5.4.2] Across all experiments, the model used is a basic Convolutional Neural
Network (CNN) composed of four convolutional layers followed by three fully con-
nected layers. Neural networks are the most common approach in FL strategies as they
are very scalable and have very good properties regarding data privacy. Using neural
networks, the only piece of information shared by the participants are the parameters
of the network, which are not sufficient to retrieve the original data employed to train
the network.

Additionally, each experiment was repeated multiple times to ensure statistical
validity and to rule out any anomalous outcomes.

5.4.1 Spatial non-IID scenarios

This setting features inter-client data variation while maintaining temporal consis-
tency. We introduce four plausible cases to illustrate how disparities in client data
distributions impact the efficacy of FL algorithms.
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Figure 5.7: Performance of FedAvg and FedProx across scenario A. The thick black
line indicates global model accuracy, while the others reflect the accuracy achieved

by individual clients.
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Figure 5.8: Performance of FedAvg and FedProx across scenario B. The thick black
line indicates global model accuracy, while the others reflect the accuracy achieved

by individual clients.
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Figure 5.9: Performance of FedAvg and FedProx across scenario C. The thick black
line indicates global model accuracy, while the others reflect the accuracy achieved

by individual clients.
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Figure 5.10: Performance of FedAvg and FedProx across scenario D. The thick black
line indicates global model accuracy, while the others reflect the accuracy achieved

by individual clients.
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The models evaluated include FedAvg and FedProx, the latter being specifically
tailored to handle cross-client P(x) variations [[129]]. We selected 35 clients for train-
ing, leaving the remaining 15 for evaluation purposes.

Scenario A. Spatial baseline. This reference scenario assumes each client holds
1,200 examples from each domain, producing an entirely IID setup where all of the
participants should be able to identify all of the possible data domains. While un-
realistic, it serves as a control case to compare with the non-IID ones. As seen in
Figures and both FedAvg and FedProx perform very well under this condi-
tion, achieving 90% accuracy.

Scenario B. Input heterogeneity with balanced test. Here, each client receives
data exclusively from a single domain, and test clients are randomly chosen. Fig-
ures[5.8a)and [5.8b|show that both algorithms yield performance close to the baseline,
although they require a few more training rounds to converge. This result indicates
their robustness to moderate input heterogeneity.

Scenario C. Input heterogeneity with domain bias at test time. This scenario
mimics domain adaptation by selecting only MNIST clients for testing, none of which
contributed to training. As shown in Figures and [5.9b] model accuracy drops
significantly due to the unseen domain. FedProx, however, outperforms FedAvg (68%
vs. 48%), demonstrating its enhanced capability to generalize under such shift.

Scenario D. Label inconsistency. In this case, client datasets remain domain-
specific as in Scenario B, but labels in the SVHN dataset are systematically altered.
Thus, 10 clients exhibit a different labeling scheme, with 3 of them selected for test-
ing. Figures [5.10a] and [5.10b| show similar results for both methods (63% and 64%
respectively), reflecting that neither is equipped to address label-based heterogeneity.

5.4.2 Temporal non-IID scenarios

In this experimental setup, data evolves over time, but its statistical properties and
distribution remain consistent across all clients, and changes occur simultaneously
for all of them. Although this form of temporal shift is more regular and manageable
than what typically arises in real-world applications, it is still sufficient to undermine
the performance of federated models, as we demonstrate below. As in prior sections,
we compare two algorithms: FedAvg and CDA-FedAvg. It is worth recalling that
CDA-FedAvg [2] is specifically designed to cope with temporal variations in P(x),
while FedAvg does not support CL and assumes full data availability from the outset,
an assumption violated in this scenario. A complete description of CDA-FedAvg, as
well as deep analysis of its design and capabilities, can be found in Chapter [6]
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Figure 5.11: Performances of FedAvg and CDA-FedAvg in the temporal non-IID Sce-
nario A. The black thick line represents the global model accuracy, whereas the other
ones represent the accuracy of the model of each client.
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Figure 5.12: Performances of FedAvg and CDA-FedAvg in the temporal non-IID Sce-
nario B. The black thick line represents the global model accuracy, whereas the other

ones represent the accuracy of the model of each client.
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To apply FedAvg in this dynamic context, we adopted a straightforward adapta-
tion: each client chosen for training uses 800 data samples from its local dataset in
each round. These instances are then stored so that, during the next participation, the
client trains on those previous 800 examples along with an additional batch of 800
new samples. To simulate the memory constraints of real-world devices, we imposed
a cap of 5000 data samples per client. Once this limit is exceeded, the oldest data
points are discarded to make room for new ones. This emulates the practical limita-
tions of edge devices, which often cannot retain all observed data. The same limits
and policies are applied to CDA-FedAvg, although this method retains samples only
when a concept drift is detected, thereby managing memory usage more judiciously.

Scenario A. Temporal baseline. The first case examined is a reference scenario.
Each client holds 1,200 examples from each of the 5 domains, randomly mixed so
that every training batch of 800 samples reflects the overall domain distribution. This
yields a full IID situation, as each client sees a representative blend of all domains in
every round. As shown in Figures [5.11a and [5.11b] both FedAvg and CDA-FedAvg
reach an accuracy of 84% under this setting. Nonetheless, this is slightly inferior to the
results in the Spatial baseline (Figures and[5.7b) due to the sequential processing
of data and the imposed storage limit of 5000 samples.

Scenario B. Virtual drift. In this scenario, all clients experience identical virtual
drifts over time. Each one receives 1200 samples per domain, but unlike the baseline,
these are arranged in domain-specific blocks rather than being shuffled. For instance,
the first 1200 instances come from MNIST, followed by 1200 from SVHN, and so
on. As seen in Figure FedAvg struggles significantly under this configuration,
with accuracy dropping to 48%. In contrast, CDA-FedAvg successfully mitigates the
adverse effects of this drift (Figure[5.12D)), attaining a notably higher accuracy of 79%.

It is important to remark that although we are aiming for the more general setting
possible, each problem in FL has its own particularities and data should be analyzed
carefully before deciding which algorithm fits best to get an accurate model. The
general results achieved in these experiments cannot be extrapolated to every other
task that we solve in the context of FL. or CL.
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CHAPTER 6

Concept Drift Aware Federated
Averaging

As mentioned in Section 4.2] in recent decades the proliferation of smart technolo-
gies, such as smartphones, wearables, IoT devices, and service robots, has transformed
daily life, enabling diverse applications across sectors like healthcare, education, and
finance. These devices continuously generate large volumes of data, which can be
leveraged to train adaptive machine learning models. A promising strategy for this is
collaborative learning, wherein a global model is constructed from partial data con-
tributions of distributed participants. This can be done via centralized (server-based)
or decentralized approaches such as FL [[17,230L231].

Centralized approaches face scalability and privacy issues, as we already explained
in previous chapters. In addition, adaptability is limited for this kind of ML strategies.
For this reason, FL has received more and more attention recently. It enables privacy
preservation and is scalable. However, the adaptability of FL remains underexplored,
especially regarding temporal dynamics. Continual Learning (CL) [79,232]] addresses
this by adapting models to evolving data while retaining useful past knowledge, bal-
ancing stability and plasticity [233]].

This chapter details a new method, Concept-Drift-Aware Federated Averaging
(CDA-FedAvg), an extension of the FedAvg algorithm [17]], tailored for continual
single-task scenarios with non-IID and temporally shifting data. We validate CDA-
FedAvg through experiments on human activity recognition (HAR) using smartphone
data from ten users. Results show that CDA-FedAvg outperforms standard Fed Avg
in terms of accuracy, adaptability, and efficiency in storage and communication.

69
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Research in FL has largely focused on non-1ID data [76,/129,234], demonstrating
that FedAvg can converge for some cases of heterogeneous client distributions, though
more slowly and performing worse than in optimal conditions. Some approaches ex-
plore local model personalization or track client-specific adaptations [|18]]. However,
few address temporal non-stationarity. FedWelt [[195]] proposes weight decomposi-
tion for inter-client knowledge transfer under continual settings, improving accuracy
and communication efficiency, though it does not explicitly detect drift.

In the present chapter, FedAvg is redesigned to address concept drift through
explicit detection mechanisms, allowing the model to determine what to learn and
when [235]]. We focus on the realistic case of a single task with temporally evolving
data, contributing a method better suited to adaptive, privacy-preserving, and dis-
tributed learning systems.

The most significant contributions of this chapter have been published in the fol-
lowing article, and have been reproduced here under Creative Commons Attribution
(CCBY) license: [2] F . E. Casado, D. Lema, M. F. Criado, R. Iglesias, C. V. Regueiro,
S. Barro, Concept drift detection and adaptation for federated and continual learning,
Multimedia Tools and Applications (2022) 1-23.

The Journal Information Fusion had the following Journal Citation Reports (JCR)
indicators (2021): Quartile Q2 in the categories Computer science, theory and meth-
ods (42/109) and Computer science, software engineering (48/110), and an overall
Journal Impact Factor (JIF) of 2.577.

The chapter is organized as follows: Section [6.1] establish the necessary back-
ground for understanding the Concept Drift mathematically and the difficulties it
presents. After that, Section [6.2] presents in detail the Concept Drift Aware FedAvg
(CDA-FedAvg) algorithm. Finally, Section [6.3] presents a use case of this algorithm
in a real case scenario regarding Human Activity Recognition.

6.1 Concept drift at local and global levels

In typical FL scenarios, the training process consists of multiple iterations involving
localized model training and central parameter aggregation. This was already ex-
plained in Section [4.2.1] but we briefly mention the most important key points here:
In each round r, every client j € N = {1,..., N} and the server s carry out two
separate operations: optimization of the local parameters of each client, w;, and op-
timization of the global parameters, w.. Initially, the server sets the model’s param-
eters (weights and biases). At the start of each iteration, a random subset of clients,
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N7 C N of cardinality J = |N| is sampled. The server distributes the current
global model to those selected clients.

During the local update phase, each client j € N7 applies Stochastic Gradient
Descent (SGD) on its own dataset and returns the modified parameters to the server.
The server then consolidates the updates from all participating clients in A" into a
unified model. Typically, this aggregation is done using a mean function, although
specific methods may vary. In the case of FedAvg, this involves a weighted mean:

I M,
ro_ J ol
w, = —w,
G Z M
j=1

where M is the total number of data points in the round, and M; denotes the
number of samples belonging to client j. The revised model is then sent back to the
clients, a new group is chosen, and the process repeats. Algorithms [I] and [2] from
Section .21 present the pseudocode for FedAvg.

However, as we demonstrate in Section [6.3] applying FedAvg directly in prac-
tical contexts often results in catastrophic forgetting, since client data is typically
non-stationary and non-IID. Such evolving data distributions indicate the presence
of concept drift. Without any external cues, the model must autonomously detect and
react to these changes to maintain its effectiveness.

Concept drift is a key concern in CL. It was defined formally in Definitions 4.3.1]
and [4.3.2) for the general case, but in the present work it is important to differentiate
between a local concept drift in one participant, and a global concept drift among all
of them.

It is important to note that a drift occurring on a single client does not always im-
pact on the overall FL. model. If only one device undergoes a distributional change,
and it is not significant enough to alter the collective distribution, the global model
may remain unaffected, leading to a performance decrease on the client that experi-
enced the drift. Hence, in our FL setting we will refer to the following types of concept
drift:

Definition 6.1.1 (Local Concept drift). Let j € N be one of the participants of
an FL process. Let Sj[.o"] = {(x;, yi)}?i’i be the data stream of samples collected by
participant j, which has size M, collected during the period [0,7]. x; represents
the feature vector of a sample and y; its corresponding label. Let Pj’(x, y) be the

probability density function of Sj[.o”].
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A local concept drift occurs at timestamp ¢ for the participant j if the probability
density function of that clients’ data stream is different after that timestamp:

Ir>1: Pj’_l(x, y) # Pi(x, ).

Definition 6.1.2 (Global Concept drift). Let A be the set of participants of an FL
process. Consider the data stream .S ([19 1= {(x;, yl-)}f‘;l v conformed by all data samples
collected by any client j € N during the period [0, ]. x; represents the feature vector
of a sample and y; its corresponding label. Let Pc’;(x, ¥) be the probability density
function of .S g) 4,

A global concept drift occurs at timestamp ¢ if the global probability density func-
tion of all clients is different after that timestamp:

31> 1: P5(x,y) # PL(x, ).

Note that the data stream Sg) 1= {(x;, v} l";’ . is unknown for every single client
and also, for the central orchestrator of the FL process, since data in FL framework
cannot be shared. For this reason, detecting a global concept drift can be a problematic
task.

Having a single participant experiencing a local concept drift may not have an
impact on the joint data distribution of all participants. Conversely, detecting a global
drift implies that at least one local drift has been identified. While we define local and
global drift in terms of distribution shifts, it is critical to clarify that we do not observe
the true distributions directly. Instead, we estimate these changes using empirical
distributions derived from observed samples.

A client’s local drift may go unnoticed by the global model for two reasons: ei-
ther the change is exclusive to that client, or other clients haven’t yet experienced or
detected the shift. In such situations, the global model may underperform on that
specific client, making an adaptive mechanism desirable. Nonetheless, in our exper-
imental setup, we assume synchronous drifts across all clients, rendering local and
global drifts effectively equivalent.

A global concept drift typically causes a drop in model accuracy. Therefore, as
we show in Section [6.2] it is necessary to enhance the FedAvg algorithm to include
drift detection and adaptation capabilities, allowing it to autonomously respond to
dynamic data conditions.
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6.2 CDA-FedAvg algorithm

Algorithms [3|and [] describe our proposed approach. Algorithm [3| presents the pseu-
docode for the server-side operations, whereas Algorithm []illustrates the client-side
procedure. In contrast to FedAvg, our method is asynchronous, meaning there is no
fixed order in which events or communications between the server and the clients oc-
cur. Owing to the mechanisms for detecting and adapting to concept drift, each partic-
ipant has sufficient independence to determine when to initiate training and which data
to utilize for that task, with the server merely coordinating the overall workflow. As
shown in Algorithm[3] the server begins by initializing the global model and dissemi-
nating it to all clients (lines 1-2). Afterwards, it regularly checks for any local updates
from one or more participants (lines 4-5), which prompts a global aggregation step to
refresh the global model (line 6). Each time the model is globally updated, the server
must broadcast the new version to all participants to ensure consistency (line 7).

Algorithm 3: Concept Drift Aware Federated Averaging - Server side
Input : Setof clients N' = {1,..., N} of size J = |[N"|.
Output: Global model, w.

0

1 Initialization: Random parameter initialization w

2 Send_model_to_clients(w%, N);
3 while true * do
4 Listen for client updates for all j € N

5 if 3j € N : new update w; is received then
t J M o
6 L WG(_ijl AL

7 Send_model_to_clients(wg, N)

* Given the continual nature, the stop criteria are not determined and should be
decided ad-hoc for each particular implementation.

It is important to note that this framework allows any number of clients to send
updates at arbitrary times, permitting varying participation frequencies across them.
As a result, the global model may become more tailored to the behavior of the most
active clients. To avoid overfitting the model to specific participants, it may be bene-
ficial to impose constraints on participation levels, thereby regulating the number of
updates each client can submit.

Clients are in charge of performing local learning, including handling concept
drift if it arises. Research concerning learning under concept drift typically distin-



74 6 Concept Drift Aware Federated Averaging

guishes three core stages [|[102]]: drift detection (identifying whether a drift has oc-
curred), drift interpretation (determining when and how it happens), and drift adap-
tation (responding to the detected change). Our approach concentrates on detecting
and adapting to global drift. To achieve this, each client (see Algorithm [ contin-
uously collects new data from its surroundings. This incoming data is analyzed to
detect emerging patterns (drift detection) and to update the model accordingly (drift
adaptation). The issue of understanding the drift in depth is outside the scope of this
paper. Our concern lies only in detecting changes between two points in time, without
delving into the specific nature or origin of the drift.

Algorithm 4: Concept Drift Aware Federated Averaging - Local training
Input : Minimum amount of data to train L, local batch size B, number of rounds

R, number of epochs E, learning rate #, sensitivity to change A, padding
A, and maximum size for the sliding window N, ..
Qutput: None.

1 Q< {a};
2 L < {2}
3 L « DriftAdaptation(L, L, B, R, E, n);
4 while true * do
5 if new data sample x; is collected then
6 [9;» q;] < predict(wi, x,);
7 Q< Qug;
if |9Q| > N,,,, then
9 | o< Q\lah:
10 r < random(0, 1);
1 if e=24i > r then
12 d < DiriftDetection(Q, A, A, N ,,,,.);
13 if d is true then
14 Q < {oh
15 L L « DriftAdaptation(L, L, B, R, E, n));

* Given the continual nature, the stop criteria are not determined and should be
decided ad-hoc for each particular implementation.
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Regarding the mechanisms for detection and adaptation, we propose that each
client manages two distinct memory buffers: a short-term memory and a long-term
memory. The short-term memory, denoted as 9, temporarily holds the most recently
acquired data samples. This recent data is retained for a limited duration and used to
evaluate whether a drift has taken place. The long-term memory, denoted as £, main-
tains representative samples from all previously observed concepts. This persistent
memory is retained over extended periods and supports local training and retraining
of the model to ensure all concepts are adequately learned. The client’s procedure is
outlined in Algorithm [} Initially, both the short-term and long-term memories are
empty (lines 1-2), and the model has not yet undergone local training. Consequently,
the first batch of data collected by a client is assumed to belong to the original con-
cept. These data are saved in the long-term memory and used to perform the initial
local update (line 3). Subsequently, the client continues to gather new data, stores it
in the short-term memory, and analyses it to detect possible drift (lines 5-12). Only
when the drift detection method confirms the presence of drift (line 13) is the new
concept’s data transferred to the long-term memory, prompting additional rounds of
local training (line 15). In the next two subsections, we elaborate on the two essen-
tial components of the client-side process: drift detection (Section [6.2.1)) and drift
adaptation (Section [6.2.2)).

6.2.1 Drift detection

Drift detection refers to the collection of methods and strategies designed to identify
and assess concept drift by pinpointing moments or intervals of change in the data’s
underlying distribution. In our scenario, detecting concept drift signals that the fed-
erated model no longer serves as an effective predictor for all clients and thus needs
to be updated. We opt for a data distribution-based technique to perform the drift de-
tection. This choice is motivated by the ability to detect virtual concept drift without
requiring labeled data. In the following paragraphs, Algorithm[d]is detailed:

We adopt a detection mechanism inspired by the CUSUM algorithm, tailored to
beta distributions [236]], following the principles introduced by Haque et al. [237].
This procedure runs on each device whenever a new data point (x;, y;) is received
(line 5). Since this method does not require labels to identify drift, we only need the
new feature vector x;. For each incoming sample, a metric is calculated to assess the
divergence between the new and past data distributions. Any suitable metric proposed
in previous studies may be used. We selected the model’s confidence as our metric,
given that our experiments are focused on a classification problem (Section 5). We
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define confidence for a data sample (x;,y;) as the maximum conditional posterior
probability assigned by the classifier. Specifically, we use the federated model to
classify x;, and we get the highest probability P(c,|x;), where ¢, € C = {c|, ..., c¢}
is one of the C possible classes (line 6). The resulting confidence g; is then recorded
in the client’s short-term memory (line 7), which functions as a sliding window with
maximum capacity equal to N,,,... Our goal is to detect changes in the distribution of
the confidence values stored in the short-term memory Q.

In contrast to the original method described in [237]], which uses a dynamic win-
dow that resets after each drift detection without bounding its size, we employ a fixed-
size sliding window with an upper limit. This prevents unbounded growth in the ab-
sence of drift. When the size N,,,, is reached, adding a new entry to Q involves
removing the oldest one (lines 8-9). This setup allows us to identify various types of
drift: abrupt, recurring, gradual, and even incremental, provided the window is large
enough to encapsulate sufficiently distinct data.In our case, since we are focusing on

abrupt concept drifts (Section 5), we set N,,,, = 1000.

The core of our detection method is encapsulated in Algorithm [5} which is in-
voked at line 12 of Algorithm @l However, since executing Algorithm [5] after every
new confidence value could become computationally expensive, we limit its invoca-
tion. Specifically, it is triggered probabilistically, with a likelihood of e=2%, for each
confidence value g; (line 11). This means that higher confidence values reduce the
probability of running the drift detector, and vice versa.

Now, for the detection process, detailed in Algorithm@ the window Q, of size N,
is divided into two sub-windows at every candidate point k € (A, N —A). Let Q, and
9, be the two segments, with Q, containing the most recent confidence values. Each
sub-window must contain at least A samples to maintain valid statistical properties.
A decrease in model confidence typically accompanies concept drift, so we focus
exclusively on identifying downward changes. If m, and m, are the mean confidence
values in Q, and Q, respectively, a change point is considered if m, < (1 — A) X m,,
with A being the sensitivity threshold (line 7). In our experiments we employ the
values 4 = 0.05 and A = 100, that are widely accepted in the literature.

The confidence values in Q, and Q, are assumed to follow distinct beta distribu-
tions, though the exact parameters are unknown. Algorithm [5]estimates these param-
eters (lines 9-10) using the method of moments [238]], based on the sample means
and variances. Next, the sum of the log-likelihood ratios s, is computed within the
inner loop (lines 11-12), where f(g;|&, ﬁ) is the beta distribution’s probability density
function with the estimated parameters & and f, evaluated at each confidence q; € Q.
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Algorithm 5: Drift detection method

Input : Sliding window Q, sensitivity to change A, padding A, and maximum size

for the sliding window N

max:*
QOutput: Boolean indicating whether a drift is detected.

1 sy« 0;

2 T), < —log(4);

3 N < |Q];

4 fork <« Ato N —-Ado

5 my < mean(qy, ..., q; € Q);

6 m, < mean(qy, ... .4y € Q);

7 if m, < (1 —A) X m then

8 s < 05

9 [db,ﬁb] « estimate(qy, ..., q;);

10 (&, f,] < estimate(qy, 1, ..., 4N );

11 fori —« k+1to N do

. L N Hkﬂog(f(q,waa,/{a));
f(q;1dy, By)

13 Sp e max(sf,sk);

14 if s, > T), then

15 ‘ true
16 else
17 t false

This probability indicates how likely a value g; is under the assumed beta distri-

bution, and is defined as:

g1 = g
f(gjla, p) = B(a, p)

0 otherwise,

if0<gq <1,

where

1
B(a,p) = /O g~ - (1= g dg;.

The variable s, serves as a dissimilarity score at iteration k in the outer loop
(lines 4-13). The more distinct the probabilities corresponding to Q, and Q,, the
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higher the value of s, (line 12). Let k,,,, be the index at which the score s, reaches
its maximum within the range. A change is signaled at point k,, . if the highest score
sy, exceeds a predefined threshold T, (lines 14-17). As in the original method, we
set T), = —log(A).

6.2.2 Drift adaptation

Once a concept drift has been identified, the model must continue its training process
with awareness of the detected change. Failing to do so can result in catastrophic
forgetting. In the context of neural networks, as is the case in our work, the most
prevalent strategies to mitigate this issue are (1) regularization-based techniques, (2)
rehearsal strategies, and (3) generative replay mechanisms [[77]]. Within CL, regular-
ization involves safeguarding the weights that are critical to previous concepts from
being altered. Rehearsal, or replay methods, rely on storing actual data samples as a
memory of earlier tasks. Generative replay, on the other hand, involves training gener-
ative models to replicate the original data distribution, enabling the system to synthe-
size past samples while learning from new ones. Among these, rehearsal approaches
have demonstrated superior performance, as they effectively preserve memory over
extended periods [239].

In centralized cloud environments, a key limitation of these methods lies in their
requirement to maintain a separate storage of raw data. This straightforward approach
to retaining knowledge does not align well with data privacy concerns and can incur
substantial storage costs. Nevertheless, in a federated environment, this issue is miti-
gated since each client can locally retain a small portion of its past data. Consequently,
we propose using a basic rehearsal method, detailed in Algorithm[6] This algorithm
is triggered whenever a new drift is detected (using the detection strategy described
in Section [6.2.T). Its role is to handle the long-term memory at the client side and
leverage this memory to locally retrain the model.

Formally, the long-term memory of a client j at time ¢ is denoted as a dataset
L, = {Eé U £{; U...u Ei}, which aggregates representative samples from each

previously detected concept K = {Ké, K,f, e K,{ }, where O, u, v, ... correspond to the
time indices when each concept shift was identified.

At the outset of Algorithm|[6] the long-term memory does not yet include any ex-
amples corresponding to the newly observed concept K,{ew. Therefore, the first action
is to gather a sufficient number of samples £, C £/ of the concept k7, (line 1). Any

data collected after the most recent change point k as detected by Algorithm 3] is
immediately eligible for inclusion in £

new:

max?
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In continual classification scenarios, the instances from different classes can arrive
in any sequence. To ensure that the rehearsal dataset remains at least approximately
balanced across classes, we define a heuristic for selecting data stored in the long-term
memory. We impose a minimum data requirement, L, such that for each class ¢ € C,
there must be at least % examples in the long-term memory associated with a given
concept, where C denotes the total number of classes. Formally, client j continues
gathering data until this is satisfied:

Forallje N,ceC,x, €K |[{(x,y) €L 1y, =c}| 2 %

Algorithm 6: Drift adaptation method
Input : Sliding window Q, sensitivity to change A, padding A, and maximum size

for the sliding window N, ..

Output: Boolean indicating whether a drift is detected.

1 sy« 0;

2 T), « —log(4);

3 N <|9[;

4 fork <« Ato N —-Ado

5 my < mean(qy, ..., q; € Q);

6 m, < mean(qy, ... .4y € Q);

7 if m, < (1 —A) X m, then

8 s < 05

9 [y, ﬁb] « estimate(qy, ..., q;);

10 [da,ﬁa] « estimate(qy 1, ..., dn);

11 fori <« k+ 17 N do

12 L s < i +log (—f(q”a“’ﬁf));
S (q;1dy, Bp)

13 | Sy e max(sf,sk);

14 if s, > T), then
15 ‘ true

16 else

17 t false
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In our evaluation, we use L = 1400, which represents a sizeable dataset, but en-
sures that the memory remains robust over time. We also assume that clients have the
capacity to retain data for an unlimited number of detected concepts. Once a sufficient
quantity of data related to the new concept is collected, the client can proceed with
local model updates (lines 3—11). This training is conducted over a limited number
of iterations R. In our tests, we use R = 5, although this value may vary depending
on the specific application. After each training round, the updated local model w;.“
is transmitted to the server, where it participates in global aggregation (line 15).

6.2.3 Advantages of using CDA-FedAvg algorithm

CDA-FedAvg not only supports continual learning while preventing catastrophic for-
getting, but it also addresses two essential yet often neglected questions in federated
learning: what information should be learned, and at which point in time. As previ-
ously noted, a straightforward implementation of FedAvg lacks any built-in policy for
selecting which data to retain or discard. Typically, unless constrained by task-specific
requirements or implementation limitations, devices will preserve all gathered data.
Moreover, FedAvg imposes no ceiling on the number of training iterations, which
can, in theory, go on indefinitely. Although each round only involves a random sub-
set of devices, meaning not all participate continuously, it is still possible to apply
restrictions, such as allowing training only when the device is charging or connected
to Wi-Fi, especially relevant for mobile devices [14,240]]. Still, these constraints do
not consider whether further training is genuinely necessary.

Unrestricted training without intelligent criteria leads to excessive bandwidth us-
age. Indeed, many studies in the federated learning domain highlight communication
overhead as the primary limitation [17,/195]]. Our method addresses this by incorpo-
rating a concept drift detector and long-term memory, enabling the identification of
relevant versus outdated data. This allows for computational efficiency and reduces
the complexity of the algorithm, in particular, it saves a lot of time-consuming actions
regarding the communication costs between the sever and the participants.

6.3 Results and Discussion
To evaluate CDA-FedAvg, we selected a challenging real-world scenario: Human

Activity Recognition (HAR) using smartphone data. Specifically, we employed the
dataset introduced by Shoaib et al. [241]], which comprises sensor readings for seven
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activities: sitting, standing, walking, jogging, climbing stairs, descending stairs, and
cycling. A distinctive feature of this dataset is that each activity was recorded with the
phone placed in five different body positions (See Figure[6.1)): (1) attached to a belt,
(2) in a pocket on the left, (3) in a pocket on the right, (4) strapped to the upper right
arm, and (5) worn on the right wrist. The fifth location is especially important in our
study, as it later enables analysis of CDA-FedAvg’s adaptability to environmental or
contextual changes.

Figure 6.1: General view of the different positions of the mobile phone in the data

collection stage.

Data was collected from 10 male volunteers aged between 25 and 30. Each par-
ticipant performed all seven activities for roughly 20 minutes (4 minutes per each
placement of the mobile phone). All trials took place indoors within the same build-
ing, except for biking, which occurred outdoors. For consistency, phones were held
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vertically in the pockets, wrist, and arm positions, and horizontally on the belt. The
dataset includes readings from the smartphone’s inertial sensors: accelerometer, gy-
roscope, and magnetometer, sampled at 50 Hz, a rate sufficient for distinguishing
physical movements.

The classification task involves identifying the user’s current activity among the
seven, framed as a multi-class prediction problem. Sensor placement data is later used
to simulate concept drifts. For the federated learning setup, we designated 9 users as
clients running both FedAvg and CDA-FedAvg, while the remaining one served as
the test subject. We performed cross-validation by rotating the test participant in a 9
to 1 split, resulting in 10 iterations.
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Figure 6.2: Average results on testing data for FedAvg algorithm in an IID setting.

The mean accuracy is represented by a black thick line.
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Phone position

Average accuracy

Belt 0.767 (+0.158)
Left pocket 0.932 (+0.092)
Right pocket 0.955 (0.047)
Upper arm 0.740 (+0.112)
Wrist 0.858 (+0.058)
Overall 0.851 (£0.041)

Table 6.1: Final results of FedAvg in an IID setting after 5000 samples were processed
by every client.

Given the small client count, all 9 users contributed to training in each federated
round, rather than selecting a random subset. Raw data was segmented into windows
of 124 samples (approximately 2.5 seconds). Only accelerometer and gyroscope data
were used, yielding a 6-channel input comprising readings across three axes each
for acceleration (a,, a,, a,) and angular velocity (w,, w,, ®_). Each participant con-
tributed 5000 time windows, 1000 per phone location. Thus, every experiment in-
volved 45000 training samples and 5000 testing samples.

For the model, we employed a Convolutional Neural Network (CNN), due to its
proven success in processing inertial data. Nonetheless, CDA-FedAvg is compati-
ble with other architectures, including feed-forward networks, recurrent models like
LSTMs, or hybrid solutions. In addition, neural networks are the most widely used
approach in FL strategies for their very good properties regarding data privacy.

Training an FL. model using a neural networks architecture, the participants of
the training process only share with the central orchestrator the parameters of the
network, which are not sufficient to retrieve the original data employed to train the
network. This ensures privacy of the local data and avoids data leakage.

For simplicity, we assumed synchronized data collection across all clients, with
identical sampling rates.
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Figure 6.3: Average results on testing data for FedAvg algorithm in a non-IID setting.

The mean accuracy is represented by a black thick line.

Testset | Belt Left pocket Right pocket Upperarm Wrist | Overall
User1 | 0.339 0.735 0.624 0.586 0.778 | 0.612
User2 | 0.357 0.578 0.736 0.653 0.763 | 0.629
User3 | 0.491 0.372 0.776 0.616 0.760 | 0.613
User4 | 0.349 0.669 0.640 0.406 0.873 | 0.587
User5 | 0.345 0.656 0.811 0.716 0.973 | 0.700
User6 | 0.344 0.539 0.768 0.465 0.926 | 0.608
User7 | 0.319 0.557 0.926 0.649 0921 | 0.674
User 8 | 0.365 0.541 0.870 0.528 0.924 | 0.646
User9 | 0.144 0.642 0.799 0.567 0.950 | 0.620
User 10 | 0.495 0.425 0.910 0.637 0.835 | 0.660
Average | 0.352 0.579 0.783 0.579 0.875 | 0.633

Table 6.2: Final results of FedAvg in a non-IID setting after every client has processed
5000 data samples.



Results and Discussion 85

To establish a reference point, we initially conducted an FL experiment under the
simplified and unrealistic assumption that data is collected in an identical and inde-
pendent manner over time and across all users. To simulate this stationary condition
(IID in the temporal dimension), we randomly shuffled each user’s dataset (5000 sam-
ples) without considering the phone’s placement. We then ran the standard Fed Avg
algorithm for 25 communication rounds, involving local training and server aggrega-
tion. This process was repeated ten times, each with a different participant designated
as the test user. On average, this setup resulted in test accuracy exceeding 85%. Fig-
ure [6.2] illustrates the average performance progression across these runs. The plot
shows aggregated results: the thick black curve represents overall accuracy, while
the thin colored lines reflect accuracy when tested on data from each specific phone
location. Table presents the final accuracies after all clients had acquired 5000
samples, broken down by phone position and averaged over the ten repetitions.

While the results in Figure [6.2] appear promising, they do not reflect real-world
conditions, where data is often non-IID and evolves over time. To explore this, we
conducted a second experiment in which data for all users was sorted by phone posi-
tion, creating a deliberately non-stationary scenario involving four distribution shifts.
Each transition between device placements introduces a change in the data distribu-
tion, i.e., a concept drift. The data was organized identically across all users: starting
with the belt, followed by the left pocket, right pocket, upper arm, and finally the
wrist. Within each segment (1000 samples per position), the data was randomly per-
muted. Although this does not fully represent realistic user behavior, it helps isolate
and examine the impact of distribution shifts during training. As before, we used the
standard Fed Avg method with the same configuration and ran it for 25 rounds.

Figure [6.3|displays the averaged results from the 10 trials. Dashed vertical lines
indicate when distribution changes occur: every 1000 samples per user. The plot
shows that although the model improves overall, it experiences forgetting: as it starts
adapting to the left pocket data around iteration 1000, performance on the earlier con-
cept (belt data) drops. The final mean accuracy falls to approximately 63%. Table
summarizes results from all ten runs once each client has gathered their full dataset.

Lastly, we repeated this experiment using our proposed approach, CDA-FedAvg,
replacing the standard FedAvg. In this configuration, the training process is aware
of concept drift events. Unlike the earlier experiments, a single plot cannot illustrate
the average accuracy trend across all ten trials, as drift detection timing varies be-
tween executions. Thus, Figures [6.4] and [6.5] show two representative examples. The
complete results across all ten runs are reported in Table [6.3]
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Table 6.3: Final results of FedAvg in a non-IID setting after every client has processed
5000 data samples.

Testset | Belt Left pocket Right pocket Upperarm Wrist | Overall
User1 | 0.842 0.725 0.629 0.586 0.773 | 0.612
User2 | 0.796 0.568 0.741 0.653 0.758 | 0.629
User3 | 0.844 0.362 0.781 0.616 0.755 | 0.613
User4 | 0.946 0.659 0.645 0.406 0.868 | 0.587
User5 | 0.982 0.646 0.816 0.716 0.968 | 0.700
User6 | 0.786 0.529 0.773 0.465 0.921 | 0.608
User7 | 0.595 0.547 0.931 0.649 0916 | 0.674
User 8 | 0.831 0.531 0.875 0.528 0919 | 0.646
User 9 | 0.304 0.632 0.804 0.567 0.945 | 0.620
User 10 | 0.758 0.415 0.915 0.637 0.830 | 0.660
Average | 0.769 0.569 0.788 0.579 0.870 | 0.633
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Figure 6.5: Average results on testing data for CDA-FedAvg algorithm in a non-IID

setting, using all the participants data for training except for participant 3.

In this scenario, training does not commence immediately. Instead, the initial
training round is delayed until each client accumulates a sufficient amount of data from
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Figure 6.4: Average results on testing data for CDA-FedAvg algorithm in a non-IID

setting, using all the participants data for training except for participant 8.

the initial concept (in this case, the belt position) in its long-term memory. We set the
number of local training rounds per concept to 5. Consequently, with 5 distribution
shifts, the total number of training rounds remains 25, matching the configuration of
the prior experiment. The shifts in data distribution occur at the same sample counts
as before (i.e., at iterations 1000, 2000, 3000, and 4000). However, in this case, the
vertical dashed lines mark the moments when a drift is actually detected by at least one
client using our drift detection mechanism. We observe that all distribution changes
are identified shortly after their theoretical occurrence. In certain runs, such as the
example depicted in Figure 5, the second shift goes undetected. This outcome is
reasonable, considering that the transition between the left and right pocket represents
a subtle change, as the data distributions are quite similar. If higher sensitivity to such
subtle shifts were required, one could simply adjust the value of the A parameter in
Algorithm[3]

As indicated in Table [6.3] our approach yields a final test accuracy of approxi-
mately 82%. This result is significantly closer to the baseline scenario shown in Ta-
ble[6.1] Thus, we demonstrate that CDA-FedAvg can effectively respond to evolving,
nonstationary data distributions while maintaining knowledge of earlier concepts.
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CHAPTER 7

Heterogeneous & Multidimensional
Federated Averaging

In Section[4.1.1 we have extensively discussed the origins of information theory, pay-
ing special attention to the term of entropy, and formally defining both the Cross-
Entropy loss function of a data sample (See Definition [4.1.5) and the Cross-Entropy
loss function of a batch of data (See Definition {.1.6). In this chapter, we will focus
on leveraging and taking advantage of the good properties this error metric owns by
definition, and we will use it for creating a new algorithm to tackle data heterogeneity
over the participants of a FL process.

Non-IID data has already been discussed and classified during Chapter[5] so with
this new algorithm we intend to provide a solution for all kinds of data heterogeneity
across participants, that at the same time can be implemented along with the CDA-
FedAvg algorithm explained in Chapter [6] By doing so, we would have a complete
algorithm to tackle all kinds of data heterogeneity among the clients of an FL training
framework, and also to tackle local domain data heterogeneity over time.

The key component of the FL setting we focus on is the statistical heterogeneity
of the data employed for training a model. Although all participants in FL processes
have a common task and objective, they gather data in different environments. In real-
life applications, this non-IID data occurs all the time due to how data is collected.
Training in these conditions leads to undesired results or prevents the model from
converging at all.

To tackle these statistical adversities, lots of different approaches have been de-
veloped (See Chapter[5)) [1]. We will focus on a branch of strategies called clustering
strategies, which are the closest ones to our approach. They gather clients with simi-

89
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lar data distributions in groups and then create a pseudo-global model for each group.
We review and discuss most of the existing strategies for FL with clustering.

Some clustering strategies are based on model weights. For instance, Sattler et
al. [[136]] compare the weights of the client’s networks using the cosine similarity,
and then clients are separated into two groups recursively until there is no need to
split them further. Clients that remain together form a group and train an FL. model
without the intervention of clients from another group. Tian et al. [242] perform a
similar strategy, with the difference that clusters are recalculated after each round of
training to guarantee they are right. Briggs et al. [[138]] start considering that each
client is a group by itself. Then, after some rounds of training, client’s updates are
compared and grouped together when suitable. These three proposals employ network
weights to decide whether clients should belong to the same cluster or not. Methods
that work with the neural network weights are opaque and lack explainability due to
their abstract nature. Our approach brings some light into understanding how and
why the clusters are formed.

However, this is not the only kind of approach. For instance, Xie et al. [243]
propose a strategy where several global models are trained using data from random
subsets of clients, and clients are associated with one of the models based on the dis-
tance between them and their local model. The global models are then updated using
data from the clients associated with them. This process is repeated until convergence.
Another similar approach is the one presented by Ghosh et al. [244]]. They propose an
algorithm that starts with one random model for each cluster. Clients are then grouped
in a cluster based on which model produces the lowest loss for them. This work is
similar to ours in the sense that it employs the loss function as a metric to create the
clusters. As a drawback, these methods require the number of clusters to be known in
advance.

There are some more works that perform clustering strategies to improve the re-
sults of federated learning. Caldarola et al. [245]] develop a strategy where clients are
clustered based only on their input domains, using a teacher-student classifier. An-
other alternative, based on Generative Adversarial Networks (GAN), was carried out
by Kim et al. [246]. Clusters are calculated by a GAN that aims to minimize the vari-
ance between patterns in the same group. After that, a different model is trained for
each of the groups. These last two works are based on the input space distributions of
the clients P(x), but do not take into account their conditional distribution P(y|x).

Finally, another FL work performs a clustering of clients, and then in each round,
clients from the same cluster are selected to train to accelerate the model conver-
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gence [247,248|]. These works are also included in FL with clustering, although their
purpose of doing clusters of clients is not to improve the final accuracy of the models.

The most significant contributions of this chapter are in review state, pending to
be published in the journal Information Sciences.

The rest of the Chapter is organized as follows: Section explains the process
to achieve the Heterogeneous and Multidimensional Cross-Entropy Loss, a novel loss
function that will be useful to group the participants of the training process according
to their similarities. Next, Section details the algorithm of the learning strategy
Heterogeneous and Multidimensional Federated Averaging, which forms clusters of
participants to increase the accuracy of the global model and trains a different global
model for each of the clusters, aiming for a more personalized outcome. Finally, Sec-
tion[7.3] presents some experiments to empirically show how this algorithm improves
the result of other well-known algorithms, such as FedAvg, FedProx, and CFL (Clus-
tered Federated Learning) algorithms.

7.1 Heterogeneous & Multidimensional Cross Entropy Loss

In this section, we introduce a novel loss function derived from the Cross-Entropy
Loss, which we term the Heterogeneous and Multidimensional Cross-Entropy Loss.
This loss function offers several meaningful and advantageous characteristics, making
it a valuable tool for clustering purposes. Our goal is to cluster clients based on the
similarities of their data distributions, considering both P(x) and P(y|x).

A large portion of existing clustering approaches in Federated Learning (FL) uti-
lize neural network parameters or gradient information to compute similarities be-
tween clients, grouping those with analogous patterns. While these strategies are
effective, they suffer from a key limitation: the mapping between model parameters
and output behaviors is often opaque. Clients with significantly distinct weights might
still produce similar predictions, and vice versa, due to the non-convex nature of the
optimization landscape [249,[250].

Consequently, we propose leveraging the loss function itself as a metric for clus-
tering. By doing so, we avoid enforcing homogeneity in local model weights across
clients. Additionally, this method introduces greater clarity and interpretability into
the grouping mechanism. The ultimate aim of clustering in FL is to build models
tailored to the unique data distribution of each client. Nevertheless, these personal-
ized models may not generalize effectively to unseen data. This presents a critical
trade-off: should we favor broadly applicable models that underperform for certain
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clients, or develop highly customized models that may fail in other contexts? The
answer depends on the specific application scenario, as client priorities may differ.
Our approach offers flexibility for clients to opt for a more generalized model or a
specialized one according to their preferences.

To achieve this, we suggest using the model’s loss function as the basis for the
clustering process. However, the scalar output from the standard Cross-Entropy loss
(See Equation @.I.1)) encapsulates only a coarse assessment of the client’s perfor-
mance across its dataset. This singular value lacks granularity and may fail to capture
nuanced issues, such as class imbalance or mislabeled entries. To overcome these
limitations, we propose a new metric that maintains the advantages of Cross-Entropy
from an information-theoretic perspective but delivers a more detailed view of model
behavior across distinct data segments.

We construct a metric represented by a vector rather than a single value, thereby
enriching the information available for clustering. Furthermore, we outline three es-
sential properties that this metric must satisfy.

The first desirable trait is the ability to identify where client-specific errors are
concentrated. For instance, some clients may consistently classify samples from par-
ticular classes incorrectly, possibly due to skewed class distributions or model bias.
To address this, we formulate a class-wise error function, resulting in a vector that
quantifies the error for each individual class.

Let N = {1, ..., N} denote the set of clients collaborating in training a Federated
Learning model. Each client possesses a local dataset D; of size M, and we assume
that D,nD; = @foralli, j € C,i.e., client datasets are mutually exclusive and private.

Recall that y, is a one-hot encoded vector with C entries, only one of which is set
to 1 to indicate the true label. Therefore, we define, for each class s € C, and each
batch X5 = {x,, yk}f:1 C D, from client i, the following error component:

LX) == Dy -log(fy(xp),
(XY )EX
yks=1

where f represents the global model. Although the samples are filtered to include only
those belonging to class s, we retain the y, term to maintain visual and structural
consistency with the traditional Cross-Entropy formulation. It does not affect the
result and could be omitted.

Each #;, quantifies the model’s error for client i specifically on samples from
class s. By computing all such components for s € {1,...,C}, we form a complete



Heterogeneous & Multidimensional Cross Entropy Loss 93

error profile for client i across classes. This can be organized into a vector L; =
(Zi1-%p5 -, i), and notably:

C
[“CE,.(Di) = Z fis(Di)~
s=1

Thus, the total Cross-Entropy loss is the sum of the vector components, each cor-
responding to a class-specific error. This decomposition provides a more insightful
and discriminative representation for clustering.

The second critical property we enforce is penalization of misclassification. In
particular, if two samples share the same confidence in the correct class, but only one
is correctly predicted, they should not contribute equally to the loss. It is intuitive that
incorrect predictions deserve higher penalties, especially as the predicted probability
diverges from the ground truth.

To model this, we introduce a penalty function H ((x) for incorrect classifications.
This function should exceed one for errors and increase as the model’s confidence in
the true label decreases. It is defined as:

1
- <j=r{1,?.)fc(f jCN =1 s(x)>

H(x) =

Observe that for correctly classified instances, the maximum confidence aligns
with the true class, i.e., max; f;(x) = f(x), leading to H(x) = 1. This ensures that
correct predictions are unaffected, while incorrect ones are penalized. Incorporating
this factor, the error vector for client i becomes:

L,(D;) = (¢;(D;),C5(D;), ..., ¢C;c(D;)),
LDy ==Y Hx)-log(f,(x,). (7.1.1)

(xg-yi)ED;
Vieg =1

The final aspect we must consider is statistical normalization. Clients with dis-

proportionately large quantities of data from specific classes will naturally accumulate
more error in those categories, regardless of model performance:

Ik yi) € Dilyy, = I > [[{(xg, yi) € Dilyy, = 1| = (D) > 1,,(D)).
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This phenomenon can bias the clustering process based on data imbalance rather
than inherent distributional differences. While in some contexts this may be accept-
able, for example a client may not care about underrepresented classes, it generally
undermines the goal of constructing well-generalized models.

To address this, we apply a measure of central tendency, such as the mean or
median, to dampen the effects of data quantity disparities. We opt for the median, as
it offers greater robustness against outliers. Accordingly, we finalize our error metric
as:

Li(D)) = (¢1(D,),£15(Dy), ..., £;c(D))),
?,(D;) = median (¢,,(D))).

(x;,y,)ED;

(7.1.2)

This formulation defines the Heterogeneous and Multidimensional Cross-Entropy
Loss (H&M-CEL), which serves as the core of our proposed client clustering tech-
nique in the Federated Learning framework.

7.2 H&M-FedAvg algorithm

Our proposed methodology for structuring the Federated Learning (FL) training pro-
cess, referred to as H&M-FedAvg, is presented below. Further implementation details
are included in Algorithm[7] As a first step, we define a fixed number of total training
iterations, denoted by R. We then perform an initial sequence of training steps, de-
noted as # where 7 < R, by applying the conventional FedAvg algorithm. This initial
phase (lines 2—7) serves to stabilize the model so that it can produce predictions that
broadly reflect the global data distribution P(x, y), enabling us to compute reliable
and representative error vectors for each participating client.

Subsequently, each client evaluates its own error profile (lines 9-10) using the
global model wa and its local dataset. Once these individual error vectors are com-
puted, the central server applies the DBSCAN clustering algorithm [251]] (line 11), a
density-based technique that does not necessitate predefining the number of clusters.
The particular distance metric used to group clients is determined by the objective of
the model: whether it seeks generalization or specialisation. We elaborate further on
this selection below.

As a result of this clustering step, the server obtains a set of F distinct client
clusters characterized by similar error patterns (line 12). For each of these clusters,
the server generates a replica of the current global model wa (lines 13-14), yielding
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F identical models, namely {WZI =

F

are aggregated into the cluster-specific model (lines 15-21).

Algorithm 7: H&M-FedAvg.

1 Initialization: Random parameter initialization w

Input : N clients, each holds M; samples. Number of training clients per round,

Qutput: Optimal models for the clusters, w

n, number of rounds before clustering, 7,
R R
o1 Wea

0
G

2 forrin{l,...,#} do

3
4
5

6

7

8
9
10

11
12
13
14

15
16
17
18
19

20

21

22 return w

C, < random subset of n clients;
for each client i in C, in parallel do
t W’ « update W’G‘1 using SGD;

M < ZieC, M;;
M;

r M; _r.
| WG < ZieC, L

if r = 7 then

for each client i do
t e; < vector of errors, with H&M-CEL (Eq. ;
D < DBSCAN({e;}, e, MinPts);
F <« max(D);,
for ¢t in F do

| Yo = g

forrin{f+1,...,R} do

for ¢ in F do
C,, < random subset of [n/F] clients from cluster #;
for each client i in C,, in parallel do

t W, < update wi;| using SGD;

M ~ Ziec,v, M;;

M.
r T iwl -
L Yeu < ZiGC,,z ME

R R R .
1 Veo - Wer

|- In the subsequent training stages, the server
delivers to each client the version of the global model corresponding to its assigned
cluster. Once updates are received from the selected clients within each group, they

and total number of rounds R.
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Upon completion of all R training rounds, the central server retains the final
cluster-specific models: W§,1’W§,z, ,Wg’ F (line 22). Each client receives the fi-
nal version of the global model that corresponds to the cluster it belongs to.

The key distinction of this approach from the traditional FedAvg algorithm [|17]]
is the clustering mechanism, which we now describe in greater detail. The DBSCAN
algorithm relies on two essential parameters: the minimum number of clients that can
constitute a cluster, denoted MinPts, and a threshold parameter ¢, representing the
maximum distance two clients can be apart to be considered part of the same group.

We set MinPts to 1. This decision is crucial because choosing a larger value (e.g.,
MinPts > 1) might result in clients that are outliers being grouped under the same
label, —1, which indicates they do not belong to any actual cluster. These clients
would then proceed to collaboratively train a model, which would be incorrect. Setting
MinPts to 1 ensures that such outlier clients will be treated individually, each forming
a separate cluster and continuing with their own localized training. While these clients
won’t leverage collaboration, this is acceptable since their data distributions are not
comparable to others in the system.

Determining an appropriate € value can be effectively handled using the elbow
technique. This involves computing the distance from each client to its closest MinPts
neighbors, ranking and visualizing these distances, and then identifying the inflection
point: the location where the curve bends most sharply. This inflection provides a
natural choice for €. It is important to emphasize that this selection is sensitive to the
type of distance metric adopted, and the outcome will differ accordingly.

When the training objective is to obtain a highly generalizable model, the focus
should be on variations in the conditional distribution P(y|x) [1]]. In this case, we em-
ploy a distance function that captures the largest per-class deviation between clients,
known as the Manhattan distance. Conversely, if the goal is to tailor models to dis-
tinct client domains (i.e., particularization), differences in the input distribution P(x)
are also relevant. For this, the Euclidean distance is a better fit, as it encapsulates the
overall magnitude of discrepancies.

Formally, given two error vectors fl = (f_“, ,%), and L_j = (7, Ll jC)’
we define the distance metrics for generalization and particularization as follows:

dist,(L;, L;) = Jax NZi = il

. C o 1/2
distp(Li, Lj) =< Z(f,’k - jk)2> .
k=1
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The dist, metric (Manhattan distance) is especially useful for identifying large
class-specific error gaps. Our empirical findings indicate that this metric groups
clients with similar conditional distributions P(y|x), even when their P(x) differs. On
the other hand, the dist, metric (Euclidean distance) enables more fine-grained dif-
ferentiation and can separate clients based solely on differences in P(x). This proves
advantageous in scenarios where models are deployed under consistent domain as-
sumptions. Alternatively, dist, excels when facing unpredictable domains, fostering
broader generalization. These behaviors will be explored in more detail in our exper-
imental analysis.

In the following section we highlight some properties of the H&M-FedAvg
and empirically show its performance in realistic scenarios with heterogeneous clients
and datasets that present differences in P(x) and P(y|x). In addition, we compare the
results obtained with those obtained under the same circumstances by other learning
algorithms.

7.3 Results and Discussion

In this section, we evaluate the performance of our algorithm across a variety of
heterogeneous environments and benchmark it against several well-established Fed-
erated Learning (FL) techniques. All experiments utilize the Digit-five dataset, a
widely adopted benchmark for digit classification tasks. This composite dataset in-
tegrates MNIST [133]], MNIST-M [252f], SVHN [178]], USPS [177]], and Synthetic
Digits [I54]]. As illustrated in Figure [7.1] the input images differ significantly across
the sources, showcasing a diverse set of visual features. Each dataset within Digit-
five represents a separate domain, corresponding to a distinct input distribution P(x).
For example, while some datasets consist of grayscale digits, others contain colored
and texture-rich images. Additionally, in order to introduce heterogeneity in the label
distribution P(y|x), we manually alter the labels of a subset of samples in specific
experiments. Overall, we craft a variety of settings that exhibit varying degrees of
non-IID behavior, affecting both P(x) and P(y|x).

To ensure fair comparisons and maintain balance across domains, we fixed the
sample count at 60000 per dataset, resulting in a total of 300000 data instances. These
were evenly distributed among 40 clients, with each client receiving 7500 data points.
However, the specific allocation strategy varied depending on the experimental sce-
nario, allowing us to simulate different levels and types of heterogeneity.
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Figure 7.1: Samples of digits O to 6 from each dataset that constitute Digit-five.

Our evaluation includes two main objectives: assessing the clustering quality and
measuring the accuracy of the learning process itself. For the clustering component,
we compute each client’s error vector using the H&M-CEL metric and then apply the
DBSCAN algorithm to those vectors. Since the classification task involves 10 classes,
the resulting error vectors are 10-dimensional. To visualize this high-dimensional
data, we perform Principal Component Analysis (PCA), extract the top two principal
components, and project them into a two-dimensional plot.

We further compare our model’s predictive performance within each cluster to
that of several alternative methods, namely FedAvg [17], FedProx [[74]], and CFL
(Clustered Federated Learning) [136]. As defined in Algorithn(7] we set the num-
ber of rounds before clustering to 7# = 4, and the total number of rounds to R = 10.
For CFL, we also perform clustering every 4 rounds to mirror our setup and ensure a
fair comparison. All competing approaches use the same Convolutional Neural Net-
work (CNN) architecture, which is also employed during the training of each cluster-
specific model. As mentioned in previous chapters, training an FL model using a
neural networks ensures privacy of the local data and avoids data leakage.

The experimental design includes three distinct non-IID scenarios, in addition
to one baseline IID setting, in order to showcase the adaptability and robustness of
H&M-FedAvg. Each non-IID setting explores a different dimension of heterogeneity
among the clients: variation in input distributions (Scenario A), divergence in both
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inputs and labels (Scenario B), and fully incompatible data distributions (Scenario C).
Each scenario is explained in greater detail below. To increase statistical reliability
and mitigate randomness, we repeated every experiment five times. Table [7.1] sum-
marizes the mean classification accuracy and variance for all methods and scenarios.

Baseline scenario Scenario A Scenario B Scenario C
FedAvg 93.2% (£ 0.5%)  81.4% (+ 1.2%) 55.4% (+ 0.8%) 33.1% (+ 1.2%)
FedProx 93.3% (£ 0.3%) 83.7% (£ 0.9%) 57.8% (+0.6%) 37.4% (+ 0.8%)
Mean 93.3% (£ 0.5%) 88.2% (+1.3%) 86.3% (+ 1.4%) 81.8% (+ 1.1%)
Clustered Cluster 1 93.3% (£ 0.5%) 91.1% (£ 0.5%) 89.3% (+0.5%) 84.7% (+ 0.3%)
Federated Cluster 2 - 89.5% (£ 0.6%) 84.7% (£0.9%) 82.9% (x0.7%)
Learning Cluster 3 - 87.5% (£ 0.3%) 84.5% (+0.8%) 82.4% (+ 0.6%)
Cluster 4 - 86.7% (+ 0.6%) - 77.2% (+ 0.3%)
Mean 93.2% (£ 0.4%)  91.6% (= 0.9%) 90.8% (+ 0.8%) 87.9% (+ 1.1%)
Cluster 1 93.2% (£ 0.4%)  92.9% (£ 0.4%) 94.6% (£ 0.3%) 91.8% (+ 0.4%)

Hé&M-FedAvg

(Euclidean Cluster 2 - 91.6% (£ 0.3%) 89.1% (+0.5%) 91.3% (+ 0.6%)
distance) Cluster 3 - 91.3% (£ 0.4%) 88.7% (+ 0.6%) 90.8% (+ 0.4%)
Cluster 4 - 90.6% (£ 0.6%) - 86.9% (£ 0.3%)
Cluster 5 - - - 81.1% (£ 0.7%)
Mean 93.2% (+ 0.5%) 81.9% (+ 1.0%) 87.6% (+ 1.0%) 87.3% (+ 1.2%)
Hé&M-FedAvg  Cluster 1 93.2% (+ 0.5%) 81.9% (+ 1.0%) 90.4% (+ 0.6%) 91.1% (+ 0.5%)
(Manhattan Cluster 2 - - 83.8% (+ 0.7%) 90.6% (+ 0.4%)
distance) Cluster 3 - - - 86.2% (+ 0.4%)
Cluster 4 - - - 81.3% (+ 0.6%)

Table 7.1: Results obtained by the different learning algorithms. The accuracies

shown are expressed in terms of the mean and the variance in the 5 executions. Blank

spaces indicate that a cluster does not exist in a particular scenario.

The baseline scenario simulates a fully IID environment, where every client re-
ceives data that follows the same statistical distribution. Specifically, each client is
assigned 1500 training samples from each of the five domains, totaling 7500 data
points per client. In this setting, both the input distributions P(x) and the conditional
distributions P(y|x) are consistent and unaltered across clients. Thus, the joint distri-
bution P(x, y) is effectively identical for all participants:

P(x,y) ~ Pi(x,) foralli,j € {1,...,N}.
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Figure 7.2: Clustering results using either one of the distance functions.
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Figure 7.3: Accuracies obtained on the baseline scenario.
For this reason, our clustering algorithm detects only one cluster, regardless of

the distance function employed in clustering. All clients should remain together after
the clustering split (See Figures[7.2)and[7.3). Since our method performs FedAvg for
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each of the clusters detected when working with only one cluster, our algorithm will
behave exactly as FedAvg. We can observe that the accuracies obtained are almost
the same for all of the learning algorithms: around 93% (See also Table[7.1).

In Figures[7.2]and the results of the experiments in the Baseline scenario can
be observed. Figure[7.2|represents the points of the error vectors used for clustering,
whereas Figure shows the accuracies of the different learning algorithms.

For Scenario A, we designed skew data distributions as follows. As in the baseline
scenario, we have not modified the data labels in this case. Each client will have
7500 samples, all belonging to the same domain, leading to statistically different P(x)
distributions between the clients. There will be eight clients owning data samples
from MNIST, another eight from SVHN, and so on.

As aresult, we ended up with a total of 5 joint global distributions, each of them
represented by eight clients. However, those distributions are not contradictory in
the sense that the goal for all of them is to label their samples in the same way. For
this reason, if we train our models running the H&M-FedAvg with the Manhattan
distance, the expected result is to have just 1 cluster. On the other hand, if we run the
H&M-FedAvg with the Euclidean distance, the clustering process splits the clients
into groups according to their input domain distribution. The results achieved in this
scenario can be seen in Figure
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(c) Accuracies reached by all of the learning algorithms when performing on Scenario A.

Figure 7.4: Scenario A results. On top, we see the points of the error vectors used
for clustering. At the bottom, the accuracies of the different clusters and learning
algorithms.

In Figures[7.4ajand[7.4b] we can see the two ways our algorithm has computed the
clusters: Euclidean distance on the left and with Manhattan distance on the right. For
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the first, our method detects four different groups of clients. We notice that there are
two different clouds of points, corresponding to clients that own samples from MNIST
and USPS, which remain together after the split because they are very similar, both
presenting textureless black and white images. Concerning the generalization method,
we can observe that only 1 group of clients is formed, and the training process is totally
analogous to the one of FedAvg.

The accuracies achieved are shown in both Figure and Table [7.I] Notice
that since CFL only splits the clients in 2 each time it performs clustering, it takes
more time to determine the four groups and for that reason, its accuracy is lower than
H&M-FedAvg with Euclidean distance. Itis also important to note that these methods
get higher global accuracy because they compute more global models, which learn to
classify different subsets of the whole data. In contrast, the other methods compute a
unique more general model. Each strategy could be more suitable depending on the
circumstances of the problem being solved.

Scenario B is designed to explore unbalanced distributions. We have set a major-
ity group, formed by 24 out of the 40 clients, which hold data samples from MNIST-
M, Synthetic digits, and USPS, equally distributed. On the other hand, eight clients
own only samples from MNIST for both training and testing, without altering their
labels. The remaining eight clients have SVHN data, with all their labels shifted.

The purpose of this experiment is to show that clients who do not match the dis-
tribution of the majority are going to get poor results, and the global accuracy will
drop. That drop will be more notorious for changes in the conditional distribution
P(y|x). However, when using clustering strategies, this drawback can be overcome.
In this case, the correct split if we are looking for better local performance would be
to split the clients into 3 clusters according to the three domains they perceive. On
the contrary, if we want more adaptable models, the right split of clients would be in
2 groups, corresponding to the two ways of labeling the data samples.

The results obtained with this display are shown in Figure [7.5] Concerning the
clustering, we can see that both of our methods behave as expected, finding the proper
clusters in each situation (Figures[7.5aland[7.5b). CFL behaves as H&M-FedAvg with
the Manhattan distance and finds the same groups, thus splitting clients into three
groups.
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(c) Accuracies reached by all of the learning algorithms when performing on the Scenario B.

Figure 7.5: Scenario B results. On top, we see the points of the error vectors used
for clustering. At the bottom, the accuracies of the different clusters and learning

algorithms.

This scenario presents more of a challenge if we pay attention to the accuracy
of each algorithm (Shown in Figure [7.5¢). Both FedAvg and FedProx drop below
60%, caused by the labeling mismatch between distributions. The clustering strategies
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achieve around 90% precision (See Table [7.1). CFL gets 86.3%, which is slightly
improved by both of our H&M-FedAvg algorithms. They get 87.6% and 90.8% of
accuracy.

Lastly, we designed scenario C, which presents a higher degree of heterogeneity
in P(y|x). For this scenario, we shifted all of the labels of the samples belonging
to MNIST, MNIST-M, and Synthetic Digits in 3 different ways, 1 for each of them.
Next, each client is given samples from only 1 of the domains. This data division
among the clients leads to completely skewed distributions both in P(x) and P(y|x),
except for the clients that own SVHN and USPS samples, who share the same P(y|x),
but even for them the data distribution of P(x) is very different, as these two domains
present very distinctive samples.

Under these circumstances, standard FedAvg and FedProx will produce a dread-
ful model, which cannot properly classify the data. In fact, the results depicted in
Figure [7.6c|show that their accuracy is below 40%. On the contrary, algorithms that
split clients into clusters can find a series of global models appropriate for each dis-
tribution. Using the Manhattan distance for clustering (i.e. aiming to generalize), our
method detects four groups of clients, representing the four different ways of labeling
our data. Our other approach, using the Euclidean distance, finds 5 clusters of clients
as expected.

The results obtained in scenario C, for both clustering and model performance,
can be observed in Figure [7.6) and Table [7.1] Apart from FedAvg and FedProx, all
other methods achieve successful results. CFL works similarly to our H&M-Fed Avg
using the Euclidean distance, but as we are training for 10 rounds, CFL cannot detect
more than four groups because it makes binary splits each of the four rounds. CFL
gets an accuracy of 81.8%, and H&M-FedAvg with the Euclidean distances gets an
87.9%. H&M-FedAvg with the Manhattan distance gets similar results, achieving
87.3% accuracy. Like in the previous scenarios, the accuracy obtained is statistically
similar, the usage of one or the other depends on the problem itself.
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In this section we review and further analyze the results obtained through the experi-
ments in the different chapters of the dissertation.

Regarding Chapter 3] the focus of the experiments performed is to show that the
constraints detailed in the previous sections of the chapter are indeed necessary, and
that the associated heterogeneity cannot be effectively managed without them. This
experiments also show how different manifestations of non-IID data degrade model
quality and hinder performance.

Experiments are performed in two different directions, presenting scenarios that
involve spatial non-IID distributions (Section[5.4.T)) and those involving temporal non-
IID distributions (Section[5.4.2). In both cases, all experiments utilize the Digit-five
dataset, which aggregates MNIST, MNIST-M, SVHN, USPS, and Synthetic datasets.
This approach allows to simulate domain shift in P(x) across clients and time without
manually modifying the distributions.

It is important to highlight that performing experiments over only this dataset is
not enough to extrapolate all of the conclusions observed to a general framework.
Each problem in FL has its own particularities and must be studied in depth to cor-
rectly assess a proper algorithmic solution that gets the most of the data collected
and achieve the best possible results. However, this settings are useful to verify the
constraints presented and show how the performance gets worse for standard FL al-
gorithms in the presence of non-IID data.

Across all of the experiments, the model used is a basic Convolutional Neural
Network (CNN) composed of four convolutional layers followed by three fully con-
nected layers. Employing neural networks is a common practice in FL algorithms that
improves the privacy preservation, as the parameters of the network do not present
enough information to retrieve the initial data samples employed to train it. Follow-
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ing this approach, each participant of the training process shares its parameters with
the central orchestrator, maintaining its local data private.

With the results obtained both in spatial and temporal settings, it is clear that
FedAvg, an standard state-of-the-art algorithm for FL, is seriously affected by the
presence of non-IID data across its participants and also over time, and the perfor-
mance achieved can be improved with algorithms specifically designed for those kind
of scenarios, leveraging the information provided by the constraints we set previously.

Concerning Chapter [6] in this case we are focusing on the temporal dimension
of non-IID data, presenting situations were concept drift stands as the main difficulty
to achieve a high accuracy in the global model obtained through FL strategies. This
chapter also presents a novel algorithm for FL in Continual settings, CDA-FedAvg,
and the objective of the experiments performed is to showcase how this algorithm
outperforms its standard counterpart, FedAvg.

To evaluate CDA-FedAvg, we selected a challenging real-world scenario: Human
Activity Recognition (HAR) using smartphone data. This dataset comprises sensor
readings for seven activities: sitting, standing, walking, jogging, climbing stairs, de-
scending stairs, and cycling. A distinctive feature of this dataset is that each activity
was recorded with the phone placed in five different body positions, posing a clear
source of heterogeneity. For this dataset, 10 male volunteers aged between 25 and 30
were monitored while performing each of the designated tasks for roughly 20 min-
utes (4 minutes per each placement of the mobile phone). All trials took place indoors
within the same building, except for the activity biking, which occurred outdoors.

To employ this dataset in our time-evolving framework, samples were ordered in
each of the participants according to the mobile phone position, allowing for concept
drift appearances along the training process. It is important to mention that, although
the data collection process of this dataset was configured to get a realistic set of data
that could fit into a real-world problem, it is not a sufficiently general task to be able
to extrapolate the results obtained for every other FL problem that involves a Contin-
ual evolution over time. As we already mention, each problem in real-life should be
treated and studied specifically to get the most out of it.

However, this settings expose a clear realistic scenario where concept drift dam-
ages the performance of standard FedAvg, in contrast with the CDA-FedAvg algo-
rithm, that maintains a high overall accuracy and poses itself as a great alternative to
be taken into account for this kind of heterogeneous scenarios.

Finally, the experiments presented in Chapter [7|focus on spatial non-IID settings,
where the data distribution varies in different proportions across the participants. A
bunch of different scenarios are presented to illustrate both compatible distributions
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with domain shift and also contradictory behaviors between the users. We evaluate
the performance of our novel algorithm H&M-FedAvg and compare it to other state-
of-the-art techniques for both standard FL. (FedAvg) and heterogeneous settings in FL.
(FedProx and Clustered Federated Learning).

All experiments utilize the Digit-five dataset, a widely adopted benchmark for
digit classification tasks that was already explored in Chapter[5] The input images of
this dataset differ significantly across the five sources employed, showcasing a diverse
set of visual features. Each dataset within Digit-five represents a separate domain,
corresponding to a distinct input distribution P(x). Additionally, heterogeneity in
the label distribution P(y|x) is introduced by manually altering the labels of some
samples. Overall, we craft a variety of settings that exhibit varying degrees of non-
IID behavior, affecting both P(x) and P(y|x). By doing so, we can measure the impact
of heterogeneous data at different scales and show the benefits of employing dedicated
algorithms.

The evaluation in this case includes one additional purpose, apart from the obvious
accuracy check of the models obtained: assessing the clustering part of the algorithms.
Each client’s error vector is computed using the H&M-CEL metric and then applying
the DBSCAN algorithm to those vectors.

We further compare our model’s predictive performance within each cluster to
that of the algorithms mentioned before. All competing approaches use the same
Convolutional Neural Network (CNN) architecture for both the global model and each
of the cluster models. Based on the results obtained, H&M-FedAvg gets impressive
results, outdoing its competitors in both the speed of the clustering formation, and
also the accuracy obtained. It is important to mention that this does not mean that
H&M-FedAvg will provide better results for every problem in FL. As we already
remarked, each FL problem may have its own particularities and it is important to
understand them in order to refine these strategies and get the best possible results
with the appropriate learning model.

In the past few years, since it was originated, Federated Learning has consolidated
itself as a promising approach for distributed, multi-device learning. Its framework
presents a scalable architecture with very important advantages for nowadays neces-
sities in the Machine Learning context, such as the user privacy protection. Nonethe-
less, FL is still evolving, and the quest to find an optimal algorithm for real-world
problems remains unsolved. Early designed approaches of FL lack adaptation to the
particularities of the users, as well as a constant and continual reevaluation.

Devices collect information constantly, on a daily basis, forming unbounded sets
of data. For cases like this, data statistics are prone to vary unpredictably over time,
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defying standard FL learning strategies. At the same time, each device has its own
environment, its own capabilities, and its own context, so it can be hard to generalize
the knowledge they all acquire. The main focus of this PhD thesis has been to fully
understand and explain data heterogeneity and propose new learning strategies based
on that understanding.

In the Introduction and Chapter @] we set the basic information gathered prior to
the beginning of this research, and all the important terms and concepts that comply
the starting point for this investigation to commence.

In Chapter ] an extensive review of all technical prior work is done and orga-
nized, setting a classification of non-IID data based on statistical information, and an
empirical confirmation of some useful data restrictions is done, providing a guideline
of essential requirements needed to confront data heterogeneity in real-life tasks.

In Chapter[f] the problem of data heterogeneity over time is formalized and faced,
providing a novel algorithm of Continual Federated Learning: CDA-FedAvg. This ap-
proach presents an extension of standard FedAvg algorithm to the continual paradigm.
It maintains the main advantages of a FL algorithm, like data privacy of the partici-
pants in the training process, and at the same time is able of identifying virtual con-
cept drifts and react to them, increasing the overall accuracy of the resultant learning
model. This approach enables FL over an unlimited period of time without decreasing
its quality and performance, understanding what should be learned, and when. The
final section of this chapter is dedicated to a thorough evaluation of CDA-FedAvg,
comparing it with its predecessor, the FedAvg algorithm, and showing the benefits of
being aware of data concept drifts. Experiments are carried out on a Human Activity
Recognition task.

In Chapter 7} the focus is shifted to the data heterogeneity across the participants
of FL. model training. In this context, it is important to understand the singularity of
each client, and how they can be potentially helped or harmed by the data collected
by each other. To provide a fair, efficient and rigorous metric of their discrepancy,
a novel error function is defined and employed. This new metric, named Hetero-
geneous and Multidimensional Cross-Entropy Loss, gathers the errors obtained by
clients in each of the possible classes of the classification task that is being handled.
In addition, it increases the error on samples that are not labeled correctly, adding a
penalization term in the error function that holds invariant the error on samples cor-
rectly classified. Finally, it considers the median error in each of the classes, which
makes it robust to outlier data samples. With all these ingredients, the Heterogeneous
and Multidimensional Federated Averaging is presented. It uses this error metric to
split participants into clusters that are guaranteed to benefit from collaboration, and
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at the same time prevents undesired results from clients with large differences in their
datasets. Furthermore, this novel metric allows for multiple ways of designing the
resultant algorithm, depending on which distance function is employed to measure
the discrepancies. As in the previous chapter, the final section is dedicated to evaluat-
ing this algorithm, comparing it both with FedAvg and another clustering technique,
Clustered Federated Learning. In all of the scenarios presented, the H&M-Fed Avg
obtains either similar or better results than the other 2, with the advantage of under-
standing the clusters formed, and the velocity for identifying them.

At this point, it can be solidly affirmed that both H&M-FedAvg and CDA-FedAvg
are valuable learning strategies that outperform previous state-of-the-art algorithms
in context of Spatial and Temporal heterogeneity, respectively. As always, the choice
of which algorithm to be employed for a particular task depends on the task itself, and
the environmental conditions it carries.

With this dissertation, the objectives defined in the Introduction have been ful-
filled, and this PhD thesis entails a step forward in data heterogeneity understanding,
and in Federated Learning research. Two alternative algorithms have been proposed,
for tackling either spatial or temporal non-IID data, and both approaches can be com-
bined into a single learning algorithm for specific tasks that require so.
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DE SANTIAGO
DE COMPOSTELA

The objective of this PhD thesis is to face the issue of data heterogeneity when training
a Federated Learning model across several devices or participants.

There exist a lot of previous approaches that aim to solve this kind of situation. In
contrast with them, this dissertation starts with a bird's eye view of the whole data
heterogeneity casuistry. Performing this analysis, data heterogeneity can be rigorously
classified, making specific problems more approachable.

After classifying the data heterogeneity in such a way, two different algorithms are
proposed. On the one hand, we present an algorithm designed for handling time
evolving sets of data. On the other hand, we display an algorithm that focuses on
identifying conflicting data distributions.
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