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The European Union’s (EU’s) regulatory ecosystem presents challenges with balancing legal
and sociotechnical drivers for explainable artificial intelligence (XAI) systems. Core tensions
emerge on dimensions of oversight, user needs, and litigation. This articlemaps provisions
on algorithmic transparency and explainability acrossmajor EU data, AI, and platform
policies using qualitative analysis. We characterize the involved stakeholders and
organizational implementation targets. Constraints become visible between useful
transparency for accountability and confidentiality protections. Through an AI hiring system
example, we explore the complications with operationalizing explainability. Customization is
required to satisfy explainability desires within confidentiality and proportionality bounds.
The findings advise technologists on prudent XAI technique selection given
multidimensional tensions. The outcomes recommend that policymakers balanceworthy
transparency goals with cohesive legislation, enabling equitable dispute resolution.

The member states of the European Union (EU)
aim to advance civil rights and national inter-
ests in developing and deploying information

and communication technologies (ICT). The regulatory
ecosystem set in place by the European Commission
(EC) includes interconnected policies related to foun-
dational drivers like data economy, and key enablers
such as artificial intelligence (AI) and platform services,
as evidenced by definitive planning documents like the
EU Rolling Plan 2022a and 2030 Digital Compass.b

Attention directed at the dignity, freedom, and justice
of EU citizensc is increasingly being translated into

explainability: the ability to understand digital systems,
especially those with sophisticated AI architectures.

Conventionally, explainable AI (XAI) techniques
enhance the transparency of systems by focusing on
making specific AI outputs comprehensible.1 Yet, being
able to deliver explanations regarding this understand-
ing to several users, with different intentions and
expertise, is an open-ended challenge. This is particu-
larly relevant to convey enhanced transparency of
sophisticated AI systems, encompassing their decision-
making process, input data, and other internal variables
as well as their design rationale.

In practice, it is often hard to determine which kind
of information is required. An explanation could be
reproved as not useful, or even jeopardize a third-
party’s privacy and intellectual property (IP). Thus, XAI
applications shall favor AI innovation through major
comprehension under the EU rule of law.

To the best of our knowledge, academic literature
lacks a perspective that examines AI explainability
requirements across multiple EU regulations on data, AI,
and platforms. This article maps explainability require-
ments from EU regulations to operationalization dimen-
sions and involved stakeholders. The former refers to
the various functional targets related to implementing
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explainability in real-world systems.2 The latter refers to
entities like developers, users, and auditors across the
AI system lifecycle.1,3

As a key remark, we note the lack of a single
denotation of explainability for AI systems—which is
intended to serve as a proxy to either ensure regulatory
oversight or serve AI systems’ end users, and also a
burden of proof under legal dispute—within the EU
ecosystem. This ambiguity should not be interpreted
as a lack of consensus or legislative expertise on AI
systems. Instead, it reflects the need to balance EU cit-
izen rights, business secrecy, and innovation across
diverse contexts from system compliance to user serv-
ices and litigation. Yet, we observe how the EU regula-
tory approach may limit end users’ legal recourse
through AI system explanations.

The article is organized as follows. The “Background”
section provides a background on operationalization
of XAI techniques and legal considerations. The
“Explainability in the EU Regulations” section provides
a policy content analysis of EU regulations on algorith-
mic explainability for data, AI, and platforms. The
“Mapping” section maps explainability desiderata in
regulations informed by previous work that defines
dimensions and stakeholders. The “Discussion” sec-
tion highlights contexts of use and constraints around
the mapped dimensions. The “Conclusion” section
concludes with final considerations.

BACKGROUND
Explainability does not exist in a vacuum. Cognitive,
behavioral, and sociotechnical factors constrain
explainer and recipient heuristics.4 Early XAI research
focused on developer-centric solutions, often tied to
mentions of AI principles like fairness and trust.

Initial research on XAI techniques1 focused on
algorithmic interpretability through local approxima-
tions and feature-relevance mappings. However, it
largely overlooked factors like cognitive limitations,
biases, and real-world contextual deployment.3,5

Failure to incorporate contextual factors could jeopar-
dize the effectiveness of AI explanations. Qualitative
research in XAI has underscored the need for safe-
guards to confirm the robustness of explanations.3,6

Despite that, robustness still does not guarantee that
explanations are useful or beneficial for recipients.7,8

The context of use for an explanation is often diverse,
influencing user acceptance, understanding, and task
performance.5,9

Thus, explanations should not be solely perceived
as mechanisms that confirm an AI system’s abilities or
promise added value for users. Even well-articulated,

factual explanations might be overshadowed by the
system’s own accuracy and informativeness if not
effectively designed.10 Furthermore, user acceptance
of an explanation does not automatically equate to
improved comprehension or functional efficiency.
Efforts to bolster transparency via explanations may
inadvertently confuse or reinforce undue beliefs or reli-
ance on the AI system, as defined by the concepts of
information overload paired to automation and confir-
mation bias.5,8

Thus, safeguards like rigorous testing can help bal-
ance transparency to build appropriate trust and avoid
pitfalls. Explainability should be integrated into busi-
ness organizations in ways that account for cognitive
and social biases that shape human judgment (heuris-
tic layers), while also balancing transparency demands
for accountability and oversight with confidentiality of
user data and proprietary models (transparency trade-
offs). As for AI ethics principles, their implementation
shall be conceived as a top-down procedure across an
organization to quantify the potential barriers and risks
that mitigate their efficacy.2

In this vein, growing attention has been redirected
toward AI policy regulation to balance the rule of law
and AI-driven business innovation.11 Such attention
denoted how ensuring compliance over explanation
generation is not just a technical endeavor, but rather
a legal and political one.12

Given the heterogeneity and timing of the EU
agenda on digital transformation fostering ICT services
such as data, AI, and online platforms, single or partial
approaches are now widening the lens from the
presumption of a “right to an explanation” from the
General Data Protection Regulation (GDPR)d to other
regulatory drafts.12,13,14 Yet, no contributions have
mapped algorithmic explainability regulations with the
current EU legal ecosystem.

EXPLAINABILITY IN THE EU
REGULATIONS

To identify relevant legal explainability requirements,
we conducted a structured search using the EurLex
database of EU legislation. We focused on binding poli-
cies related to data, AI, and digital platforms that shape
emerging explainability mandates.

The initial candidate texts were screened to deter-
mine inclusion based on containing provisions on algo-
rithmic transparency or explainability. From the final
selected regulations, we extracted and qualitatively

dFor updated legal document versions, we report in
footnotes links to EurLex official repository: https://eur-lex.
europa.eu/eli/reg/2016/679/oj
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analyzed articles and recitals with explicit mandates
regarding AI system interpretability, transparency, or
explainability.

Through an iterative coding process among multi-
ple researchers, we categorized these legal provisions
into broader explainability themes, dimensions, and
involved stakeholders. This allowed systematic identifi-
cation and synthesis of legal explainability require-
ments across the EU regulatory ecosystem into a
summarized mapping. The interested reader can con-
sult the methodology and codebook, which is available
in the supplemental material15 at http://doi.org/10.
1109/MIS.2024.3383155.

Data Regulations
GDPR
A discussion on the explainability dimension of algo-
rithmic decision-making (ADM) systems and their legal
obligations had already been triggered before the
GDPR’s enactment in 2016.16 The debate concerned
the legitimacy of a “right to an explanation” based on
the interpretation of Recital 71 and Article 22(1) on
automated individual decision making, including profil-
ing. Alongside that, Article 13(2)(f), Article 14(2)(g), and
Article 15(1)(h) regard the information to be delivered
to a data subjecte whenever personal data are col-
lected, have not been obtained, or to confirm data
processing procedures.

The articles mention the right of the data controller
to “meaningful information about the logic involved, as
well as the significance and the envisaged consequen-
ces of such processing for the data subject” in the
automated decision. A direction mentioned in Article 22,
where modalities are defined to appeal to this decision
and contest it, empowers the data subject to not be
exposed “to a decision based solely on automated proc-
essing, including profiling, which produces legal effects.”

Researchers have explored ambiguities around
the requirement to provide information on “the logic
involved” in ADM system outcomes that profile and
affect individuals. The discussion has centered on
whether this requirement pertains to data processing
rationale or fuller transparency, including design choices.
As expounded on by legal scholars,12,13 the term “right”
to an explanation finds a single mention, within a recital,
thus holding no binding power. What makes it problem-
atic in its implementation, however, is also the casuistry
to which it refers.

The context in which an explanationmay be required
is based on cases where an ADM system operates
decisions with legal effects (or the like) on an end user
without any human intervention (“solely”). This delinea-
tion likely invalidates every possible case in which
a human operator contributed to the decision about
the user, whether or not AI systems were used as
decision-making support services.

Regarding the limitations that affect the efficacy of
Article 22, the principle of information proportionality
adopted by the EU is relevant. In Article 15(4), there is a
mention of how an adversary context (i.e., litigation)
jeopardizes this right to obtain information even affect-
ing “the rights of freedom of others.” Furthermore,
norms on business secrecyf offer a disincentive to dis-
close information potentially connected to the inter-
ests of the controller.

In other words, information obtained by an end
user presumably regards only personal data, excluding
ADM systems’ rationale and the related business
design choices conceived. Also, note the lack of legisla-
tive precedents for the GDPR as ruled by the Court of
Justice of the EU.12,13 Constitutional courts can estab-
lish whether an algorithmic system determined a viola-
tion in a specific individual case, yet this will not
constitute a general legally binding standard.

Data Act and Data Governance Act
Although the GDPR lays out harmonized rules regard-
ing foremost the elaboration of personal data, the Data
Governance Act (DGA)g enables the provision of com-
mon interoperable data spaces in strategic ICT sectors
as designed by the EU Digital Compass. Close to its
final draft approval after being proposed in 2020, the
DGA was paired in 2022 with a further bill advanced by
the EC, defined as the Data Act (DA).h

The latter outlines data transfer processes and
addresses potential information abuses that could arise
from contractual imbalances, potentially obstructing
fair access to shared databases. Although the DGA and
the DA primarily ensure legislative norms for data

eTo note, ‘data subjects’ and ‘data controllers’ are common
terms in EU data protection law - the former referring to
users whose personal data is processed, the latter to
entities like developers responsible for data processing.

fReferences to Art. 16 of the EU Charter of Fundamental
Rights; the Directive (EU) 2016/943 of the European
Parliament and of the Council of 8 June 2016 on the
protection of undisclosed know-how and business
information (trade secrets) against their unlawful acquisition,
use, and disclosure: https://eur-lex.europa.eu/legal-content/
EN/TXT/?uri=CELEX3A32016L0943; and the European
Parliament Resolution of 20 October 2020 on IP rights for
the development of artificial intelligence technologies (2020/
2015(ini): https://www.europarl.europa.eu/doceo/document/
TA-9-2020-0277 EN.html
ghttp://data.europa.eu/eli/reg/2022/868/oj
hhttps://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:
2022:68:FIN
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sharing, their direct relevance to ADM systems is less
pronounced, and they could be considered peripheral
to our analysis. Nevertheless, this normative framework
provides insights into what constitutes transparency of
public data, once again emphasizing the principle of
informational proportionality as a cornerstone, as seen
in the DGA’s Article 5 on data reuse conditions.

AI Regulations
Artificial Intelligence Act
The major regulatory instance on AI was proposed with
the initial Artificial Intelligence Act (AIA) draft in April
2021. This subsequently went through extensive debate
and revisions, with the final compromise text officially
approved in December 2023i following trilogue negotia-
tions among EU institutions. The approved Act is
informed by the principle of proportionality of regula-
tory intervention for its horizontal approach to risk, i.e.,
being applied broadly across industrial sectors rather
than being domain specific. Aside from prohibited ones,
this categorization spans three levels of risk—low,
medium, and high—with different application limits,
transparency requirements, and oversight mechanisms.

AI stakeholders are introduced alongside defini-
tions of risk assessment (Article 9), data quality
requirements (Article 10), and extensive technical
documentation for authorities (Article 11, Annex IV);
further, for high-risk systems, key provisions requiring
measures that facilitate user interpretability and
human oversight (Article 14).

For interpretability, Article 13 requires instructions
that explain system capabilities, limitations, and accu-
racy for high-risk systems, while requiring the attach-
ment of instructions for use and “concise, complete,
correct, and clear” information to users with respect to
“characteristics, capabilities, and limitations of per-
formance” [Article 13(3)(b)(ii)].

Since the first draft in 2021, scholars have inquired
what entails the development of “sufficiently” transpar-
ent systems that allow end-user interpretation of the
outputs and enable their appropriate use.12,13,14 To wit,
the criterion of “appropriate” [Article 13(1),(2)] with
regard to the type of transparency hinted at an under-
standing directed for legal sufficiency rather than for
a generic end user. The major issue was balancing
model complexity, end-user expertise, and business
and legal constraints. Indeed, Article 13 does not
provide either standards or procedures for evaluating

such balances,14 allegedly leaving the transparency
assessment to the discretion of the provider of the
high-risk system.13

As for the GDPR, objections to fully interpretable
design criteria have found appeal in the EU directive
that establishes trade secret integrity and IP rights.
Although transparency is desirable to respect EU user
rights, it is problematic to unilaterally maximize an AI
system’s transparency when the same users are not
controlled over possible misuses.17,18 In this regard,
end-user liability can be ascertained from the need,
expressed in Article 13 and Recital(47), for instructions
from the provider to the end user on the intended use.
In addition, Article 13(1) disregarded the possibility of
using interpretability as a burden of proof by third par-
ties affected by the AI system.

After the final draft delivered by the Permanent
Representative Committee in November 2022, the
European Parliament voted in mid-June 2023 to
approve its negotiating position,j including notable
amendments for guaranteeing algorithmic transpar-
ency and individual explainability rights. Among the
changes kept in the approved text in February 2024,
Article 52k requires disclosing AI use in human interac-
tions. Even if some amendments of June 2023 were
not later retained,l most significantly, Article 68(c)
remained. It creates an individual right for those
affected by high-risk AI decisions to receive clear
explanations about the system’s role, main parameters,
and inputs with an explicit mention of the GDPR. How-
ever, exemptions to Article 68(c) remain possible to
protect confidentiality.

Artificial Intelligence Liability Directive
In September 2022, the proposed directive on the
adoption of a system of civil liability for the Artificial

iWe analyze the text version later released by the EU
Council in February 2024: https://data.consilium.europa.eu/
doc/document/ST-5662-2024-INIT/en/pdf, https://europa.eu/
!hjMd9Q

jhttps://www.europarl.europa.eu/doceo/document/TA-9-
2023-0236 EN.pdf
kGeneral purpose AI models (GPAI) are defined as systems
capable of competently performing a wide range of tasks.
Article 52 spans both high-risk as well as GPAI systems
interacting with humans or generating synthetic audio/
video/text content. For GPAI – classified in Art.52a –
requirements mandate transparency documentation disclosing
acceptable uses, data/training processes, model capabilities/
limitations, and content used in Art.52c. But specifics differ and
remain less extensive presently compared to comprehensive
rules for high-risk systems [15].
lWe refer to: (i.) the removed Amend.300 in Art.13 to
strengthen transparency – to “reasonably understand” the
system’s functioning and data used to providers and
users, not just interpret outputs – moved now to
Art.14(4)(c) and Recital (9b) and (47); (ii.) transparency
extensions in Art.29 covered explaining AI logic,
capabilities and limitations (Amend.308, 411, 767), with a
new recital highlighting transparency and explainability to
counter digital asymmetry and “dark patterns”(Amend.84).
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Intelligence Liability Directive (AILD)m was issued to
better define those areas of legislative uncertainty dur-
ing litigation for AI. The proposed AILD is directly rele-
vant to real-world explainability requirements as it
aims to address the liability gaps that could affect
obtaining explanations or recourse.

It makes it easier to bring claims by lowering
evidentiary requirements and allowing representative
actions. A core provision introduces a rebuttable pre-
sumption of causation if three conditions are met:
1) the defendant failed to meet a relevant duty of care,
such as AIA obligations; 2) their fault likely influenced
the AI output or failure to output; and 3) the output or
lack of output caused the damage.

This presumption facilitates establishing liability in
AI-related cases—only within fault-based scenarios—
by connecting the defendant’s actions to the AI sys-
tem’s role in the damage.

Article 3 allows potential claimants and courts to
request the disclosure of relevant documentation and
evidence about specific high-risk AI systems from pro-
viders or users. This can help claimants access neces-
sary information to determine whether an AI system
caused damage. Recitals 16–21 further explain how this
allows claimants to identify liable persons and sup-
ports the plausibility of contemplated claims.

The court is empowered to access AI system docu-
mentation and design, as stated in Article 4, to validate
what is referred to at the time of the inspection as a
presumption of causality between the damage pro-
duced and the system’s design. Interestingly, Article
4(2)(b),(c) refers to Article 13 of the AIA if providers do
not meet transparency and oversight requirements for
AI system design and development.

As Recitals 22–30 describe, proving causation can
be difficult in AI-enabled damage scenarios given
complexity and opacity. Recital 28 specifies how
explanations relate to proving causation for opaque AI
systems. The duty of care of an AI provider focuses on
demonstrating to a mandated supervisory body that
the system was compliant with only its instructions for
use and documentation. This likely invalidates the possi-
bility for end users to interpret system outputs or receive
explanations as a burden of proof under litigation.19

Platform Services Regulations
Digital Service Act
The Digital Service Act (DSA)n defines intermediary
due diligence obligations and conditions for liability

exemptions related to digital online services, including
platforms for online shopping, content sharing, cloud
and messaging services, and marketplaces. The DSA
distinguishes among intermediary services, hosting
services like online platforms and very large online plat-
forms (VLOPs).

To enhance transparency in content moderation,
the DSA requires all intermediary services to designate
a legal representative and describe their methods,
including the use of ADM systems. Providers must also
offer notice mechanisms for allegedly illegal informa-
tion (Articles 9 and 15) and clearly explain terms and
conditions for managing third-party content (Article 14).

For advertising, Recital 68 enhances transparency
for users in platform services through “meaningful
explanations” around the ad and such profiling refer-
ring to the GDPR. Article 26 requires online platforms
to provide transparency into how users are advertised
to; VLOPs using recommender systems (Article 27) are
subject to audits on activities like profiling and target-
ing recipients, having to explain “design, the logic, the
functioning and the testing of their algorithmic sys-
tems” [Article 40(3)].

Similarly, Recital 141 defines the Commission to
request documentation and explanations about algo-
rithmic systems from all providers. Article 69(2)(d) and
(5) grants the Commission authority during inspections
to examine algorithms and require platforms to explain
system functionality, data practices, and business con-
ducts. Additionally, Article 72(1) enables the Commis-
sion to monitor compliance of VLOPs and search
engines by ordering access to databases and algo-
rithms, and requiring related explanations via appointed
experts [Article 72(2)].

These provisions focus on oversight and compli-
ance rather than mandating interpretability, yet pro-
vide authorities with the tools to request explanations
about VLOPs’ algorithmic and data systems, enabling
investigation of AI systems even if it does not prescribe
specific explainability standards.

Digital Markets Act
Although the DSA is focused on regulating online plat-
forms, the Digital Markets Act (DMA)o aims to regulate
the access of companies to digital markets and serv-
ices. Specifically, it seeks to prevent companies from
abusing their position in the market by imposing unfair
conditions on other companies in terms of gatekeeper
access. In addition, the DMA puts requirements on
companies to share data with competitors, which
could lead to increased competition. In regard tomhttps://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:

52022PC0496
nhttp://data.europa.eu/eli/reg/2022/2065/oj ohttps://eur-lex.europa.eu/eli/reg/2022/1925/oj
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explainability, Article 21(1),(2) and Article 23 empower
the EC to request information and conduct inspections
to access data, algorithms, testing information, and
business practices from gatekeepers. This enables
transparency and oversight into the technical pro-
cesses behind gatekeepers’ AI systems as well as their
organizational operations.

MAPPING
To present a comprehensive taxonomy of the differ-
ent functions that correspond to an explanation, we
report specific articles and their related recitals in
Table 1. The table categorizes regulations by the
explainability dimensions and stakeholders they
address, providing a useful overview of existing regu-
latory requirements related to the interpretability and

explainability of AI systems arising from the policy
content analysis.

The table is divided into two main sections:
“Explainability Dimensions” and “Stakeholders.” The
former refers to the different aspects of AI and ADM
systems that require explanation, while the latter refers
to the entities involved in the AI lifecycle who either
provide or receive them.

For dimensions, we consult previous mapping work
on the operationalization of ethical principles in the AI
lifecycle by Georgieva et al.2 Their classification is
divided into explainability targets such as technical
for traceability and system description, process for
decision-making process criteria, and business for
organizational decision-making processes and system
design criteria.

TABLE 1. Mapping of articles referring explicitly to interpretability and explainability dimensions in the EU regulations for
AI and ADM systems. For the AIA, only high-risk AI systems are considered. The relevant recitals related to an article’s
provisions are reported. The explainability dimension(s) covered in the article’s provision are signaled with an “[x]” if explicitly
mentioned, and an “[�]” to design potential desiderata. Stakeholder(s) are marked with [G]: giver of an explanation; [R]:
recipient of an explanation; and [I]: interpreter. GDPR: GDPR (2016/679); AIA: AIA Draft (2021/0106); AILD: AILD (2022/0303);
DSA: DSA (2022/2065); DMA: DMA (2022/1925).

Explainability dimension(s) Stakeholder(s)

Recital Data Process Business Auditor Provider User

GDPR — — — — — — —

Article 13(2)(f),
14(2)(g), 15(1)(h)

[60] [�] [�] [x] — [G] [R]

Article 22(3) [71] [�] [x] — — [G] [R]

AIA — — — — — — —

Article 13(1),(3) [14a], [47] [x] [x] — — [I] —

Article 14(4)(c) [48] [x] [�] — — [I] —

Article 52(1) [48], [70a] — [�] [x] — [G] [R]

Article 68(c) [84b] [x] [x] [x] — [G] [R]

AILD — — — — — — —

Article 3(1) [16]–[21] — [�] [x] [R] [G] —

Article 4(4),(5) [22]–[30] — [x] [�] — [G] [R]

DSA — — — — — — —

Article 27(1),(2) [68] [�] — [x] — [G] [R]

Article 40(3) [141] — [x] [x] [R] [G] —

Article 69(2)(d),(5) [146] [�] [x] [x] [R] [G] —

Article 72(1) [93], [141] [x] [x] [�] [R] [G] —

DMA — — — — — — —

Article 21(1),(2) [81] [x] [x] [�] [R] [G] —

Article 23(2)(d),(4) [83] [�] [�] [x] [R] [G] —
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We build on these distinctions to account for a con-
textual understanding during the due diligence phase
or litigation associated with the stakeholders involved
in the AI lifecycle. Explainability requirements are also
considered in the sociotechnical context of data and
platforms use where an AI system can be implemented.

Under data, we intend both the temporal side of
accessibility and fruition in the ex-ante coordinates
(i.e., access to databases) and after processing of the
AI system (i.e., data output), but also their topology
(i.e., user profiling or a reference-sampled group).
Under process, we refer to the architecture and capa-
bilities of an AI system. Under business, we refer to the
business choices that designed the AI system, the
acknowledgment of the user interacting with it, and
also the social effects of an AI system that shapes an
organization’s business policy and affects third parties.

As previously illustrated in the “Explainability in the
EU Regulations” section, articles and recitals may
ambiguously define interpretability or explainability tar-
gets. For example, the “logic involved” concept in Arti-
cle 22 of the GDPR varies case by case, allegedly
including only the processing of personal data to sys-
tem design and the related business choices.

As a precaution, we use the tilde symbol to desig-
nate legislative ambiguity on what (target) can be
explained. In addition to the table, we define how
(type) something can be explained. We draw on the
typology advanced by Cabitza et al.20 for their degree
of sufficiency in covering the major casuistry for AI
explanations.

Their work differentiates explainability types as
computational (i.e., how the algorithm produced any
output), mechanistic (i.e., why so), justificatory (i.e.,
why the output is deemed right), causal (i.e., which fac-
tors and how the output was caused), informative (i.e.,
implications of the output), and cautionary (i.e., the
uncertainty behind an output). In line with these con-
siderations, we view types of explainability desiderata
as neither mutually exclusive nor rigidly defined.

However, we do identify certain interpretative
tendencies. Mechanistic and computational types
potentially encompass the enhancement of technical
interpretability via XAI methodologies to describe an
AI system’s data output and process. Justificatory and
causal explanations are desirable when a business
explanation needs to be provided and supported by
technical explanations, establishing a heuristic ground
truth of the system being explained. These explana-
tions could also serve as evidence subject to cross
examination under litigation. Informative and caution-
ary explanations, on the other hand, add layers of
semantic granularity, i.e., they advance epistemological

knowledge about the system analyzed. Their teleologi-
cal nature addresses future uncertainty and is more
closely related to business explainability, informing
users or organizations about remedies to achieve com-
pliance or improve user services.

For stakeholders, we advance three macro catego-
ries emerging from the analysis of regulations. By user,
we mean service clients, data subjects, or claimants;
by provider, we refer to both AI providers and general
deployers of ADM systems, also in platform services;
with auditor, we intend oversight bodies, including
legal persona delegated to conduct audits.

DISCUSSION
Building on the mapping of explainability dimensions
and provisions in the “Explainability in the EU Regu-
lations” and “Mapping” sections, this discussion
explores the competing tensions around explainability
situated across various contexts of use, from oversight
procedures to user services and litigation dispute, as
shown in Figure 1. Balancing transparency for account-
ability with confidentiality concerns emerges as a cen-
tral challenge. Regulators seek explainability to audit
systems, while providers shield proprietary details.
Users impacted by AI decisions desire recourse through
understanding, but legal and technical ambiguities
persist around useful explainability. We propose a
functional view of explanation types2,20 based on
these scenarios.

To illustrate core explainability issues independent
of a specific regulatory context, we present an example
of an AI hiring system in an online platform, e.g., for job
advertising and screening, to be deemed high risk
under the AIA. Through this example, we explore cross-
sector tensions between explainability desires and
transparency barriers. Rather than focus narrowly
on hiring, we aim to highlight key considerations for
trustworthy AI broadly. By anchoring analysis in this
scenario, we strengthen the principles of ethical AI
with the practical challenges organizations encounter.

Explainability for Controller Oversight
AI explainability can be leveraged as a risk manage-
ment tool in oversight procedures. Auditors, related to
the EC or national legal bodies, request explainability
from AI/ADM service providers or deployers to ensure
legislative compliance.

Requests for explanations can occur either as a
standard oversight procedure (e.g., for job platforms
that advertise in the DSA) or as an exceptional case
due to litigation (e.g., for an alleged presumption of
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causality on the harms produced by faults in an AI sys-
tem over a claimant in the AILD).

Explainability, during an oversight procedure, is
addressed transversely in an organization. Even if
explanations are generated automatically by an XAI
technique, liability spans across an organization’s
managerial-empowered figures (e.g., data protection
officers or C-suite) or technical ones (e.g., data scien-
tists and engineers). Legal dispositions generally inter-
pret explainability as granting access to data, algorithms,
and business models. Maintained confidentially within
supervision bounds, transparency constraints during
disclosure should be minimal given the binding power
of regulations.

During oversight, auditors are expected to specify
the scope of supervision, outlining the process, objec-
tives, and involved systems. They can request explana-
tions be given to providers for specific remedies over
preliminary noncompliance, e.g., whether an AI or ADM
system in a provider’s platform (DSA—Articles 69 and
72) might bias results in recommending job announce-
ments to certain demographics of applicants. The
companies that use these high-risk AI systems must
provide clear and meaningful explanations of their
decision-making processes, including the AI system’s
role, main decision parameters, and related input data
[AIA—Article 68(c)].

Despite the principle of proportionality, the suffi-
ciency level needed to satisfy an audit scope seems to
be at the auditor’s discretion, leaving room for interpre-
tation regarding the target and type of explanation.

Transparency Tradeoffs
The regulations also allow for exceptions or restrictions
to full transparency under certain conditions.

According to Article 68(c)(2) of the AIA, the obliga-
tion to provide explanations does not apply to the use
of AI systems for which exceptions or restrictions are
provided under EU or national law, as long as they
respect fundamental rights and are deemed necessary
and proportionate.

At the organizational level, exposing additional
information might endanger business secrecy as well
as third parties. Aside from users maliciously exploiting
the system, public exposure of its features might disin-
centivize market competitiveness of AI-empowered
services offered by a provider. This could discourage
providers’ business drivers due to enhanced EU regula-
tory pressure. Yet, regulatory prototyping could reduce
compliance costs, informing the debate on standardi-
zation practices.11

Additionally, measures to shield business secrecy and
IP are defined in the DMA to protect against unfair digital
market competition. In this vein, as an example, Article
3(4) of the AILDmentions the Trade Secret Directive (EU)
2016/943 as a baseline for evaluating proportionality
and confidentiality of information being disclosed.

Aside from directly affected organizations, increas-
ing transparency may endanger the privacy of third
parties if differential measures are not set in place. This
might result in a GDPR violation to implement appro-
priate technical and organizational measures to ensure
a level of security appropriate to the risk (Article 32).
This type of breach primarily regards interpretability
and explainability on target data, even before algo-
rithms and business.

Viable XAI Solutions
When implementing explainability for regulatory over-
sight of the AI hiring system, several XAI approaches can
help balance compliance needs with other constraints.

FIGURE 1. Contexts of use highlighted by discrepancies within different stakeholders involved in the generation and reception of

explanations. On an outside layer, transparency constraints are found relative to different contexts of use. An additional axis is

proposed to locate the explainability area from AI or ADM systems, respectively, to the business organization.
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Context-aware, participatory design processes are
imperative to reconcile transparency for accountability
with confidentiality of user data and business practices.

Inspecting globally interpretable models like gener-
alized additive models (GAMs),1 despite their limited
applicability to high-risk systems if constituted of com-
plex deep neural networks, could provide regulators
with insights into feature impacts on hiring decisions
in a globally interpretable way while protecting raw
parameters. Interactive counterfactual scenarios tai-
lored to the hiring context could also demonstrate how
changes to applicant profiles alter outcomes—without
exposing personal information if properly aggregated—
while still considering their reliance on assumptions
about feature independence and locality that may not
fully hold.

However, inherent tensions remain between open-
ness for avoiding direct and indirect discrimination and
protecting legitimate trade secrets. Advanced techni-
ques like multiparty computation through federated
learning could enable collective auditing without
exposing raw data, but incur substantial coordination
costs, especially for smaller organizations.

Overall, the precise XAI techniques used in the
hiring system must be selected based on legal guid-
ance under EU nondiscrimination law and extensive
consultation across affected stakeholders. The explan-
ations that are sufficient for regulatory compliance
differ from those that are useful for applicants or the
business itself.

Explainability for User Services
Although explainability serves accountability purposes
for regulators, additional considerations arise around
useful explainability for the end-user groups affected
by AI systems.

In the AIA, Article 68(c) grants individuals affected
by high-risk AI decisions the right to request clear
explanations about the system’s role, main parameters,
and related input data. In a similar vein, the GDPR and
Recital 68 in the DSA hint to such recoursemechanism.

Additionally, Articles 13 and 52 in the AIA require
that high-risk AI systems be designed and developed
to ensure sufficient transparency for providers, users,
and affected individuals to reasonably comprehend
and interpret the system’s functioning.

Applied to a hiring context [high-risk scenario for
the AIA, (Annex III)], this means that the applicants not
selected by an AI screening system could seek under-
standable explanations about how the system contrib-
uted to the decision, which key factors and applicant

profile features influenced the outcome, and which
personal and training data were utilized.

Together, these provisions aim to make the opaque
AI systems used in impactful contexts, like hiring, more
transparent and explainable to those affected and
obliged to deploy them responsibly. However, tensions
around useful explainability, accountable oversight,
and legitimate secrecy persist.

The degree of sufficiency for the target and type of
explanation remains undefined. For instance, it is
unclear what constitutes relevant input data [AIA—
Article 13 and Article 68(c)] and whether it refers to per-
sonal information or general training and fine-tuning
data. Similarly, the term parameters involved [Article
68(c)] could be interpreted as referring to feature rele-
vance, but this is not explicitly stated. The overall design
of the high-risk AI system is also to be explained, but the
level of granularity required is not specified.

In terms of XAI methods,1 local interpretable
model-agnostic explanations (LIME) provides intuitive
local explanations by constructing linear surrogate
models to approximate the behavior of complex machine
learning models like deep neural networks. Despite nonli-
nearity in the full model, LIME allows for interpreting
individual predictions locally. Alternative techniques
like shapely additive explanations can explain nonlinear
models but require disclosure of global model mechan-
ics, which could reveal IP. Interactive counterfactual
interfaces enable applicants to tweak inputs and visual-
ize outcomes, empowering them to improve future
job applications.

Yet, safeguards like differential privacy and access
controls are imperative when exposing counterfactual
features as excessive transparency risks of users
unfairly exploiting it.11,17 Multimodal explanations that
combine saliency maps, partial dependence plots, and
natural language could provide complementary views
for end users with different backgrounds. But robust-
ness to perturbation, cognitive load, and user fatigue
require careful, human-centered design.5

Therefore, considering evaluation metrics and con-
ducting empirical studies to validate explanation quality
across user groups is critical.8,9 Beyond picking con-
venient XAI techniques, responsible implementation
demands extensive testing to ensure that explanations
truly empower users without introducing harms.4,17

Explainability for Litigation
When alleged harms prompt legal action, explanations
face renewed scrutiny in litigation contexts, subject to
evidentiary standards.
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Under the GDPR and the AIA, an explanation would
likely focus on the processing of end users’ personal
data, without revealing the decision-making process
and design choices made by the AI provider. The
choice of XAI methods is left to the provider’s
discretion, and such a provision likely holds an exempli-
ficative value [AIA—Article 14(4)(c)]. This discretion
does not ensure reference standards or evaluation
criteria regarding the suitability or accuracy of the
provided method.

Therefore, beyond the context of oversight, end
users are likely exempted from any legal recourse
within their interpretation or explanations as explana-
tion types are upon providers’ discretion.12,13 This could
foster a context of information asymmetry where
providers have no real incentive to use interpretable
models to safeguard business secrecy, nor are con-
sidered liable once generic instructions or explanations
are generated.

In a class-action lawsuit alleging a discriminatory
effect of the AI hiring system, the company would need
to reveal the model’s inner workings to an auditor,
including the features it considers and their assigned
weights. Under the proposed AILD, if claimants provide
sufficient evidence of system opacity or complexity,
they can appeal for a court-ordered audit process. The
court could access the AI system’s documentation and
design to validate a claimant’s allegations. Failure to
meet this interpretability requirement (AIA Article 13)
could be used against the company in court. Con-
versely, the company could argue a lack of system
compliance with its instructions for use and documen-
tation, shifting liability to the end user.

In this hiring-litigation scenario, automated explan-
atory systems could enforce presumptive causality,
disincentivizing providers’ XAI use because it risks
becoming a burden of proof against them. Yet, interpret-
ablemodels like GAMs offer explanatory compliance evi-
dence without full model exposure. The counterfactual
scenarios tailored to hiring contexts may also show-
case nondiscrimination through localized tweaking
inputs, with proper anonymity protections.

Overall, selective XAI techniques are beneficial if
compliance can be demonstrated without requiring
full model disclosure. Informative explanations could
reflect adopted design criteria, while cautionary ones
could outline uncertainties around instructions and
intended use.20 Companies shall proactively adopt suit-
able explainability to verify fairness and mitigate litiga-
tion risks, with awareness of the tradeoffs between
court-mandated transparency and legitimate secrecy
around proprietary models.

CONCLUSION
Explainability principles endorsed through regulations
must balance transparency for accountability with
confidentiality barriers and recourse obstacles. This
analysis highlighted the open challenges that transi-
tion ideals into organizational processes.

Central findings have emerged for managing ten-
sions. Theoretically, first by balancing transparency for
accountability against confidentiality protections. This
translates to an explanation typology that spans tech-
nical functions justifying system logic, to informative
ones guiding business practices. Practically, organiza-
tions must proactively adopt lawful, customized trans-
parency that balances compliance risks and constraints.
Standardization efforts should acknowledgemultidimen-
sional tensions between principles and organizational
processes. Technologists, specifically, must assess
explanations to empower users without introducing
new barriers or potential harms.

Further empirical research can provide nuanced
insights into realizing explainability amid constraints,
directing policy and enforcement. Overall, explainabil-
ity requires a context-aware customization that balances
demands and protections. But legal compliance alone
does not guarantee ethical deployment absent remedies
that enable individuals, especially vulnerable ones, to
challenge the algorithmic decisions that affect them.
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