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None of us is as smart as all of us.
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Resumo

Dende hai xa un par de décadas a nosa sociedade estd a experimentar unha auténtica explosion
tecnoldxica. Isto trae da man unha serie de cambios ao noso redor, entre os que destaca a
progresiva integracion de ‘dispositivos intelixentes’ en multitude de tarefas do noso dia a dia.
O exemplo madis claro € o dos nosos teléfonos mdbiles, tamén cofiecidos como smartphones,
dos que xa non nos afastamos nin un intre. Sen embargo, non sé estamos a falar dos mébiles,
senén tamén doutros trebellos como os dispositivos de vestir (wearables), os robots de servizo
persoal, as ‘cousas’ da Internet das Cousas (Internet of Things), etc. En definitiva, aparellos
multi-funcién equipados con tecnoloxia punta que cada vez ofrecen mellores prestacions. Son
precisamente 0s avances na sensorizacion, conectividade e capacidade de computo as que estdn
a facer que o volume de datos xerado por estes dispositivos medre moi rapidamente. Tales
cantidades de informacidn, dispofiibles en tempo real e procedentes de entornos tan diversos,
abren un amplo abano de oportunidades de aplicaciéon nunha chea de eidos: educacion,
saude, deporte, viaxes, banca, coidado do forgar, interaccion social... Se facemos un bo uso
destes datos, os dispositivos poden poiierse ao servizo da sociedade, traballando de xeito madis

intelixente e auténomo.

A aprendizaxe automadtica é a rama da Intelixencia Artificial que procura o desenvolve-
mento de algoritmos que outorgan 4s mdaquinas a capacidade de aprender por si mesmas a
resolver problemas complexos basedndose en datos de experiencias previas. No contexto
‘multidispositivo’ no que vivimos, o emprego de técnicas de aprendizaxe automatica facilitara
non sé que estes aparellos aprendan, senén tamén que evolucionen e axusten o seu comporta-
mento co paso do tempo. A finalidade dltima de calquera proceso de aprendizaxe automadtica
¢ crear un modelo de inferencia que sexa capaz de tomar boas decisidns cando se enfronte a
novas situacions nunca antes vistas. Cando se trata de multiples dispositivos distribuidos, cada

un deles recollerd os seus propios datos, tales como medicidns de sensores, imaxes, videos,
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ubicacidn, etc. A informacidén local dun s6 dispositivo non abondard para obter un modelo
robusto, canto menos nun prazo de tempo razoable. Pola contra, a colaboracién entre os
distintos dispositivos, aprendendo dunha maior cantidade e variedade de datos, € un bo xeito

de acadar un bo rendemento, asi como unha mellor capacidade de xeneralizacion.

O xeito mdis inmediato de levar a cabo esta aprendizaxe multidispositivo seria enviar
tédolos datos, desde cada un dos dispositivos, a un servidor central, na nube. Alf seria relati-
vamente doado procesalos e obter un modelo funcional. Sen embargo, este enfoque en xeral
non € viable, dado que presenta ddas limitaciéns importantes. Por un lado estd a violacion da
privacidade dixital dos usuarios. Un dato privado € calquera peza de informacién que permita
identificar a unha persoa na rede. Por exemplo, o seu NIF, nimero de teléfono, direccion,
imaxes, videos, historial de bisqueda do navegador, etc. Nos dltimos anos, comezaronse
a implementar estritas lexislacions en todo o planeta que limitan a recollida e almacenaxe
centralizado destes datos para asi protexer aos consumidores. Por exemplo, no caso da Unién
Europea, contamos co Regulamento Xeral de Proteccion de Datos (RXPD). O outro problema
deste tipo de solucidns centralistas estd relacionado coa sua escalabilidade. Xuntar tédolos
datos nun dnico punto da rede vai da man dun elevado nimero de comunicaciéns entre o
servidor e os dispositivos. Ademais, o procesamento da informacién pode levar moito madis
tempo que se o fixésemos en paralelo tomando porcidéns mdis pequenas. Estes custes en alma-
cenamento, comunicaciéns e computacion poden medrar exponencialmente conforme medra
o nimero de dispositivos involucrados. En definitiva, podemos afirmar que calquera proposta

centralista volvese, dunha forma ou doutra, inviable.

Unha mellor opcién para aprender neste tipo de escenarios, onde os datos estdn espallados
por natureza, é facelo de xeito distribuido. E dicir, conservando a infromacién privada
localmente, nos dispositivos, de modo que sexan eles mesmos os que aprendan o modelo.
Neste contexto xorde a aprendizaxe federada (en inglés, federated learning). Tratase dun novo
paradigma de aprendizaxe automatica proposto orixinalmente por Google en 2016. A idea é
aprender o modelo colaborativamente, levando a cabo una serie de ‘roldas de adestramento’
que alternan entre actualizacidns locais e consensos globais. Habitualmente, o modelo que se
constriie é unha rede neuronal profunda, ou DNN (do inglés, deep neural network), composta
por un conxunto—en xeral, moi grande—de pardmetros. O proceso de adestramento consiste
en axustar os valores destes pardmetros entre todos os dispositivos, denominados ‘clientes’.
Ao principio, os pardmetros son inicializados con valores aleatorios no servidor e compartidos

con todos os clientes. Feito 1so, comezan as roldas de adestramento. Cada cliente fai un
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axuste local dos pardmetros en base aos seus datos privados. Para isto empréganse técnicas
de optimizacién como as baseadas no descenso estocdstico do gradiente, ou SGD (do inglés,
Stochastic Gradient Descent). Logo, os clientes envian as actualizacions de volta 4 nube
mentres o servidor agarda por todas elas. Cando xa todos os clientes fixeron a sia aportacion,
o servidor leva a cabo a fase de consenso global, que normalmente consiste en facer unha media
ponderada para cada un dos pardmetros. Con isto remata a primeira rolda de aprendizaxe,
pero o proceso repitese as veces que sexa oportuno: o servidor comparte 0s novos parametros
consensuados cos clientes, estes realizan un novo axuste, etc. Ao remate, obtense un modelo
que € capaz de xeneralizar o cofiecemento de tédolos participantes sen que eles tefian que
revelar informacién privada. Ademais, a carga de traballo do lado do servidor € reducida,
xa que a maior parte do computo recae nos clientes, polo que se mellora a escalabilidade do

sistema.

Pese a que a aprendizaxe federada xa se ten aplicado con éxito en diversos casos de
uso (texto preditivo, deteccion de software malicioso, diagndstico médico, etc.), tritase dun
paradigma moi recente e ainda queda moito traballo por diante para que se convirta nunha
tecnoloxia madura. Sen dubida, un dos retos que estd atraendo mdis a atencién dos inves-
tigadores € desenvolver algoritmos federados que sexan robustos a escenarios onde os datos
tefien propiedades estatisticas variables. Dita variabilidade pode atender a dous eixes. O
primeiro € o eixe espacial, que abarca todas aquelas situacions nas que as distribucions locais
dos datos dos clientes son moi dispares, o que se cofiece como datos ‘non-IID’ (do inglés,
non independent and identically distributed). O segundo € o temporal, pois ten que ver con
fluxos de datos non estacionarios, € dicir, que van cambiando ao longo do tempo. Se ben
existen xa bastantes traballos que procuran dar solucion a problemas no eixe espacial, apenas

hai propostas no eixe temporal.

A préctica totalidade de algoritmos—non s6 federados, senén de aprendizaxe automética
en xeral—asumen que os datos de adestramento son tomados dunha distribucion estable e
estacionaria. Isto, sen embargo, € pouco habitual nos problemas reais. Menos o € ainda en
contextos que involucran a multiples dispositivos, onde a interaccion destes cos seus usuarios
e co entorno € frecuente. Aprender un modelo neste tipo de situacidns € complexo. Por un
lado, non podemos asumir que haxa datos no comezo, senén que irdn estando dispoiiibles co
tempo. Polo tanto, 0 modelo terd que ser aprendido pouco a pouco, de maneira gradual. Por
outra banda, o fluxo de datos € potencialmente infinito, pero non asi o noso almacenamento.

Dagquela, non serd viable tratar de gardar todos os datos na memoria, senén que teremos que
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eliminar a informacién segundo a vaiamos procesando. Finalmente, hai que ter en conta que
as propiedades estatisticas dos datos poden variar co tempo de maneira imprevisible. Isto
quere dicir que, xeneralmente, non poderemos anticiparnos aos cambios. Este fendmenos
€ o que se conece como ‘deriva de concepto’, ou concept drift, en inglés. Unha deriva de
concepto soe traducirse en que o modelo aprendido en base a experiencias previas xa non
se axusta ben aos novos datos, o que leva a unha caida no rendemento. A solucidén pasa
por detectar cando se dan estes cambios para asi actualizar o modelo en consecuencia. E
importante destacar que, nos problemas multidispositivo, aprender de maneira continuada a
partir de datos non estacionarios volvese ainda mdis complexo. Cada dispositivo terd que
operar sobre un fluxo de datos local independente. Polo tanto, non € realista asumir que todos
eles traballardn ao unisono de maneira coordinada para adestrar un modelo federado. Mais
ben, cada cliente colaborard ao seu ritmo, procesando datos a velocidades distintas, podendo

conectarse e desconectarse en calquera intre, etc.

O obxectivo desta tese de doutoramento € o de desenvolver novas estratexias de aprendizaxe
federada que, mantendo tddalas vantaxes que esta tecnoloxia xa proporciona, permitan tamén
lidar con escenarios continuos, en situacions non estacionarias suxeitas a derivas de concepto.
Deste xeito, ao longo do presento documento propofiemos novos algoritmos de aprendizaxe
federada continua e aplicdmolos e avalidmolos en distintos casos de uso relacionados coa
telefonia mobil e a robdtica de servizos. A tese estrutiirase nun total de seis capitulos. No
Capitulo 1 presentamos o problema da aprendizaxe federada continua, a nosa motivacion e
os obxectivos que abordamos. No Capitulo 2 facemos unha revisién en profundidade do
estado da arte, centrdndonos en particular na aprendizaxe federada e a deriva de concepto. Os
Capitulos 3, 4, e 5 recollen as nosas contribucidns principais. Ao longo deles propofiemos
diferentes estratexias de aprendizaxe federado e continuo: CDA-FedAvg, ECFL e FLf{D.
Ademais, avaliamos as nosas propostas en distintos casos de uso, incluindo o recofiecemento
da actividade humana en smartphones e a asistencia a usuarios en cadeiras de rodas robdticas.
Finalmente, no Capitulo 6 achegamos as nosas conclusiéns e tamén facemos unha reflexion
sobre as futuras lifias de traballo. A continuacién imos describir cun pouco mdis de detalle

cada unha das contribuciéns principais.

No capitulo 3, formalizamos o problema da aprendizaxe baixo deriva de concepto en sis-
temas multidispositivo. Asi mesmo, propofiemos unha primeira aproximacion 4 aprendizaxe
federada continua: CDA-FedAvg (do inglés, Concept-Drift-Aware Federated Averaging). O

noso método € unha extension de FedAvg, o algoritmo madis popular a dia de hoxe en apren-
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dizaxe federada. CDA-FedAvg mantén todas as vantaxes de FedAvg, incluindo a proteccién
da privacidade dos clientes, pero sendo ademdis capaz de detectar derivas de concepto vir-
tuais e adaptarse a elas. Unha deriva ‘virtual’ é unha variacién na probabilidade marxinal
do espazo de entrada (€ dicir, non afecta 4s saidas que, como respostas discriminadas polo
modelo, seguerdn sendo as mesmas). En CDA-FedAvg, cada cliente dispon de diias memo-
rias: unha a curto prazo e outra a longo prazo. A memoria a curto prazo permite analizar de
maneira continua, en tempo real, o fluxo de datos local. Para detectar as derivas conceptuais,
emprégase un algoritmo que, dada unha medida de confianza obtida para cada mostra da
memoria a curto prazo, € capaz de cuantificar a disimilitude entre as distribuciéns dos datos
madis antigos e dos novos. Se se produce unha deriva (alta disimilitude), o modelo federado é
actualizado empregando unha técnica cofiecida como rehearsal, que basicamente consiste en
efectuar novas roldas de adestramento empregando datos tanto novos coma vellos. Para iso,
almacénase na memoria a longo prazo un conxunto de datos representativo de cada concepto.
Deste xeito, CDA-FedAvg permite levar a cabo un adestramento durante longos periodos de
tempo sen que se produzan caidas de rendemento. O método € capaz en todo momento de

determinar cando debe aprender e que informacion debe empregar para elo.

Xa comentamos antes que a gran maioria de propostas de aprendizaxe federada consisten
no adestramento distribuido e paralelo dunha DNN. De feito, os métodos habituais para a
agregacion global estdn especificamente desefiados para este tipo de algoritmos. Se ben
as DNNs proporcionan bos resultados nunha chea de aplicacions, tamén presentan certas
limitacions, como a complexidade computacional, a opacidade nos modelos ou a tendencia
ao ‘sobreaxuste’. Porén, existe unha necesidade por explorar novas solucions federadas que
permitan traballar con outras estratexias de aprendizaxe distintas 4 DNNs. Con isto en mente,
no capitulo 4 introducimos ECFL (Ensemble and Continual Federated Learning). Trétase
dunha arquitectura baseada en comités (ensembles) para a aprendizaxe federada continua. Un
‘comité’ consiste en combinar as predicions feitas por multiples modelos para dar unha tnica
resposta consensuada. N&s propomos que o modelo federado sexa un comité, de xeito que
estea composto de multiples modelos locais independentes, un por cliente. Isto permite levar
a cabo o adestramento federado sen restricions sobre o tipo de algoritmo de aprendizaxe a
empregar, o que lle outorga 4 nosa proposta certa vantaxe en canto a simplicidade, flexibilidade
e robustez. ECFL tamén estd desefiada para aprender ao longo do tempo. Por unha banda, de
xeito similar a en CDA-FedAvg, integra mecanismos de deteccion e adaptacién aos cambios.

Neste caso, manter o comité global actualizado € tan sinxelo como trocar modelos locais
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obsoletos por outros mdis recentes. Ademais, grazas a un sistema de etiquetado baseado na
confianza do modelo global, permite traballar con fluxos de datos onde a informacién esta
parcialmente etiquetada ou a dispofiibilidade de etiquetas non € inmediata. Finalmente, cabe
tamén destacar que a nosa proposta incorpora un sistema de selecciéon de modelos locais,
denominado DEV (Distributed Effective Voting), que lle permite filtrar do comité a aqueles

clientes que aportan pouco ao conxunto ou que incluso resultan prexudiciais.

Ambalas dias propostas que acabamos de describir, CDA-FedAvg e ECFL, foron ava-
liadas en profundidade. Levamos a cabo experimentos e simulacions empregando distintos
conxuntos de datos e escenarios. Principalmente, as probas xiraron arredor do recofece-
mento da actividade humana con smartphones. O obxectivo € identificar que estd a facer o
usuario (camifiar, correr, subir e baixar escaleiras, ir en bicicleta, etc.) a partires dos datos
procedentes dos sensores inerciais do dispositivo (acelerémetro, xiréscopo e magnetoémetro).
A eleccién deste problema ven motivada por dias razéns. Por unha banda estd o encaixe na-
tural que ten aqui a aprendizaxe federada continua: falamos dun problema real que involucra
a multiples usuarios e teléfonos intelixentes, cunha adquisicién de datos de natureza sensible
que se prolonga no tempo. Por outra parte, destacamos a sua utilidade real en varios contex-
tos: préctica deportiva, monitorizacion da saude, localizacién en interiores, etc. A maiores,
coa idea de probar as nosas aportacions sobre conxuntos de datos de ampla difusién no dm-
bito, realizamos outros experimentos no problema do recofiecemento de dixitos manuscritos,
empregando os conxuntos de datos mdis habituais (MNIST, SVHN, USPS, etc.).

Os resultados obtidos en todas as probas demostran un moi bo rendemento, tanto de CDA-
FedAvg como de ECFL. A diferenza do que sucede con outros métodos que son estado da arte,
como FedAvg ou FedProx, as nosas propostas son capaces de aprender de maneira continuada
adaptandose 4s derivas de concepto. Ademais, no caso particular de ECFL, o sistema DEV para
a seleccion dos membros do comité outdrgalle robustez ao modelo global ainda cando existen
modelos locais atipicos. Polo tanto, podemos afirmar que CDA-FedAvg e ECFL son dias
alternativas viables para abordar problemas multidispositivo. A seleccion dunha ou doutra
vird condicionada polas necesidades especificas do problema. Nalguns casos, serd conveniente
empregar estratexias baseadas en DNNs, polo que CDA-FedAvg serd a mellor opcién. Por
exemplo, en tarefas de vision por computador ou de procesamento de linguaxe natural. Noutros
casos, serd mellor empregar algoritmos de aprendizaxe mdis tradicionais (arboles de decision,

mdaquinas de vectores de soporte, etc.), polo que empregaremos ECFL. Situaciéns deste
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tipo serian aquelas onde a dispoiiibilidade de datos etiquetados sexa reducida ou involucre

dispositivos con baixa capacidade de cémputo.

CDA-FedAvg e ECFL foron avaliados mediante simulacién, empregando datos que maiori-
tariamente foron tomados por teléfonos moébiles intelixentes. Se ben é certo que o recofie-
cemento da actividade humana € unha tarefa complexa e se procurou que a experimentacion
recrease casos de uso realistas, sempre € desexable probar os algoritmos en tempo real e na
maior variedade de problemas e de hardware posible. N6s cremos que, mdis al6é dos smart-
phones, hai outras plataformas que se poden beneficiar enormemente da aprendizaxe federada
nos proximos anos. E, por exemplo, o caso dos robots de servizo, € dicir, robots semi ou
totalmente autdbnomos que proporcionan servizos para o benestar da xente en distintos domi-
nios como a axuda no fogar, a restauracion, a atencion sanitaria, ou os transportes. Motivados
por explorar potenciais aplicacions das nosas tecnoloxias na robdtica de servizos, puxémonos
en contacto cos investigadores do Personal Robotics Laboratory (PRL) do Imperial College
London, no Reino Unido. O PRL tritase dun dos laboratorios punteiros a nivel mundial en
investigacion en robdtica de servizos. A ultima das contribucions recollidas nesta tese de
doutoramento € froito dunha estadia de catro meses en Londres, nas instalaciéons do PRL.
Dito traballo, presentado no Capitulo 5, € un sistema colaborativo de asistencia a usuarios de

cadeiras de rodas robdticas baseado na aprendizaxe federada.

Os sistemas de navegacion habituais en cadeiras de rodas robotizadas empregan mapas
construidos de antenmén dos edificios. E dicir, a autonomia do robot est4 restrinxida a aqueles
sitios para os que se dispén dun mapa. Se a isto lle engadimos o feito de que os entornos
polos que nos desprazamos no noso dia a dia cambian constantemente, esta aproximacion
faise inviable. Unha alternativa interesante é empregar técnicas de aprendizaxe automadtica
que permitan 4s cadeiras tomar decisions durante a navegacion, sexa cal sexa o lugar. Asi, a
nosa contribucion no Capitulo 5 baséase na aprendizaxe federada a partires de demostracions,
ou Federated Learning from Demonstration (FLfD), en inglés. Propofiemos aprender unha
DNN capaz de estimar os controis da cadeira (a través dun joystick) tomando como entradas
as medicions de proximidade e as imaxes proporcionadas polos sensores laser e a cimara cos
que conta o robot. Nos nosos experimentos, avaliamos o rendemento da proposta en diversos
escenarios reais, o que amosou unha boa capacidade de xeneralizacion en localizaciéns non
vistas con anterioridade. Ainda que neste traballo os datos de adestramento foron obtidos de

antemdn dun Unico usuario, € interesante levar a cabo a aprendizaxe de maneira federada e
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continua. Isto permitird involucrar a multiples persoas, robots e entornos ao longo do tempo,
o que se traducird en datos mdis variados e modelos mdis robustos e adaptativos.

No seu conxunto, esta tese de doutoramento supén un avance no campo da aprendizaxe
multidispositivo. O noso traballo contribuiu 4 maduracién e enriquecemento da emerxente
aprendizaxe federada. Partindo dos seus cimentos, a nosa investigacion procurou avanzar
cara a aplicabilidade deste paradigma a problemas reais. Isto supuxo lidar con escenarios nos
que os datos non estdn dispofiibles desde o comezo, senén que son adquiridos de maneira
gradual polos dispositivos e poden evolucionar de xeito impredicible ao longo do tempo.
Deste xeito, abrimos unha nova drea de traballo en aprendizaxe federada continua. Esta tese
céntrase principalmente en abordar o problema da deriva de concepto con datos que non son
estacionarios. Sen embargo, tamén se atenden outras cuestions, como a aprendizaxe a partir
de datos parcialmente etiquetados ou o aforro en custos de almacenaxe, comunicaciéns e
computacioén. As contribuciéns a nivel tedrico tamén foron aplicadas a casos de uso reais.
Por un lado, traballamos con teléfonos intelixentes, abordando o recofilecemento da actividade
humana. Por outra banda, levamos a aprendizaxe federada ao eido da robética de servizos,
desenvolvendo con éxito unha solucion para a asistencia a usuarios de cadeiras robdéticas
durante a navegacion.

A pesar de tédalas contribuciéns que acabamos de mencionar, cremos que esta tese supon
tan s6 o punto de partida. No futuro, a nosa intencién é avanzar en paralelo nos dous eixes
xa antes mencionados, espacial e temporal, co obxectivo de mellorar cada vez madis a aplica-
bilidade da aprendizaxe federada continua a problemas reais. Para iso, pretendemos unificar
a investigacion en ambos eixes. Isto implica lidar non s6 con derivas de concepto ao longo
do tempo, senén tamén con datos ‘non-IID’ (heteroxéneos) entre os distintos dispositivos.
Estamos especialmene intersados en explorar estratexias de personalizacion que permitan
adaptar o modelo federado &s particularidades locais sen perder a capacidade de xeneralizacion.
Pensamos que dita adaptacion pode facerse non sé a nivel individual, senén tamén grupal. Por
outra banda, cremos que é importante seguir a promover a transferencia destas tecnoloxias
a novos casos de uso. Existen moitas aplicacidns potenciais no contexto dos smartphones,
wearables e a IdC. Algins exemplos serian a prictica deportiva, a monitorizacién e coidado
da saude, a automatizacion do fogar ou a identificaciéon biométrica. A madis longo prazo, irdn
aparecendo tamén novas oportunidades no eido da robdtica, tanto na industria coma no sector
servizos. En definitiva, prevemos un futuro cheo de retos e oportunidades para a aprendizaxe

federada continua.
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CHAPTER 1

INTRODUCTION

Over the last few decades, our society has experienced a technological explosion which, among
other things, has gradually surrounded us with smart devices that are part of our daily lives. We
are talking about mobile phones, of course, but also wearables, service robots, “things” from the
Internet of Things (IoT), etc. In short, multifunctional devices with cutting-edge technology,
including progressive sensorization and connectivity, that allows the volume of data generated
to grow rapidly. Having such amount of data collected in real working conditions from
distributed environments, together with a good intercommunication between devices, opens
up a new world of application opportunities in all human domains [1]: education, health, sport,
travel, banking, social interaction, etc. In particular, the use of multi-device machine learning
will allow to evolve, adapt, and fine-tune the behavior of the devices in order to perform better

and better, thus improving their autonomy and, in consequence, benefiting the consumers.

The ultimate goal of any machine learning (ML) process is, based on previously collected
data, to create an inference model that accounts for prior experience and predicts optimal
decisions when facing novel situations. When it comes to distributed devices, each of them
collects their own data, such as sensor measurements, photos, videos, location, etc. In this
context, local information from a single device may not be enough to obtain a robust model—at
least within a reasonable amount of time. Instead, collaboration is a good way to learn from
larger and more varied datasets, that allows for greater generalization capability and better

performance.

The most immediate way to perform multi-device ML would be a centralized client-server

approach. This involves uploading data from all the devices, the clients, to a central node
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in the cloud, which is the server. In the server, the information can be jointly processed to
provide insights and produce an effective inference model. Afterwards, the model can either
stay on the server, so that clients can use it remotely by making queries, or be shared over the
network, so that everyone can run it locally. Nevertheless, this approach is currently unfeasible

in a large number of applications because it poses some major issues.

The main concern is that it violates users’ digital privacy. Devices, by interacting with
their users, often collect sensitive information, i.e., any data that would allow to identify the
person on the Internet. For example, the ID card, telephone number, or address, but also
pictures, videos, browsing history, or geolocation. In recent years, governments have been
implementing data privacy legislation that controls and restricts centralized data collection in
order to protect the consumers. Examples of this are the European Commission’s General
Data Protection Regulation (GDPR) [2], or the U.S. Consumer Privacy Bill of Rights [3]. In
the particular case of Europe, the consent (GDPR, Art. 6) and data minimization principles
(GDPR, Art. 5) limit data collection and storage only to what is consented by the consumer

and absolutely necessary for processing.

Centralized solutions also have problems of scalability, both in storage and communication
costs, as well as in computing speeds. Transferring huge amounts of data from thousands of
devices to a central server over the network can be time-consuming and expensive. Note that
communications may be a continuous overhead, as information from real environments is
continuously been updated. This can be especially challenging in tasks involving unstructured
data, e.g., in video analytics [4]. On top of this, connectivity and latency issues may also arise.
Similarly, central computing can take much more time than parallel processing of smaller parts
of data. Besides, it may imply long propagation delays and incur unacceptable latency for

applications in which real-time decisions are critical, e.g., in autonomous driving systems [5].

A better option for learning in this kind of scenarios, where data are naturally distributed,
seems to be a decentralized approach, keeping private information locally and pushing com-
puting to the edge. In this sense, the main paradigm at present is federated learning (FL) [6, 7].
It consists of collaboratively learning a shared model, usually a deep neural network (DNN),
by alternating local update stages in the client devices with global consensus in the cloud.
The learnable parameters of this model are initialized on the server. In each federated round,
each client receives the current parameter set from the server, performs a local adjustment
using its private dataset, and sends the updated parameters back. The local contributions are

then aggregated on the server, normally applying a weighted average. As a result, each local

2
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learner benefits from the experience of the other clients through the shared global model,
without explicitly accessing their sensitive data. In this way, the users’ digital privacy is
protected. Furthermore, the workload on the server is lightened since all devices participate
in the training, thus enhancing scalability.

Federated learning has already been successfully applied in many real-world tasks, such
as mobile keyboard prediction [8], malware detection [9], energy demand prediction [10],
medical diagnosis [11], or autonomous navigation [12]. Nevertheless, despite its current
popularity and visible advantages over traditional centralized architectures, we are talking
about a very recent paradigm and there are still many open issues to face [6, 7, 13]. In fact, at
the beginning of this research project, back in 2018, there were only a couple of publications
in the field, and the term “federated learning” was almost unknown. It has been in the last 3
years when an exponential growth has been experienced.

Undoubtedly, one of the challenges that is currently attracting the most attention from
researchers is developing new federated solutions robust to scenarios where data have varying
statistical properties [14—17]. In particular, there is a need for new algorithms capable of
dealing with problems where the data are non-stationary, i.e., susceptible to change over
time. Most ML approaches, including federated ones, assume that training data are sampled
from a stationary, stable, distribution. Nonetheless, in the real world, this scenario is rather
uncommon. In contrast, it is more likely that devices collect data on a continual basis,
dealing with changing environments and unbounded sequences of data. Therefore, it is
important to develop learning strategies that are adaptive over time. A recent example that
highlighted this need was the COVID-19 pandemic. During these last few years, our daily lives
changed dramatically, which also affected our sentiment and consumption preferences. These
transformations made that many recommendation algorithms and models became useless and
had to be replaced [18].

Continual ML and non-stationary data entail a number of challenges and constraints:

* Data are not given beforehand, but become available over time. Therefore, the model
has to be learned gradually, retaining prior relevant knowledge while acquiring new one,

avoiding the well-known catastrophic forgetting [19].

* The data stream may be infinite. Thus, it can be infeasible to store all data in memory
and each instance may be accessed a limited number of times. Even if storage is not
a constraint, data can disappear for legal and privacy reasons (e.g., the “right to be
forgotten”, Art. 17 of the EU GDPR [2]).
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* Statistical properties of data may vary over time in unpredictably ways. This phe-
nomenon is known as concept drift [20], and can make the inducted knowledge of past
data no longer relevant, leading to performance drops. Hence, it is important to detect

these changes and adapt the model accordingly (see Section 2.3.1).

In multi-device applications, the problem of non-stationarity becomes even more complex,
since each device deals with a local and independent data stream. Thus, learning a federated

model in a continual manner involves additional restrictions. To give a few examples:

* Each client can drop in and drop out at any time, whether it is conditioned by resources

such as battery or connectivity, or by data availability.

* Each client may collect and process data at different speeds depending on its capabilities

and environment.
* Data distribution may vary not only over time, but also between clients.

» Concept drift can be experienced or detected at different times by each client.

It is in this unexplored context of continual and federated learning for multi-device appli-
cations that the present work is framed. Figure 1.1 shows a Venn diagram that helps to situate

our research.

Federated Learning

learnin under .
= concept drift

This PhD
dissertation

Figure 1.1: High-level contextualization of this PhD thesis.



Chapter 1. Introduction

1.1 PhD objectives and contributions

When this research project was proposed in early 2018, federated learning was still largely
unknown. At that time, we wondered what would be the best way to accomplish machine
learning for a society of devices. What was clear to us was that, whatever the answer would
be, it had to be suitable for the real world, allowing for adaptive learning over time under
the intrinsic constraints of multi-device environments. We initially thought about developing
a continual ML strategy for scalable, privacy-friendly, and adaptive multi-device learning.
The name we gave to it was ‘glocal’ learning, reflecting the combination of local training,
in the devices, with subsequent global refinement, in the cloud. We soon abandoned that
name to adopt the term ‘federated’, which had recently been proposed by Google [21, 22].
Nevertheless, although the name changed, the goal remained the same.

Federated learning has shown great potential in multi-device contexts, enabling learning
in a distributed manner from the data of many users while protecting their privacy. However,
little progress has been made in formulating solutions for continual and adaptive FL. This is
the challenge we address in this dissertation. Thus, our research was guided by the objective
of developing federated learning approaches that maintain all the existing advantages of
this ML paradigm while allowing to handle continual scenarios with non-stationary data
and concept drift. We propose new algorithms and apply them to different use cases related
to smartphones and service robotics.

The following are the main contributions of this PhD thesis:

1.  Formulation of two continual federated learning solutions robust to concept drift.
On the one hand, a new algorithm is proposed that adapts the most common FL method to
continual and non-stationary settings. On the other hand, we introduce a new continual
federated architecture that differs from the state of the art in that it is based on ensembles
of local learners, thus enabling the training of models other than DNNs. Our proposals
allow the temporal evolution of the models, detecting and adapting to concept drift. We

also achieve a reduction in storage, computation and communications.

2.  Evaluation and application of our solutions to real use cases.
We want our algorithms to be useful in real-world problems, so it is important to test
them in real use cases. Therefore, a large part of our experimental evaluation relies on
the task of human activity recognition (HAR) using smartphones. The idea is to provide

these devices with the ability to identify what the user is doing (walking, running,
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sitting, etc.). This is very useful in a variety of contexts, such as sports, health care,
or indoor localization. In addition, we also make a first approach to FL in service
robotics. We propose a federated strategy that enables smart robotic wheelchairs to
provide assistance to their users. The robot learns to solve day-to-day tasks, such as
going through doorways or avoiding obstacles. This last application was developed in
collaboration with the Personal Robotics Laboratory at Imperial College London (United

Kingdom).

Our main contributions and results have been published in high impact journals, as well
as presented in conferences of international relevance. Considering both journal articles
and conference proceedings, this research has resulted in a total of 5 different papers (2 of
them published in JCR-QI journals and another one presented in a CORE A international
conference). This dissertation brings together all the contributions made during these years of
work. It is structured in six chapters. Apart from the present introduction, it is organized as

follows:

» Chapter 2 provides a background in multi-device and continual learning, introducing

and reviewing the fundamental aspects related to the research carried out in this thesis.

* Chapter 3 describes Concept-Drift-Aware Federated Averaging (CDA-FedAvg), the

first method to address continual federated learning.

* In Chapter 4, we propose Ensemble and Continual Federated Learning (ECFL), a
continual federated architecture that relies on ensembles for local adaptation to change

and global knowledge aggregation.

» Chapter 5 presents our solution for active assistance to smart wheelchair users, a use

case in service robotics that relies on Federated Learning from Demonstration (FL{D).

* Finally, Chapter 6 presents our conclusions, as well as some thoughts on future work,

thus marking the end of this PhD dissertation.



CHAPTER 2

BACKGROUND

Machine learning is a very broad research topic, and possibly the most prevalent one nowadays
in the field of artificial intelligence (Al) and computer science. In this chapter, we review the
most relevant concepts within the scope of this PhD dissertation, with a particular focus on
the federated learning paradigm and the concept drift phenomenon. The aim is to provide a

solid foundation on multi-device and continual ML.

2.1 Machine learning

Machine learning is the subfield of Al that focuses on the development of algorithms and
systems that give machines the ability to solve complex problems by learning and improving
automatically through experience, without explicitly being programmed to produce a particular
outcome. Experience refers to the past information available to the learner, which typically
takes the form of data samples collected via interaction with the environment. ML algorithms
are able to optimally configure themselves, so that they become better and better at achieving
the desired task. This process of adaptation is called training. The output of a ML algorithm
after being trained on data is the model. A good model will account for prior experience and
predict accurate decisions, not only when presented with the training inputs, but also when

facing novel situations. Formally:

Definition 2.1 Let the tuple (x;,y;) be a data sample, where x; € X is an input vec-
tor, also known as features, and y; € VY is the desired outcome, possibly unknown. Let

D = {(x;, yi)}ﬁ‘i | be a training dataset, where M is the number of samples. A ML model is
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a mapping function defined over X,

fX—Y
x > f(x)=7y, (2.1)

that establish an output for every possible input.

ML approaches are traditionally divided into four main categories, attending to the type
of feedback that is given to the algorithm: (i) supervised learning, (ii) unsupervised learning,
(ii1) semi-supervised learning, and (iv) reinforcement learning. In supervised learning, the
algorithm is presented with example inputs and their desired outputs, known as labels, and
the goal is to learn how to map inputs to outputs. Within this category we usually distinguish
between classification and regression methods. In unsupervised learning, instead, no labels are
given, so the algorithm tries to find relevant information just based on the inputs. Examples
of unsupervised techniques are clustering and dimensionality reduction. Semi-supervised
learning uses a—generally small—amount of labeled data, supplemented by a comparatively
large unlabeled set. As in supervised learning, the ultimate goal is to learn to predict the
desired outputs given the inputs, but with the hope that the unlabeled dataset can help achieve
a better performance. Finally, reinforcement learning allows the machine to interact with the
environment where it must reach a certain goal (e.g., driving a vehicle or playing a video
game). During this interaction, the machine receives feedback in the form of rewards, and
tries to maximize this reward over a course of actions.

The term “machine learning” was coined in 1952 by Arthur Samuel, from IBM, who
demonstrated that computers could be programmed to learn to play checkers [23]. This was
followed by the implementation of the first neural network, the perceptron, by Frank Rosen-
blatt in 1957 [24], based on the conceptualization proposed by Warren McCulloch and Walter
Pitts [25]. The field of ML continued to grow throughout the 1960s and 1970s, with the devel-
opment of more sophisticated neural networks, such as the multilayer perceptron (MLP) [26],
and other supervised approaches, like the nearest neighbor method [27]. It was also in this
period that the term “reinforcement learning” was first used [28], and some of the most popular
unsupervised methods were proposed, e.g. k-means [29]. During the 1980s and 1990s, the
increase in computing power and availability of data led to the development of more complex
and capable methods, including decision trees [30], support vector machines (SVMs) [31],
and also the first ensemble techniques, such as Adaboost [32]. It was also around this time, in

1986, when the backpropagation algorithm was formally introduced by Rumelhart, Hinton and
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Williamss [33] as a procedure to train neural networks. The 2000s saw the rise of Big Data
and the need for more powerful ML algorithms to deal with it. As a result, deep learning (DL)
architectures [34] quickly became popular and began to be used in commercial applications.
Thanks to these techniques and the availability of inexpensive hardware and data, which made
them practical, the pace of research and development has accelerated dramatically since 2005,
which in turn has led to a substantial growth in the number of ML-based solutions on the mar-
ket. We can find examples of applications in such diverse fields as computer vision [35, 36],
natural language processing (NLP) [37, 38], finance [39], entertainment [40, 41], spacecraft
engineering [42], or medicine and biomedicine [43, 44].

Over the last decade, the improvement and cheapening of electronic components, as well
as the advances in communications (evolving from 4G to 5G, with 6G fast approaching), have
continued. This has led to a rapid increase in the number of smartphones, tablets, wearables,
home robots, and many other IoT devices, resulting in exponential growth of data being
generated at the network edge. We have thus entered a new era, that of multi-device learning,
where we have more data than ever before. If we make good use of this data, we will be able

to train more capable, accurate and personalized ML models.

The vast majority of ML algorithms in the literature assume data is stationary and follow a
centralized approach. That means that they were designed to be executed on a single machine
using static—although sometimes huge—datasets. To apply any of these algorithms in a multi-
device setting, making the most of all the available data, we should send local information
from all devices to a central server or data center, where we would store them all together and
perform the training process. Nevertheless, as we already mentioned in Chapter 1, this raises
issues related to scalability (in terms of storage, communications, and computing speed) and
privacy. Furthermore, there is a need for algorithms that allow devices to evolve and adapt
to changing environments and non-stationary data. Therefore, distributed and continual ML

approaches have a much more natural fit in the context of multi-device learning.

2.2 Distributed and federated machine learning

Distributed machine learning (DML) [45, 46] is a ML paradigm that poses the learning process
in a decentralized manner, along a network of interconnected machines. Each of them performs
a local training using a subset of data. Then, a final model is obtained by aggregating the

partial contributions. The local learning can be performed with or without explicit knowledge

9
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of the other participant machines. The first option is the most common in peer-to-peer (P2P)
architectures (Figure 2.1a), in which there are no hierarchies between the different nodes of
the network and each of them can communicate directly with its neighbors. The second one is
usual in client-server architectures (Figure 2.1b), where the server is a central node in charge
of orchestrating the learning process, often managing the computational resources and data

available on the other machines, the clients.

=z =f
(AN ‘_\I/_

|
(we])
|

- ) VAN
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(a) Peer-to-peer architecture. (b) Client-server architecture.

Figure 2.1: Main communication schemes in distributed machine learning.

We can trace the origins of DML back to the early 1990s. Until then, some advances
had been made in research on intelligent distributed systems, addressing problems such as
organization, coordination and cooperation. Nevertheless, the problem of distributed learning
had been largely ignored. It was Brazdil et al. [47] who first discussed the possibility of
conducting ML in multi-agent systems in order to enhance robustness and learn faster. Despite
being a preliminary work, they already argued that multi-device learning would address some
of the fundamental questions of intelligence and learning that can only be understood in this
context. They also highlighted communication and cooperation as two unexplored tools in
ML that are nevertheless essential for human learning.

Between the 1990s and the early 2010s, several distributed learning methods were pro-
posed. We can refer to them as traditional approaches. The main motivation at that time
was the need to scale up algorithms to deal with increasingly large datasets and speed up
the learning process. Allocating the training among several machines, each of them with a
relatively small storage capacity and computing power, proved to be a more affordable alterna-

tive than using just one large server with specialized—hence more expensive—hardware [46].
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Therefore, algorithms from this period have a strong focus on parallelism. In fact, many of
them suggest distributing the data artificially among the different nodes, even when the nature
of the problem is not distributed. Data exchange between machines during training is also
common. We could roughly classified traditional DML algorithms into two different groups:

(1) parallel optimization methods, and (2) distributed ensemble methods.

Parallel optimization methods consist of dividing the training of a single shared model in
smaller local sub-problems, each one being solved by a different machine. The vast majority
of solutions that fall into this category consist of adaptations of ML algorithms that rely on
easily parallelizable optimization methods, like those based on Stochastic Gradient Descent
(SGD) [48]. The latter is, indeed, the most widely used. It is frequently employed with
neural networks, as well as with other state-of-the-art algorithms such as SVMs. SGD-based
methods minimize a loss function defined on the outputs of the model by iteratively adapting
its parameters in the direction of the negative gradient. Examples of adaptations of SGD to
distributed settings are Parallelized SGD [49], Delayed SGD [50], Dual Averaging Subgradient
Method [51], 1-bit Data-parallel SGD [52], or Data-parallel Distributed SGD [53]. Some
proposals, instead, rely on other optimization methods, like those based on the augmented
Lagrangian, e.g. Distributed Alternating Direction Method of Multipliers (DADMM) [54], or
Newton-like techniques, e.g. Distributed Approximate Newton (DANE) [55] or Distributed
Self-Concordant Optimization (DiSCO) [56]. Regardless of which optimization method is
used, this type of solutions generally requires that the number of machines is much smaller
than the number of examples per machine, that the data is distributed across them in 11D
fashion, and that each node has an identical number of data points. Besides, they are usually

synchronous, blocking on the result of each node’s iteration before continuing to the next.

Distributed ensemble methods, rather than fitting a single shared model, rely on training
a different one on each machine, which are then aggregated using some ensemble learning
technique. Ensemble learning [57] consists of training multiple base learners and combining
their outputs to obtain better predictive performance. Each of the learners can use separate
parameters or even belong to a different algorithmic family. In general, this kind of methods
are easily extensible to distributed environments. Some examples are Distributed Meta-
learning [58], Effective Stacking [59], Knowledge Probing [60], Distributed Pasting Votes [61],
or Distributed Boosting [62].

In the last decade, motivated by the increasing number of smart devices and the growing

awareness of the importance of digital privacy, the perspective has changed. This has led
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to a progressive transition from traditional DML to federated learning. The focus is now on

multi-device problems, where data are by nature distributed and heterogeneous, but moving

them between machines is not an option.

2.2.1 Federated learning

Federated machine learning—federated learning (FL) for short—[6, 7, 21, 22, 63] is a DML
framework that allows training a model across multiple client devices, where each of them
keeps their own data samples locally, without sharing them with the network. FL pays
special attention to data privacy and security, and further decentralizes operations traditionally
performed by the server. Thus, the server becomes more like an assistant that coordinates
clients to work together, instead of micromanaging the workforce as in traditional DML.
Clients, in turn, may have different computing resources and the amount of training data, as
well as their distribution, can also vary. Figure 2.2 illustrates the typical FL approach. It
consists in alternating between local updates, in the devices, and global aggregations, in the

cloud. Clients and server share a common representation of the model, so the only information

exchanged are updates of the model parameters, and never raw data.

> Model

Private dataset

g E @ Q Local update

Z Global aggregation

Server

I]:.

Tequest updage
send update

Client 1 Client 2 Client N

Figure 2.2: Most common federated learning setup.

The concept of federated learning first appeared in 2015, from Jakub Kone¢ny, H. Bren-
dan McMahan, and Daniel Ramage, researchers at Google. They formulated the federated
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optimization problem, which has several key properties that differentiate it from traditional

distributed optimization [21]:

1. Statistically heterogeneous. Local data are usually based on the interaction between
the device and its user and the environment, so they will not be representative of the

population distribution.

2. Unbalanced. Some users will use the service more than others, resulting in different

amounts of local training data.

3. Massively distributed. The number of clients can be much larger than the average

number of data samples per client.

4. Limited communication. Devices such as smartphones are frequently offline or on

slow or expensive connections.

In that early paper [21], Konecny et al. also introduced the first FL algorithm, a feder-
ated version of Stochastic Variance Reduced Gradient (SVRGQG), originally proposed in [64].
Subsequently, in 2016, McMahan et al. further developed the method, presenting it under
the name of Federated Averaging (FedAvg) [22, 63]. To date, this is still undoubtedly the
most relevant method in the FL literature. FedAvg enables federated training of a DNN in a
supervised manner. Suppose a multi-device system with N clients, such that N = {1, ..., N}.
We define a model w € RP, where P is the total number of parameters, including weights
and biases. The FedAvg algorithm involves R learning rounds, alternating local updates and
global aggregations. The process starts on the server side, where the model parameters are
randomly initialized and shared with all the clients. Thus, all participants start the process at
a common point, which is crucial for convergence purposes. In each round r, a random subset
of N’ clients, N” C N, is selected. Each device j € N receives the current parameter
vector, wgl, performs SGD on their local dataset, and sends back the updated parameters,

W;.. Next, the local results are aggregated in the server applying a weighted mean:
N M.
J
J:

where M is the total number of data samples and M is the number of samples from client ;.

Note that the more data a participant uses for local training, the more influence it has on the

13
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Algorithm 2.1: Federated Averaging, server side.

Input : Set of participant clients N = {1, ..., N}, number of learning rounds R, number of
participants per round S, local minibatch size B, number of local epochs E, and
learning rate 7.

Output : Global model wg.

1 Initialize W%

2 forr < 1to R do

3 N" « randomSelect iOl’l(N, N’) // Randomly choose N’ participants from N

4 for each participant j € N parallely do

5 W; «— localTrainingj (WVG_1 ,B,E, 7]) // Local update (Algorithm 2.2)

6 end

7 WrG —>m MLy /I Averaging aggregation
Jj=1 M 7j

8 end

9 return wg

Algorithm 2.2: Federated Averaging, client side (LocalTraining).

Input : Model w, local minibatch size B, number of local epochs E, and learning rate 7.
Output : Updated w.

1 Split the local dataset into a set of batches 8 of size B

2 for epoch e < 1to E do

3 for batch b € B do

4 W — W — T]VZ(W; b) /I V1 is the gradient of the loss function / on b
5 end

¢ end

7 return w

global model. After the aggregation, a new training round starts. Algorithms 2.1 and 2.2 show

the pseudocode of FedAvg for server and clients, respectively.

Since the publication of FedAvg, research on FL has been attracting more and more
attention and, in the last few years, the number of publications on this topic has increased
exponentially. The main lines of work focus on security enhancement to ensure data protection,
and algorithm optimization to improve efficiency and accuracy. Although FL is inherently more
privacy-preserving than sharing raw data, the transmission of gradients and model parameters
may lead to indirect privacy leakage [65, 66]. Therefore, several protection mechanisms
are being explored to provide additional layers of security. At the client side, differential
privacy [67, 68] is often introduced, typically by adding random noise to the data, allowing
each participant to have a personalized privacy budget. Regarding global aggregation, there are

14
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strategies based on Secure Multi-Party Computation (SMC) [69, 70], where communications
are secured and protected with cryptographic methods. One example of this is homomorphic
encryption [71], which allows operations to be performed directly on encrypted data and
models without the need to decrypt them. Many researchers are also interested in other

security issues, such as preventing poisoning attacks [72, 73] or free-riding [74].

In terms of algorithm optimization, improving communication cost and coping with sta-
tistical heterogeneity are the main issues currently faced by researchers. By far, the key
bottleneck of FL has been the difficulty of decreasing communication overhead during train-
ing [75]. To tackle with large amounts of data and make FL scalable, a number of options
have been explored that seek to optimize network bandwidth [76, 77], reduce communication
rounds [78, 79], and improve model update speed [80, 81]. Other works focus on developing

methods that are robust to transmission delays and outage constraints [14, 82].

Statistical heterogeneity of the data is a major issue in multi-device problems. Traditional
ML approaches, implicitly or explicitly, generally assume data is independent and identically
distributed (IID). That means that all data samples are independent events taken from the same
probability distribution. This assumption can be suitable when the entire training dataset is
in a single place and a centralized method is applied. However, in federated settings, data
are collected and processed in various devices in a distributed manner. Each device will
interact with its user and with the environment in a particular way, thus gathering biased
data. In such situations, we speak of non independent and identically distributed (non-
IID) or heterogeneous data. Statistical discrepancies between clients can compromise the
performance and even the convergence of the model. Some authors have evaluated FedAvg on
certain non-1ID scenarios [17, 22], showing that it still converges to high accuracies, though
taking more rounds than in IID settings. Li et al. [83] propose FedProx, a generalization
of FedAvg that adds a proximal term during optimization, thus improving stability during
training and providing further convergence guarantees. Some other authors explore different
personalization techniques [84—-86], trying to balance the general knowledge common to all
clients with the specific one of each of them. Beyond the differences between clients, statistical
heterogeneity can also be caused by changes over time. User behavior and the environment
may evolve in different ways. Hence, ideally devices should constantly extract, process and
learn from new data. This line of research is still largely unexplored and there is a need for

strategies that allow for continual adaptation (see Section 2.3).
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Literature on federated learning is closely related to deep learning. The vast majority of FL
methods that have been proposed in recent years are designed to collaboratively train a DNN in
a supervised manner. Nevertheless, some papers explore alternative approaches. For instance,
Bakopoulou et al. [87] propose a federated SVM with linear kernels, and Ludwig et al. [88]
implement a federated Iterative Dichotomiser 3 (ID3) decision tree that grows at the server
side while the clients only perform light computations. There are also some recent works
that already consider unsupervised FL. For example, Soliman er al. [89] introduce a federated
k-means to address decentralized clustering by integrating HyperLoglog counters with a
P2P architecture. Servetnyk et al. [90], instead, perform clustering employing sophisticated
techniques such as self-organizing maps to determine the appropriate weights for the weighted
aggregation. Finally, some authors are starting to delve into reinforcement FL, such as Fan et
al. [91], who present a federated reinforcement learning framework and provides theoretical

guarantee in the potential presence of faulty agents.

Based on how training data are distributed, Yang et al. [75] propose to distinguish between
three categories of federated methods: (i) horizontal, (ii) vertical, and (iii) transfer-based. In
horizontal federated learning (HFL) settings, all clients share the same feature space but have
different sample spaces, i.e., each participant has different local instances in their dataset, but
they all have a common representation of the problem. This is the most common scenario
in the literature. For example, in 2018 Google proposed a HFL solution to improve the text
prediction model of Android devices’ keyboards by learning from real user conversations [8].
In vertical federated learning (VFL), instead, clients share the sample space, but with different
features. This means that participants have an overlap on data samples, but each one has
partial information about them. Finally, federated transfer learning (FTL) is applicable for the
case of no or minimal overlap in data samples and features. It consist of applying transfer
learning [92] techniques to find a common representation between the different feature spaces

under a federation.

Despite being a fairly recent learning paradigm, federated learning has already being used
in several applications. As we mentioned above, the first use case came from Google in
2018, which applied FL to improve predictive text in Android’s keyboard [8]. This has been
followed by further improvements in text and also emoji prediction [93, 94]. Also in the
context of smartphones, proposals have been developed for user mobility estimation [95],
and activity recognition [96-98]. As a disruptive approach to preserving data privacy, FL

has great prospects in healthcare as well. In this way, it has started to be applied in tasks
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such as hospitalization and mortality prediction [11, 99], biomedical imaging analysis [100,
101], patient similarity learning [102], or computational phenotyping [103]. Finally, it is
worth mentioning some other examples of applications in the industry, such as energy demand

prediction [10], autonomous navigation [12, 104, 105], or malware detection [9].

2.3 Continual learning and concept drift

Continual machine learning—or just continual learning (CL)—[106-109] is a ML paradigm
focused on building adaptive models over time. This approach seeks to smoothly update the
predictor to take into account different data distributions and tasks but still being able to re-use
and retain useful knowledge over time. It is highly inspired by the human learning process,
as people acquire skills in numerous tasks over their lifespan, making use of past knowledge
to learn about new concepts without forgetting the previous ones. CL has also been referred
to in the literature as lifelong learning [110-112], never-ending learning [113, 114], and
incremental learning [109, 115]. In this PhD thesis, we adopt the term “continual learning”,
since it is the most widely used nowadays.

The CL paradigm began to be explored in the field of robotics in the mid-1990s [110,
116]. This early work focused on reinforcement learning strategies to enable robots to capture
invariant knowledge about the different tasks and environments. Since then, attention has been
devoted to the topic within the supervised, unsupervised, semi-supervised, and reinforcement
learning domains. Supervised CL was first studied by Thrun [117], who explored the problem
of learning on a sequence of classification tasks. This was followed by other techniques,
mainly based on neural networks [115, 118—120]. Regarding unsupervised learning, there
are some proposals for continual topic modeling [111, 121] and information extraction [122,
123]. As for semi-supervised methods, probably the greatest exponent is the Never-Ending
Language Learner (NELL) system [113, 114], which has been continuously reading the Web
since 2010 for information extraction. Finally, it is in the area of reinforcement CL that the
greatest number of contributions have been made, with special attention to robotics [112,
124-127].

Continual learning has been successfully implemented in a variety of contexts and applica-
tions. Autonomous robotics and human-machine interaction are inherently continuous, since
they are open-ended. Thus, there have been several proposals in autonomous control [120],

service robotics [128], computer vision [129], or autonomous driving [130]. CL is also
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present in data analytics and big data processing, including domains such as data visualiza-
tion [123], image and video processing [131, 132], automated annotation [133], and outlier
detection [134]. It is important to note that, although many works are oriented to robotics
and thus to naturally distributed settings, CL has traditionally been addressed in a centralized
manner.

In CL settings, we do not work with static datasets, but with data streams. A data stream D
is a potentially unbounded sequence of data arriving over time [135]. The stream follows a
sequence of unknown distributions D ~ (D!, ..., DF). In addition, it can respond to one or
more tasks (71,...,¢r), such that D = (D",..., D7), where D" is the subset of samples
associated with task #;. A task is a learning experience characterized by a unique target
function. For instance, in a supervised context, one task might be to distinguish dogs from
cats and another could be cars versus motorcycles. It is important to note that the tasks are just
an abstract representation that helps to split the full learning experience into smaller learning
pieces. However, there is not a necessarily bijective correspondence between data distributions
and tasks.

CL algorithms have to learn gradually on the data stream, which involves dealing with
two conflicting objectives: retaining previously learned knowledge that is still useful while
replacing the one no longer relevant with current information. This is usually known as
the stability-plasticity dilemma [136]. In practice, it translates into two main challenges:
avoiding catastrophic forgetting and tackling concept drift. Catastrophic forgetting [137] is a
phenomenon that consists in the inability to retain old information in the presence of new one,
resulting in the degradation of the model performance. It is common when training neural
networks on a sequence of tasks. Concept drift [20], on the contrary, is a problem that arises
when a single task is learned, but the data stream has unpredictable distributional shifts. As
a result, the model performance tends to drop dramatically. Concept drift management can
also involve preventing catastrophic forgetting. When working with several tasks, all of them
are usually known in advance. However, when working on a single, non-stationary task, it is
usually not possible to anticipate changes in distribution, so explicit detection mechanisms for

these distributional shifts are needed. Thus, concept drift can be very challenging.

2.3.1 Concept drift

Concept drift has been extensively studied in the supervised learning literature [20, 138—141].

It was first proposed by Schlimmer and Granger [142], who aimed to point out that noisy data
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may become non-noisy information at a different time. These changes might be caused by
shifts in hidden variables which cannot be measured directly. Formally, we can define concept

drift as follows:

Definition 2.2 Let [0, t] be a time period, and D' = {(x;,y:)}, a set of samples of size M,
where x; is the feature vector and y; is its correspondent output. D% follows a certain
probability distribution D' (x,y), estimated by the joint probability density function P'(x,y).
We say a concept drift occurs at timestamp t + 1 if there is a significant difference between
D'(x,y) and D'T1(x,y), denoted as:

3t: D'(x,y) » D'"(x,y), P'(x,y) # P (xy). (2.3)

The joint probability can be factorized in two parts: P(x,y) = P(x) - P(y|x). Taking
this into account, concept drift is usually categorized into three different types, according to
which factor of the equation is altered [20, 139]: (1) virtual, (2) real, and (3) total. Virtual
concept drift makes reference to variations in the input marginal probability density function,
so that P*(x) # P'*!(x) and P! (y|x) = P'*!(y|x). On the other hand, real concept drift is
caused by a change in the conditional probability of the labels with respect to the input features,
P!(x) = P'*1(x) and P!(y|x) # P'*!(y|x). Finally, Total concept drift is the combination
of the two previous cases, P! (x) # P'™!(x) and P!(y|x) # P'™1(y|x). Figure 2.3 represents
the three concept drift scenarios in a binary classification problem with a two-dimensional
input space.

Consider a smartphone application for elderly health monitoring. Our software integrates
an activity recognition model that predicts when the user is walking based on the inertial signal
recorded by the accelerometer of the device. The model is adjusted to detect average human
walking patterns. An elderly woman, user of this system, always carries her smartphone in her
back trouser pocket and the model is able to identify perfectly when she is walking. However,
suppose that summer arrives and the woman begins to wear skirt instead of trousers. Since
the skirt has no pockets, she starts to carry the smartphone inside a handbag. This causes the
signal registered now by the accelerometer to be totally different from the one recorded inside
the pocket. Note that this happens although the woman keeps walking exactly as before. This
would be an example of virtual drift. Suppose now a different situation in which, unfortunately,

one day the woman suffers a fall and sprains her ankle. She is now unable to walk properly,
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Figure 2.3: The three types of concept drift in a a two-dimensional classification problem.

so she moves around on crutches and at a much slower pace. Although she still carries the
smartphone in the pocket, her behavior has changed. The model, which had just been trained
to detect average walking, classifies her movements as “standing still”. This would be a real
drift. If we would combine both situations, so that both the walking manner and the signal
perceived by the accelerometer were different, we would be talking about a total drift.

Concept drift can be also classified according to how the new joint distribution is different
from the previous one. In this sense, four types are differentiated [139, 140]: (i) sudden,
(1) recurring, (ii1) gradual, and (iv) incremental. We say a drift is sudden if there is a timestamp
that separates the old concept from the new one. This process can happen repeatedly and even
go back to the original concept, and in that case we say it is a recurring drift. On the contrary,
if the data from the new concept arises intertwined with the old concept, we name it gradual
concept drift. Lastly, incremental drift takes place when data shifts smoothly between the
concepts, and therefore the drift cannot be detected in a single instant but within a window of
consecutive timestamps.

Research on concept drift can be broadly divided into two main sub-problems: (1) drift

detection, and (2) drift adaptation. Drift detection consists of determining whether or not
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concept drift occurs, identifying change points in data distribution. There are many drift
detection algorithms in the literature. Depending on which information they rely on, we can
distinguish between data distribution-based and error rate-based techniques. Data distribution-
based methods [143—146] use a distance function or metric to quantify the dissimilarity
between the distribution of historical and new input data. When this dissimilarity is statistically
significant, it is considered that a drift has occurred. Since this kind of algorithms only require
the input feature vectors, they are well suited for virtual drift detection in contexts where access
to true labels is limited. On the other hand, error rate-based methods [147-149] are based on
tracking changes in the online error of the model. When the error model increases abruptly,
a concept drift is detected. The main drawback of this kind of approaches with respect to
data-distribution based ones is that they need to know the actual labels of the patterns in order

to estimate the model error. In return, they allow to detect real concept drift.

Drift adaptation focuses on addressing the change, updating existing models accordingly
so that performance is not compromised. The three main approaches for drift adaptation are
simple retraining, ensemble learning, and model adjusting. Simple retraining [150, 151] is the
most naive and straightforward strategy, since it consists of just replacing the obsolete model
with a new one, trained from scratch on the latest data. Ensemble learning [152—154] allows
to combine several learners in an ensemble. Thus, when a drift is detected, a new model is
trained using the new data and it is added to the ensemble, that also preserves the old learners.
Finally, model adjusting [106, 155, 156] consists of further training of the existing model, so
that it adaptatively learns from the changing data by partially updating itself. This is arguably
the most efficient approach when drift only occurs in local regions. However, online model
adjusting is not straightforward and it will depend on the specific learning algorithm being

used.

CL algorithms that deal with concept drift can also be categorized according to other
criteria [139, 141]:

* Depending on whether or not they perform explicit drift detection, we distinguish
between active and passive methods. Active drift detection involves observing the
stream to search for changes and determine whether and when a drift occurs, so that
the model is updated only when a drift is detected. Instead, passive drift detection
considers that changes may occur constantly or occasionally, and therefore the learner

is continually updated as data arrive.
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* Given the number of learners employed during classification, we find single classifier and
ensemble-based approaches. Single classifiers use just one learner to make predictions,

whereas ensemble-based techniques combine the results of a set of learners.

* Lastly, determined by the amount of data considered during training, there are online and
batch algorithms. Online approaches update the model instance by instance. In contrast,

batch methods wait until a representative amount of data is collected for training.

Online proposals are usually passive and rely on a single classifier, while batch approaches

tend to be active and either based on a single learner or ensembles.
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CHAPTER 3

CONCEPT-DRIFT-AWARE FEDERATED
AVERAGING

Throughout Chapters 1 and 2, we presented and reviewed federated learning. We explained
why it has become the most appealing way to implement multi-device learning, considering
its advantages in terms of digital privacy and scalability. We also discussed the importance of
developing methods that allow continual learning on data streams that may be non-stationary,
and we introduced the phenomenon of concept drift (Section 2.3). In the present chapter, we
make a first approach towards continual federated learning (CFL). We propose a new method,
called Concept-Drift-Aware Federated Averaging (CDA-FedAvg), which extends the popular
FedAvg algorithm, enhancing it for continual learning under concept drift. Our method
includes virtual drift detection and adaptation mechanisms, allowing it to deal with supervised
scenarios where all client devices share a common goal, but the underlying joint distribution
of data evolves over time. We empirically show the weaknesses of regular FedAvg in this kind
of continual setting and a remarkable improvement in the learning ability of CDA-FedAvg
over FedAvg. We also prove a reduction in storage, communication, and computational costs

in the devices.

Much of the contents of this chapter have been reproduced under Creative Commons

Attribution (CC BY) license from the following publication (see Appendix B, Figure B.1):
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[98] F. E. Casado*, D. Lema*, M. F. Criado*, R. Iglesias*, C. V. Regueiro’, and
S. Barro*. “Concept drift detection and adaptation for federated and contin-
ual learning,” Multimedia Tools and Applications, Springer, vol. 81, no. 3,
pp- 3397-3419, 2021. DOI: 10.1007/s11042-021-11219-x. ISSN: 1380-
7501.

The rest of the chapter is organized as follows: Section 3.1 reviews the state of the
art on CFL. Section 3.2 provides a formal definition of concept drift in CFL settings. In
Section 3.3, CDA-FedAvg is introduced. Section 3.4 presents a theoretical analysis of the
comptational complexity of our proposal. Section 3.5 provides some thoughts on the benefits

of drift management in CFL. Finally, Section 3.6 presents the experimental results.

3.1 Towards continual federated learning: State of the art

As we could see in Section 2.3, research on CL and concept drift has received considerable
attention in recent decades [20, 106, 107]. Despite this, it has traditionally been approached
in a centralized, single-learner fashion, and there is very little work dealing with continual and
federated settings at the same time. This is not surprising given how young the FL paradigm
is. We have already mentioned that at the beginning of this PhD project, in 2018, there were
only a few works in FL. The papers from which the contents of this chapter are drawn [97, 98]
were early pioneers in CFL. More recently, since 2021, other authors have been publishing
new algorithms in similar directions, which highlights the importance and growing interest in
this type of learning strategies. The following is an updated review of these works.

Yoon et al. [157] propose a method for inter-client knowledge transfer, called Federated
Continual Learning with Weighted Inter-client Transfer (FedWelT). They pose a continual and
federated scenario where each client learns on a sequence of tasks. FedWelT decomposes the
model weights into two separated sets: globally shared parameters and sparse task-specific pa-
rameters. Hence, they allow each participant to adaptively train, benefiting from the knowledge
of other clients that share common tasks. They validate their approach on several settings and

datasets. When comparing with existing baselines, they show significantly higher accuracy

*Centro Singular de Investigacién en Tecnoloxias Intelixentes (CiTIUS), Universidade de Santiago de Compostela,
15782 Santiago de Compostela, Spain.
TCITIC, Computer Architecture Group, Universidade da Corufia, 15071 A Coruiia, Spain.
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and reduced communication costs. The major weakness of the proposal is that it approaches
CL in a very naive way, not very applicable to real problems. The training is addressed in a
classical manner, prefixing a number of communication rounds and assuming that the different

tasks are known in advance. Concept drift problem is not considered.

Usmanova et al. [158] introduce a method call Federated Learning without Forgetting -
2 Teachers (FLwWF-2T). The authors focus on federated incremental multi-task scenarios.
They propose to use knowledge distillation to transfer general knowledge from the server and
minimize forgetting when a client learns a new task. Knowledge distillation was originally
proposed to transfer the knowledge from a large model (teacher) to a smaller one (student). In
this case, the authors suggest to use two teachers: the past model of the client and the global
model from the server. They evaluate FLWF-2T on the task of human activity recognition,
showing promising results. As in the previous work, the tasks are known in advance and
the number of communication rounds is prefixed. In addition, it is assumed that the clients
work synchronously and that, at each moment, each one deals with a different task, so that the
server always receives updates on all tasks and has a complete view of the problem. All this
implies serious limitations for implementation in real applications. Concept drift detection

and adaptation are also not addressed.

Park et al. [159] present Federated Incremental Learning with Variational Embeddings Re-
hearshal (FIL-VER), an algorithm designed to address incremental single-task FL problems.
FIL-VER follows a passive approach, based on applying rehearsal in order to incrementally
learn a task while preventing forgetting. For that, the authors use variational embedding
encoders. They validate the method on a new dataset created from different random transfor-
mations of the original MNIST dataset. The algorithm shows parity with offline training in
different scenarios subject to concept drift and where clients can drop in or out dynamically.
Nevertheless, there is no explicit drift detection, but rehearsal is applied all the time regardless
of whether a change happened or not. This could be improved to be more efficient, knowing
exactly when training is necessary and which data to use. Besides, the method requires having

a pre-trained encoder for rehearsal, which would be an issue in many real-world problems.

Canonaco et al. [160] propose Adaptive-FedAvg, an extension of the original FedAvg
method, adapting it to be robust to concept drift in non-stationary single-task problems.
Adaptive-FedAvg implements a server-side passive approach, in which the server increases
the learning rate to be used by the clients based on the variability between consecutive

model updates. To this end, they estimate the variance of the global parameters through an
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exponential moving average. Thanks to the adaptive learning rate, Adaptive-FedAvg is meant
to guarantee the decaying property required for convergence while providing a more reactive
behavior in presence of concept drifts. Authors carried out several experiments using two
image-classification benchmarks, showing good results in both stationary and non-stationary

conditions. As in the previous work, there is no active management of concept drift.

Jothimurugesan et al. [161] also focus on continual single-task and federated scenarios
subject to concept drift. As opposed to the previous works, they do integrate active drift
detection and adaptation mechanisms. Their strategy aims to create one model for each
new concept, so that all clients under the same concept can train that model collaboratively,
similar to what is done in personalized FL. They follow an error rate-based approach for
drift detection and pose drift adaptation as a time-varying clustering problem, introducing
two new algorithms for model creation and client clustering. The first one, FedDrift-Eager,
is a specialized algorithm that creates models based on drift detection. It is effective if new
concepts are introduced one at a time. The second, FedDrift, is a general algorithm that
leverages hierarchical clustering to adaptively determine the appropriate number of models.
FedDrift isolates drifted clients and conservatively merges clients via hierarchical clustering, so
that it can effectively handle general cases where an unknown number of new concepts emerge
simultaneously. Authors tested both methods on 4 different datasets, showing significantly
higher accuracy than existing baselines, and comparable to an oracle that knows the ground-

truth clustering of clients to concepts at each time step.

The method we describe in the present chapter, CDA-FedAvg [98], was the first to provide
active drift detection and adaptation in continual and federated settings. We believe that this
is the best way to deal with distributed and non-stationary data since, as we will see later, it is
more efficient than passive approaches in terms of communications and computational needs.
In short, we can say that active drift management helps us to determine exactly what to learn
and when to learn it. As we have just discussed, the work of Jothimurugesan et al. [161] has
recently followed a very similar direction. To the best of our knowledge, there are no other
proposals in the literature for continual and federated learning with explicit drift detection and

adaptation.
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3.2 Concept drift in continual federated settings

In this section, we will provide a formal definition of concept drift for CFL. In the previous
chapter, we already described the concept drift problem in detail (Section 2.3.1, Definition 2.2).
Nevertheless, in a non-stationary setting with multiple devices, each of them has its own data
stream, which makes the problem more complex. If we want to train a global model in
a federated manner, we have to take into account that each local data stream may change
differently over time.

Formally, we can define local concept drift at client level as follows:

Definition 3.1 Let [0,1] be a time period, N = {1,...,N} a set of clients of size N, and
M!

Z)?’t = {(xi,¥i)};_ the local dataset of client j € N, of size MJ’ where x; is the feature

vector and y; is its correspondent output. Each local dataset Z)?’t follows a certain probability

distribution D;.(x, y), estimated by the joint probability density function P]’. (x,y). We say a

local concept drift occurs at timestamp t + 1 for client j if there is a significant difference

between D; (x,y) and D;.H (x,y), denoted as:

31,j: Di(xy)» DT (xy), Pi(xy)# P (xy). (3.1)

Nevertheless, a change in the local distribution of one client does not necessarily means
a change in the global joint distribution. For instance, imagine that all clients except client j
experience a new concept for the first time at timestamp ¢. Later, at time ¢ + k, that change
occurs for client j. At time ¢ the global data distribution has been altered. However, at t + k
it remains the same, and only the local distribution of client j changes. In that situation, the
federated model will not be affected by the local change. Therefore, we must differentiate

local concept drift from global concept drift:
Definition 3.2 Let [0,1] be a time period, N = {1,...,N} a set of clients, and D?’t =
Mt
{(Xia Yi)}l
v

j
distribution D;(x,y). Let M" = Zj.vzl M, so that D.(x,y) = ijl i D;. (x,y) is the

o the local dataset of client j € N, of size M Jt., that follows a certain probability
global data distribution, with associated probability density function Pg (x,y) We say a global

concept drift occurs at timestamp t + 1 if:
3t: Dg(xy)» Di'(xy), P5(xy)# P (xy). (3.2)
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The above definitions apply to both real and virtual drifts. Note that a global concept drift
implies that a local concept drift has occurred in at least one client. Note also that a global
drift will always have an impact on the performance of the federated model, while a local one
may not. As we will show in Section 3.6, naive learning using state-of-the-art algorithms such
as FedAvg in continual federated scenarios can lead to forgetting and considerable decrease in
model performance when concept drift occurs. In order to avoid that, we propose to introduce
drift detection and adaptation mechanisms during training, working at both local and global

levels.

3.3 The CDA-FedAvg method

We present Concept-Drift-Aware Federated Averaging (CDA-FedAvg), a federated method
able to learn in continual and non-stationary environments, being robust to concept drift. CDA-
FedAvg can be considered an extension of the original FedAvg, enhanced with drift detection
and adaptation mechanisms. As we will see below, our proposal specializes in dealing with
virtual concept drift in supervised classification tasks. Drift detection is carried out locally, by
each client, looking for significant variance in local distribution (see Section 3.3.1). To adapt
to change, we follow a rehearsal approach, conducting new local updates which will then be
aggregated on the server side (Section 3.3.2). Thanks to active drift management, each client
has enough autonomy to decide when to train and what data to use for that purpose, which
reduces the responsibilities and workload of the server. Algorithms 3.1 and 3.2 detail the

pseudocode of CDA-FedAvg on the server and client sides, respectively.

As we can see in Algorithm 3.1, the server starts by initializing the global model and
communicating it to all the participants (lines 1-2). Then, it will periodically check if there
has been any local update on one or more clients (lines 4-5). If at least S local updates
are received from N’ different clients, then a global aggregation is performed (line 6). Each
time the model is globally consensuated, the server will have to broadcast it again to all the
participants so that they always have the latest version of the model (line 7).

Notice that, following this approach, it is possible for the clients to send updates at any
time, giving room to different participation rates among them. Hence, the global model could

be better fitted to the particularities of the most active participants. The choice of the parameter
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Algorithm 3.1: CDA-FedAvg, server side.

Input : List of participant clients N' = {1, 2, ..., N}, minimum number of local updates to
perform aggregation N’.
Output : Global model wg.
1 Initialize w9

G
2 broadca St(W%, N) /I Send the initial parameters to all clients
3 while true* do
4 Listen for local updates w;, VieN
5 if 3{j1,...,jn'} € N : new updates {W;.l, e, W;.N/} are received then
t
6 wl, «— ]:N/. —th~ /I Averaging aggregation
G J=j1 Mt T
7 broadcast(wtc,N)
8 end
9 end

* Given the continual nature, we leave the choice of the stop criteria as a matter of implementation.

N’ (the minimum number of local updates required to perform a global aggregation) plays a
fundamental role in preventing overfitting to these clients.

Clients are responsible for learning the task locally, managing, if necessary, concept drift.
To that end, each client will continually acquire new data from its environment. This data will
be processed to identify new concepts (drift detection) and learn from them (drift adaptation).
We propose that each client handles two different data storages: a short-term memory and a
long-term memory. The short-term memory, @, is used to store the data instances the device
has acquired in the last time interval. This recent data is kept for a limited amount of time
and is processed to check whether a drift occurs. The long-term memory, £, will store a
representative amount of data from each of the concepts seen so far. This information will
be kept for a long time and will be used to train and retrain the model locally, so that new
concepts are learned without forgetting the previous ones.

Each client operates as follows (Algorithm 3.2): At the beginning of the process, both
short-term and long-term memories are empty (lines 1-2), and the model has never been
trained locally. Thus, the first data acquired by each client will automatically belong to the
initial concept. This data will be stored in the long-term memory and used to perform the
first local update (line 3). After that, each client continues to acquire new data, saving it in
the short-term memory and processing it to check whether a drift is detected (lines 5-13).
Only when the drift detection algorithm confirms the shift (line 14), new data related to the

new concept will be stored in the long-term memory and further training rounds will be
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carried out (line 16). In the following two subsections, we will discuss in more detail the two
fundamental parts of our method on the client side: drift detection (Section 3.3.1) and drift
adaptation (Section 3.3.2).

Algorithm 3.2: CDA-FedAvg, client side.

Input : Reference to the latest global model w¢, minimum amount of data to train L, local
minibatch size B, number of rounds R per change, number of local epochs E per
round, learning rate 7, sensitivity to change A, padding A, and maximum size Q4
for the sliding window.

Output : None.

1 Q« {@} /[ Initialize the sliding window (short-term memory)
2 L« {@} // Initialize the long-term memory
3 L «localUpdate(wg,L,L,B,R, E,n) // Learn first concept (Algorithm 3.4)
4 while true* do
5 if new input pattern, x;, is observed then
6 (5’1 , qi) «— predict (WG, Xi) // Classify the pattern
7 Q—QUg; // Add the confidence into @
8 if |Q|>= Qmax then
9 | Q—Q\ {CI1} /I Remove the oldest element in Q
10 end
11 7 — random(o, 1) /I Generate random number in the interval [0,1]
12 if e29 > 7 then
13 d « driftDetection(@,1, A, Omax) // Check for drift (Algorithm 3.3)
14 if d is true then
15 Q — {2}
16 L «localUpdate(wg,L,L,B,R,E,7n) // Update (Alg. 3.4)
17 end
18 end
19 end
20 end

* Given the continual nature, we leave the choice of the stop criteria as a matter of implementation.

3.3.1 Dirift detection

In Section 2.3.1 we explained that drift detection algorithms generally fall into two categories,
those based on the data distribution and those based on the error rate. Algorithms in the first
group use a distance function or metric to quantify the dissimilarity between the distribution
of historical and new data. Those in the second group focus on tracking changes in the online

error rate of the model. In this work we decided to use a data distribution-based algorithm.
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Our choice is motivated by the capability of this type of technique to detect virtual concept

drift without relying on knowing the true labels of the data samples.

We propose a CUSUM-type detection method that works with beta distributions [162,
163]. For each input pattern x;, we estimate a metric that helps us to quantify the dissimilarity
between the old and the new data distributions. Any of the metrics that have been proposed
in the literature can be used [139]. We chose the confidence of the classifier because our
experimental evaluation is carried out on a classification task (Section 3.6). We define the
confidence of the model on a prediction as the classifier’s maximal conditional posterior
probability, i.e., the probability P(ck|x) € (0,1] of a class cx from one of the C possible
classes € = {c1,c2,...,cc} to be the correct class for an instance x. We use the most
recent version of the global federated model to predict a probabilistic output y; and confidence
q; associated to each pattern x; (line 6, Alg. 3.2). The confidence g; is then stored in the
short-term memory of the client, Q (line 7, Alg. 3.2). This short-term memory works as a
sliding window of length Q = |Q| and maximum size Q,,4x. Once this maximum size is
reached, adding a new element to @ implies deleting the oldest one (lines 8-10, Alg. 3.2).
Following this approach, we are able to detect sudden, recurring and gradual drifts, and even
incremental ones if the sliding window is big enough to cover the change interval. Therefore,

the value of Q,,,x Will be strongly dependent on the task to be solved.

The core of our detection method is detailed in Algorithm 3.3, which is called by Algo-
rithm 3.2 in line 13. Algorithm 3.3 aims to identify changes in the distribution of the confi-
dences stored in Q. For that, the first thing we do is to split Q into two sub-windows (lines 5-06).
Let Q, and @), be the two sub-windows, where Q, contains the most recent confidences. Each
sub-window is required to contain at least A elements to maintain the statistical properties of a
distribution. When a concept drift occurs, it is expected that confidence scores will decrease.
Therefore, we only need to detect changes in the negative direction. Namely, if m, and m,
are the mean values of the confidences in Q, and Qj, respectively, a change point is searched
only if my, < (1 — Q) X mp, where A is the sensitivity to change (line 7). We propose to set
A =0.05and A = 100, which are widely used values in the literature [163]. We also suggest
that Q,,qx 1S given by A, so that Q,,,4x = 20A.

The confidence values in each sub-window (Q, and Qp,) are expected to follow two different
beta distributions. However, the actual parameters for each one are unknown. Algorithm 3.3
estimates these parameters at lines 9 and 10, given the mean and the variance of each sub-

window, by using the method of moments [164]. Next, the sum of the log likelihood ratios s
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Algorithm 3.3: Drift detection method (driftDetection).
Input : Sliding window @, sensitivity to change A, padding A, and maximum size Q4 for
the sliding window.
Output : Boolean indicating whether a drift is detected or not.

1spe<0
2 T, « —log(A)
30« |Q
4 fork — AtoQ - Ado
5 mp «— mean(q1 : qr € Q)
6 mg —mean(qry1: 90 € Q)
7 if mg < (1-2) - my then
8 s <0
9 (&b’,éb) — estimateParams(q1 : qk) /I Get parameters of beta distribution
10 (Gq»Ba) < estimateParams(qgy : q0)
1 fori — k+1toN do
£lai da,ﬁa))
12 Sk — Sk +1log| ——
f(qz' | @b, ﬁb)
13 end
14 s < max(sg,sk)
15 end
16 end
17 if Sf > T}, then
18 | return true
19 else
20 | return false
21 end

is calculated in the inner loop between lines 11 and 13, where f (qi | @, ,@) is the probability

density function (PDF) of the beta distribution, having estimated parameters (&, ,é), applied
on the confidence ¢; € Q. This PDF describes the relative likelihood for a random variable,

in this case g;, to take on a given value, and it is defined as:

a7 (1=g)P .
<=, if0<g; <1

flaila,py=4 PP ) (3.3)
0, otherwise,

where

([5 ae - eviday) - [ o7 e“’idqi).

[Z gt
0 1

B(a,p) = 3.4)

e~didq;
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We can consider the variable s; as a dissimilarity score. We estimate sx multiple times,
splitting Q taking different cutoff points &, for all k such as A < k < Q — A. The larger the
difference between the PDFs in Q, and Qp, the higher the value of s (line 12). Let k4 be
the cutoff point for which the algorithm obtains the maximum s; value. Finally, a change is
detected at point K, if sk, = 57 1s greater than a prefixed threshold 7}, (line 17). As itis

usually done in literature, we use 7, = —log(2) [163].

Note that our drift detection method can be a bottleneck in the system if we have to
run it after inserting each confidence value in Q. Consequently, we limit the number of
executions, so that Algorithm 3.3 will be run with a probability of e=29, for any confidence
value ¢g; (line 12 in Algorithm 3.2). Hence, the higher the confidence, the lower the likelihood
of executing the drift detection, and vice versa. In case a drift is detected, the sliding window Q
is reinitialized and drift adaptation is carried out, performing a new local update (lines 14—17
in Algorithm 3.2).

3.3.2 Dirift adaptation

As we have already discussed in Section 2.3.1, there exist three main approaches to drift adap-
tation, which are simple retraining, ensemble learning, and model adjusting. CDA-FedAvg,
like FedAvg, is based on neural networks. Depending on the application, these networks can
be deep (DNNs), with thousands or millions of parameters, so training them is often expensive.
Taking this into account, in this work we ruled out the use of adaptation techniques that involve
training a new model from scratch (i.e., simple retraining and ensembles), since they would
be rather inefficient. Instead, we opted for an adjusting strategy that allows us to continue
adapting the existing model in order to learn new concepts without forgetting the previous

ones.

When dealing with neural networks, model adjusting can be achieved in basically three
different ways [106]: (1) regularization, (2) rehearsal, and (3) generative replay. On the one
hand, regularization consists of protecting the important weights of previous concepts from
modification. On the other hand, both rehearsal and generative replay involve feeding the
network with examples of past concepts while training on new ones. The difference lies in
how these data are managed. Rehearsal approaches save raw samples of each learned concept.
Generative techniques, instead, train generative models on the data distribution, thus being

able to sample patterns from past experiences at any time, without the need to store raw data.
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Although generative replay techniques eliminate the need to store old data, rehearsal has
been shown to provide the best results, as it ensures that the memories do not degrade over
time [ 165]. When working in cloud-centric settings, rehearsal can be a major shortcoming, as
it can involve a high demand for storage. Nonetheless, when following a federated architecture
this is not a problem, since smaller pieces of old memories can be stored locally by each of
the clients. Thus, we propose to use rehearsal for drift adaptation in CDA-FedAvg, storing a
representative amount of data for each observed concept in the long-term memory. Formally,
the long-term memory of a client can be seen as a dataset £ = LU L™ U ... U L],
which gathers representative data of each concept detected so far, where £ is the data of
the first concept, and {m,...,[} are the timestamps where the different drifts occur, being
O<m<--- <.

Algorithm 3.4 details our approach. It is called the first time the client performs local
training, and thereafter whenever a drift is detected. The first thing we do is to wait until we
have collected enough data £¢" belonging to the new concept we want to learn (line 1). A
common question in batch learning is how much data is necessary for training. Unfortunately,
the answer is not simple, since it depends on many factors, such as the complexity of the
problem or the learning algorithm [166]. Statistical heuristic methods have been frequently
used to calculate a suitable sample size, typically based on the number of classes, the number
of input features or the number of model parameters. In continual classification tasks, the data
from each of the classes can be collected in any order. Thus, to guarantee a minimally balanced
rehearsal dataset with the representation of all classes, we define a heuristic rule to control
the patterns that are saved in the long-term memory. We set a minimum amount of data, L,
so that there must be at least % examples from each class cx € € in the long-term memory
representing each concept, where C is the number of possible classes € = {c1,co,...,cc}.
Formally, the client keeps collecting data until the following condition is met:
> =

2C
where v, is a vector with the binarized representation of cy, so that all its elements are 0

Ver € 6 H(x, y)e L' 1y = Vck} (3.5)

except for the k£ component, which is 1.

Once enough data on the new concept is gathered, L"¢" is added to the long-term
memory (line 2). Then, the model update takes place (lines 3—12). The client trains the global
model during a certain number of rounds, R. After each round, the update is sent to the server,
where it is aggregated with the contributions of other clients (line 11). The next round does

not start until the client has received the updated version of the global model.
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Algorithm 3.4: Local update (localUpdate).

Input : Reference to the latest global model w, Long-term memory £, minimum amount

of data to train L, minibatch size B, number of rounds R per change, number of
local epochs E per round, and learning rate .

Output : Updated long-term memory L.

1 L « collectDat a() /I Collect enough new data on the new concept, Eq. (3.5)
2 L — LU Lnew // Expand the long-term memory with the new data
/* Perform local training */

3 forr — 1toR do

4
5
6
7
8
9

10
11

Split £ into a set of batches 8B of size B
Wi — WG
for epoch ¢ < 1to E do
for batch b € 8 do
Wj & Wy — T]VI(WJ'; b) /1 V1 is the gradient of the loss function / on b
end
end
WG < sendUpdate (Wj) /I Send new local update to the server and wait for the global aggregation

12 end
13 return £

3.4 Analysis of computational complexity

In this section we provide some insights into the complexity of CDA-FedAvg, compared to the

original FedAvg. We will analyze three different aspects: (1) time, (2) communications, and

(3) memory requirements.

Before comparing the costs of both methods, we need to set some assumptions to get upper

bounds on the number of operations required:

1. Firstly, we assume that our loss functions /;’s, which are the same for all clients, are

H-smooth. This means that they are differentiable, so we can calculate their gradients,
and at the same time their gradients are H-Lipschitz functions [167], which can be

expressed as follows:
AH e RT : || VIj(w;b) - VI;(v;b) || <H||u-v]| YuveW, utv, (3.6)

where W denotes the set of all possible weights, and b is a batch of data. This equation
has a geometrical interpretation:
| V1;(u; b) = VIi(v; b) |l

fu—v||

| VIj(wb) = VI;(v;b) || <H||u-v| & <H. (3.7
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This last equation, when u tends to v, is the definition of the derivative function, so this

inequality says the derivative of V/; is upperly bounded by a constant value H.

2. Secondly, we also assume that the expectation of the difference between the variations
of the local loss functions for each client /;(u; ) and the variation of the global loss
function €(u) is upperly bounded. We define this global loss function as the expected

error in all clients when using the weights u:

N
PICE b,-)] : (3.8)

Given this global loss function, our assumption of proximity could be expressed as

follows:

o e RTE[|| Vulj(u;b) - Ve(u) ||| < 0® Vje{l,...,N}. (3.9)

3. Lastly, we assume the global loss function we try to minimize is convex:
C(pa+ (1—p)v) <plb(u)+ (1 -p)t(v) VuveW, Vuel0,1]. (3.10)

This guarantees the global loss minimization problem has a unique solution, and there

are no local minimums except for the global minimum.

Taking into account the above assumptions, we can give an upper bound for the time
complexity (number of elementary operations) of both FedAvg and CDA-FedAvg. Kairouz et
al. [168] states that the complexity of FedAvg in terms of the number of training rounds R, the

number of local epochs E, and the number of clients selected to train on each round N’, is:

H o
O|— . 3.11
(R2 i \/REN’) G-AD

In our case, under the same assumptions, we carry out the same operations, but we also check

whether or not concept drift occurs using Algorithm 3.3. All of those further calculations
depend linearly on the maximum size of the sliding window, Q,,,,x, Which in turn is given
by A, so our upper bound is shortly bigger:

H o

o= + +A
R?  \/REN’

(3.12)
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However, note that in CDA-FedAvg the number of training rounds R is typically fewer than in
FedAvg since, after learning a concept, we stop training until a drift is detected.

In the case of the second aspect we want to consider, communications, CDA-FedAvg
is expected to make fewer exchanges of data than FedAvg. In the original method, the
communications are bounded by

O(RN'). (3.13)

Nevertheless, in our case, if a drift is detected, the next data communication takes place after
adapting the local model to that drift. If we set v as the number of times a drift is actually
detected divided by the total number of times the detection process (Algorithm 3.3) is executed,
then the number of communications our method performs is

o) RN’(l—v)—l—RN’% — O (RN'(1-v)), (3.14)

where C is the number of possible classes, and L is a minimum amount of data needed in
the long-term memory from each concept. Therefore, if there are no drifts (v = 0), and
assuming the number or rounds R is the same as in FedAvg (although CDA-FedAvg typically
uses a lower R), we get the same cost of Equation (3.13). However, in any other case,
the communication cost of CDA-FedAvg gets reduced proportionally to the total number of
communications expected. In order to compare both cost differences, we can express v in

terms of A. Each time a drift is detected, we set the short-term memory Q = @. To detect

subsequent drifts, the sliding window needs to be at least of size 2A, which implies v < ﬁ.
Thus, we can rewrite
’ ’ l4 l4 RN/
O(RN(l—v)):O(RN—RNV)<O(RN—2A). (3.15)

Finally, regarding the last aspect we want to compare, memory costs, we must be aware of
the fact that in FedAvg each client needs to storage all the data obtained locally. Nevertheless,
in our case, each client keeps data just until there are enough samples of the current concept.

After that, no more storage is needed until detecting a new drift.

3.5 Benefits of active drift management

CDA-FedAvg not only allows continual federated learning, but also answers two fundamental

questions that are often overlooked in the literature on federated learning: what to learn and
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when to do it. This is made possible by shifting decision making from the server to the clients,
in particular with active drift detection at the local level. We will briefly discuss why this is

so important and what are the benefits.

A naive implementation of FedAvg raises several concerns when deployed in a real multi-
device environment. First of all, there is no given criterion on what data to store and what to
discard. By default, unless there are task-dependent or implementation restrictions, devices
will save all the data they collect. This will often result in unnecessary memory usage.
Secondly, there are no defined limits on the number of training rounds to be performed, which
could be infinite. Thus, a high commitment of computational resources by the devices is
assumed. It is true that only a random subset of clients is selected in each round, so they
are not training all the time. In addition, it is possible to limit training even further based on
conditions such as whether the device has access to WiFi or is connected to a power supply
(this is specially intended for smartphones) [8, 169]. In any case, these criteria do not take
into account whether there is a real need for further training. Finally, training constantly also
implies an increase in the required bandwidth. In fact, in many works in the literature on FL,

authors state that the main bottleneck is the communication cost [22, 157].

Following our approach, instead, it is possible to determine which data is relevant and
which is not anymore thanks to the integration of the concept drift detector and a long-term
memory. We do not quantify the difference of storage explicitly, but in the FedAvg approach,
memory usage grows linearly with the number of training rounds R, whereas in our case it
stops when we reach a sufficient number of samples. Besides, it can be assumed that it is
only necessary to continue training when a new drift is detected, so that the model can be
adapted to it. As shown in Equations (3.11) and (3.12), our approach needs to perform more
calculations for the same number of training rounds, at most O(A). However, in the absence
of drifts, we can pause the training process, reducing this cost. In addition, Equations (3.13)
and (3.15) show that we save at least O (’;—IX/) communications. Thus, we prove it is possible
to significantly reduce the number of communications between clients and server, as well as

the computational burden on clients.

3.6 Experimental Results

In this section, we evaluate CDA-FedAvg and compare it with the original FedAvg in different

situations. To this end, we conducted several experiments on a real-world task: human activity
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recognition (HAR) on smartphones. We believe that this is a good benchmark to test our
proposal given its complexity and its natural fit in a collaborative and continual framework.
The present section focuses on this single problem in order to properly illustrate how our
method works and highlight its main features. For more in-depth results and additional

evaluation on other datasets, see Appendix A.

At present, there are several public datasets for HAR, but not so many that are appropriate
for experimentation with CFL. This implies having data acquired on a continuous basis over
time and from multiple participants. In addition, metadata must be provided indicating the
timestamp, user and device to which each sample belongs. Based on these requirements, we
selected Shoaib’s HAR dataset [170]. It includes data from 10 different people performing
seven physical activities: walking, going upstairs, going downstairs, sitting, standing, jogging,
and biking. All participants were male, aged between 25 and 30 years. The activities were
carried out indoors, in a single building, except for biking, which took place outside. Data
were collected at 50 Hz and comprise readings from the inertial sensors of the smartphone:
the tri-axis accelerometer, gyroscope, and magnetometer. Recordings were fully labeled for

all the participants.

Perhaps the most interesting feature of this dataset is that it provides, for each activity,
data recorded with the smartphone placed in 5 different locations (Figure 3.1): (1) on the
belt, (2) in the left jeans pocket, (3) in the right jeans pocket, (4) on the right upper arm, and
(5) on the right wrist. The smartphones were oriented vertically for the upper arm, wrist, and
two pockets, and horizontally for the belt position. Each participant performed each of the
7 activities for about 20 minutes, 4 minutes for each phone position. We took advantage of
this to analyze in greater detail the performance of FedAvg and CDA-FedAvg in response to

changes in data distribution.

We posed the problem as a multiclass classification task where the goal was to correctly
predict which of the 7 activities was carried out by the user. In order to address it in a continual
and federated manner, we considered each of the user-smartphone pairs as a client. Besides,
we simulated a continuous data acquisition, so that the local datasets were not completely
available from the beginning, but the data were processed in a stream. For simplicity in
presenting the results, we assumed all clients acquired the data at the same time and with the
same frequency. Under this setup, we executed both FedAvg and CDA-FedAvg. We repeated
each experiment 10 times, each time using 9 clients for training and the remaining one for

testing. The test client was a different one in each execution. Since there were relatively
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Figure 3.1: Positions in which the smartphone was placed during data recording in HAR.

few participants, we allowed all clients to participate in all training rounds. 10 epochs were

performed by each client in each local update.

We split the original raw data into windows of 124 samples, which is equivalent to about
2.5 seconds. We decided to use just the accelerometer and gyroscope signals. Thus, each input
pattern was a 6-dimensional time windows, consisting of 124 records for each of the axes of the
accelerometer (ay, ay, a;) and the gyroscope (wy, wy, w;). Each client had a total of 5,000
time windows or instances, 1, 000 for each phone location. In total, in each execution we used
45, 000 samples for training (distributed among the 9 clients) and 5, 000 for testing. Regarding
the model, we opted for a convolutional neural network (CNN), given the performance this
type of network has shown for inertial signal processing [171, 172]. The architecture consisted
of two 1D convolutional layers, pooling, dropout, and two fully connected layers at the end.
However, note that, just as with FedAvg, there is nothing preventing CDA-FedAvg from
relying on a different network configuration, including any other feed-forward architecture,
or even recurrent ones such as long short-term memory (LSTM). For more details on data

preprocessing and model architecture, see Section A.5 in Appendix A.

Scenario A: Stationary baseline

To provide a baseline, we first evaluated FedAvg in an ideal continual scenario, where
data were stationary (IID at the local level). For that, we randomly shuffled all the samples of
each user, without taking into account the position of the smartphone. Each local data stream

consisted of 5, 000 iterations, since this was the amount of data available to each participant.
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Note that this method was originally designed to deal with static datasets. Therefore, we had
to slightly adapt it to the continual scenario. We set a minimum amount of data required
to perform the first training round (30 samples per class). We also allowed it to keep the
entire local dataset in memory without having to forget old patterns. These are very favorable
conditions. We ran FedAvg algorithm during a total of 25 rounds during the continual data
acquisition. We repeated the experiment 10 times. On average, at the end of the process, we
achieved over 85% accuracy. Table 3.1 details the final performance evaluating on the test
data specific to each phone position. Figure 3.2 shows the average evolution over time. The
thick black line is the overall accuracy, whilst each of the thin colored lines represents the
performance by position.

Table 3.1: Final average results of FedAvg in an ideal (stationary, IID) setting after all clients have
processed 5, 000 data samples.

Phone position | Average accuracy

Belt 0.767 (£0.158)
Left pocket 0.932 (+£0.092)
Right pocket 0.955 (£0.047)
Upper arm 0.740 (+0.112)
Wrist 0.858 (£0.058)
Overall | 0.851 (+0.041)

The results obtained with CDA-FedAvg in this scenario are practically identical to those in
Table 3.1. This is due to the fact that our method, in stationary situations, works similarly to a
regular FedAvg. We have omitted the comparison for the sake of readability. See Section A.2

for further details.

Scenario B: Stationary baseline

Although the results in Table 3.1 are quite good, in real life data are often non-stationary.
Hence, in our second experiment, we forced this scenario by sorting the data of all users by
phone position. Each change in the placement of the device implies a change in the underlying
distribution of data, i.e., a concept drift. Data were sorted in the same way for all clients:
1t belt, 2" left pocket, 3™ right pocket, 4™ upper arm, and 5™ wrist. In this way, 4 drifts
occur. This is not a totally realistic scenario since in real life each user would acquire data in

a particular manner, but it is helpful to constrain the changes and check their impact during
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Figure 3.2: Performance of FedAvg in an ideal (stationary, IID) setting. The thick black line is the
overall fest accuracy.

training. We applied FedAvg again, with exactly the same configuration as before, training a
total of 25 rounds. As in the previous case, we repeated the experiment 10 times. Table 3.2
provides the average results by phone location at the end of the training process. Figure 3.3
shows the average evolution over time of such training. The vertical dashed lines indicate
where a change in distribution occurs, which is every 1, 000 patterns for all the users. It can be
seen that, although the general tendency of the model is to improve, it forgets old concepts as
it learns new ones. For example, from iteration 1, 000 it begins to learn about the left pocket
position, which causes a drop in accuracy for data related to the previous concept, the belt.
The final average accuracy is around 63%.

Table 3.2: Final average results of FedAvg in an non-stationary setting after all clients have pro-
cessed 5000 data samples.

Phone position | Average accuracy

Belt 0.362 (£0.100)
Left pocket 0.569 (£0.112)
Right pocket 0.785 (+£0.101)
Upper arm 0.577 (x£0.091)
Wrist 0.873 (£0.083)
Overall | 0.633 (+£0.036)
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Figure 3.3: Performance of FedAvg in a non-stationary setting. The vertfical dashed lines indicate
when a distribution change occurs.

We also executed CDA-FedAvg in this scenario. Unlike FedAvg, our method is aware
of the existence of concept drift. The first round is not performed until every client has
a representative amount of data from the first concept (here, belt position) in its long-term
memory. This is given by the parameter L, which in our case we set to 420, and implies that,
applying the criterion from Equation (3.5), the training is performed when there are at least
30 examples of each class. We also set the number of training rounds per concept, R, to 5.
Thus, in the presence of 5 different concepts, the model will be trained for a total of 25 rounds.
This configuration is intentional and seeks to put CDA-FedAvg on equal footing with FedAvg.
Even so, FedAvg has additional facilities, such as unlimited storage capacity.

Table 3.3 details the final accuracies per device position when using CDA-FedAvg. As we
can see, the overall accuracy at the end of the learning process on the test set is around 82%.
This is much closer to the result obtained in the baseline scenario (Table 3.1). If we look at
the precision per phone position, we can see how the model completes the training providing
good performance for both old and new concepts, never falling below 72% accuracy. This was
not the case using FedAvg (Table 3.2), where the performance in the old concepts fell even
below 50%. Therefore, CDA-FedAvg denotes greater robustness than FedAvg in this type of
scenario.

Unlike in the previous experiments, we cannot represent the average evolution of the

accuracy for the 10 executions of CDA-FedAvg in a single plot. This is because, in this case,
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drifts are actually detected, depending on the execution, this happens at slightly different times.
Therefore, in Figures 3.4 and 3.5 we show two particular executions as examples. Drifts occur
at the same time points as in the previous case (iterations 1, 000, 2, 000, 3, 000, and 4, 000).
Nevertheless, in this case the vertical dashed lines indicate where each one is detected by at
least one of the clients. We can notice that all drifts are identified shortly after they actually
occur. In some of the executions, such as the one shown in Figure 3.5, the second drift is not
detected. This makes sense, since this change is between the concepts of left pocket and right
pocket, which are very similar. In case it was necessary to be more sensitive to change, fine

tuning of the A parameter used for change detection (Algorithm 3.3) could be done.

Table 3.3: Final average results of CDA-FedAvg in an non-stationary setting after all clients have
processed 5000 data samples.

Phone position | Average accuracy

Belt 0.758 (£0.194)
Left pocket 0.907 (+£0.110)
Right pocket 0.847 (£0.116)
Upper arm 0.725 (+0.091)
Wrist 0.855 (+0.075)
Overall | 0.819 (£0.059)

FL has been positioned in recent years as the best choice for multi-device learning, enabling
collaborative training while protecting the private data of each client. Nevertheless, the
experiments we have just presented provide evidence of the shortcomings of regular federated
algorithms. In particular, throughout this section, we have shown that FedAvg is not capable
of dealing with continual and non-stationary problems. We have observed that, in the face of
virtual drift, the method forgets previous concepts in order to learn the new ones. We have also
seen that the average accuracy can drop by more than 25% when moving from a stationary to a
non-stationary stream. In the experiments we have also evaluated our proposal, CDA-FedAvg.
Its main advantage compared to the original FedAvg is its ability to detect concept drift and
adapt to it. This allows it to decide what to learn and when to learn it, thus saving storage,
communication and computational resources. We have empirically shown that our method
outperforms FedAvg, since CDA-FedAvg provides similar performance in both stationary and

non-stationary streams. We have seen that the knowledge acquired on previous concepts does
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Figure 3.4: Results for CDA-FedAvg in a non-lIID and non-stationary setting, fraining with all users
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not degrade over time. Therefore, we can confirm that CDA-FedAvg is able to gradually adapt
to changes.

In this section we have provided the most significant results of the experiments conducted
on the HAR task. We refer the reader to Appendix A for further discussion. In particular,
Sections A.1 and A.5 contain supplementary descriptions and extended experiments. Besides,
Section A.2 report further results in the task of handwritten digit recognition involving several
datasets, such as MNIST, SVHN, or USPS, among others.
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CHAPTER 4

ENSEMBLE AND CONTINUAL FEDERATED
LEARNING

In the previous chapter we introduced CDA-FedAvg, which was the first approach to continual
federated learning. Nevertheless, as could be sensed from the literature review in Section 3.1,
CFL is a very incipient line of research and there is still a lot of work ahead. We already
mentioned that FL usually goes hand in hand with DL. This is also the case for CDA-Fed Avg.
While this combination usually works well, there is no reason to abandon algorithmic diversity.
It is well known that traditional learners (Bayesian methods, decision trees, SVMs, etc.) offer
other advantages, such as simplicity or explainability, that can become essential in many
multi-device problems. Therefore, non-deep alternatives must also be supported in FL and,
by extension, in CFL. With this in mind, in this chapter we introduce Ensemble and Continual
Federated Learning (ECFL), a continual federated architecture based on ensemble techniques.
We propose the federated model to be an ensemble, consisting of several independent learners,
which are locally trained. In this way, we enable a flexible aggregation of heterogeneous client
models. Our approach tries to make the most of the data stream, being able to deal not only
with supervised, but also with semi-supervised classification tasks. Besides, it also integrates
active concept drift detection and adaptation mechanisms. Thus, ECFL becomes a simple,
flexible and generalizable alternative to carry out CFL. In order to show the benefits of our
proposal and illustrate how it works, we have evaluated it in different tasks related to human

activity recognition using smartphones.
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The contents of this chapter have been reproduced from the following publication (see
Appendix B):

[173] F.E.Casado*, D. Lema*, R. Iglesias*, C. V. Regueiro’, and S. Barro*. “En-
semble and continual federated learning for classification tasks,” Machine
Learning, Springer. ISSN: 0885-6125.

This paper is currently under review (second round).

The rest of the chapter is structured as follows: Section 4.1 presents in more detail the
context and motivation of the problem. Section 4.2 provides a review of the state of the art
in ensemble-based methods for FL. In Section 4.3, the ECFL architecture is described. In
Section 4.4, some thoughts about privacy are given. Finally, the experimental results are

shown in Section 4.5.

4.1 Motivation

The vast majority of works in FL rely on the parallel training of DNNs. That is, all client
devices share a common representation of the model and the feature set. Then, each of them
locally updates this global model, normally applying SGD in their private data. However,
although DL provides good results in a large number of applications, it also has shortcomings
that sometimes limit its scope. Perhaps the most critical one is computational complexity [ 174].
Many multi-device applications deal with low performance hardware, such as smartphones
or [oT devices. However, FL typically involves a high number of operations in each training
step. This can have a negative impact on the user’s daily usage experience: battery draining,
overheating, etc. Other well-known problems are model opacity [175, 176] and tendency
to overfitting [177]. On top of this, we must remember that DNNs are very prone to suffer
catastrophic forgetting [106], which is critical when processing data continuously.
Considering these limitations, new solutions that do not rely on DNNs have started to be
explored [87—-89]. Typically, these are adaptations of classical ML algorithms to the federated
setting. Nevertheless, given that not all ML methods are SGD-based, the common aggregation

mechanisms of FL are not always possible. Therefore, specific modifications of the original

*Centro Singular de Investigacién en Tecnoloxias Intelixentes (CiTIUS), Universidade de Santiago de Compostela,
15782 Santiago de Compostela, Spain.
TCITIC, Computer Architecture Group, Universidade da Corufia, 15071 A Coruiia, Spain.
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algorithms are proposed. This is not desirable, since it leads to a lack of homogeneity in
solution designs, and makes it difficult to extrapolate them to new scenarios. On top of that,
these kind of alternative solutions are scarce for now. In fact, no FL architectures have been
proposed that would allow the training of any state-of-the-art algorithm.

In view of this situation, we present ECFL [173], a general and flexible architecture
intended to solve multi-device classification tasks using any ML learner in a continual and
federated fashion. Our approach strongly relies on ensemble techniques. As already mentioned
in Section 2.2, an ensemble is a set of base learners whose outputs are combined to obtain a
better predictive performance. The use of ensembles within FL is a natural fit: We propose
each client device to train its own local model. Each of these local models will be a potential
base learner to join a global and shared ensemble. Keeping the global knowledge up to date
over time is as straightforward as replacing learners in the ensemble. ECFL is prepared to
work in supervised and semi-supervised scenarios, by using the global model for labeling
local data. This is very useful because, when dealing with data streams, true class labels may
be scarce or arrive with delay [178].

Our approach has the following strengths:

* It has several advantages in terms of simplicity. ECFL opens the door to employ
learners that have fewer parameters, require smaller amounts of data, and involve lighter
computations than DNNs. Thus, it is more environmentally friendly, in line with the
green ML initiative [174, 179].

* There are also benefits regarding explainability, since it is possible to use interpretable
learners such as decision trees [175]. This is very useful in applications such as medical

diagnosis or autonomous driving, where it is critical to know why each decision is made.

* We highlight its flexibility as well. The local learning stage consists of training an
independent learner on each device, in an asynchronous way, instead of training a single
shared model in parallel. This enables the aggregation of heterogeneous client models,
which may differ in size, structure, or even algorithmic family. It also reduces the
dependency of clients on the server during training, thus avoiding problems such as

connection drops and bottlenecks.

» The architecture also provides continual adaptability. Local learning integrates concept

drift detection and semi-supervised labeling. Each client can update its local model

49



FErNANDO EsTEVEZ CASADO

individually and efficiently. Moreover, the fact that the global model is an ensemble

makes it easy to add and remove local contributions.

* Finally, it enhances generalizability. It has been shown the ability of ensembles to reduce
bias and variance [180, 181]. The more uncorrelated and independent the base learners
are, the greater the generalization. In our proposal, each base model is trained on a
different device, using local data, thus ensuring this independence. The improvement

in generalizability translates into higher robustness of the model.

4.2 Related work

As we have already discussed, literature on FL is closely related to DL, with most of the methods
relying on DNNs. Some examples are the aforementioned FedAvg [22], FedProx [83], or our
CDA-FedAvg (Chapter 3). Nevertheless, there are very few proposals based on other, non-
deep algorithms. In Section 2.2.1 we mentioned some of them. It is the case of the federated
SVM introduced by Bakopoulou et al. [87], or the federated ID3 decision tree presented by
Ludwig et al. [88]. These methods are characterized by being designed to solve a specific
problem, so their use in new applications is limited. This is mainly because the ML algorithms
on which they are based do not naturally lend themselves to federation.

Ensemble techniques [57] are a potential general approach for global model aggregation
when parameter averaging is not an option. In fact, they have already been considered on
some occasions to implement DML solutions (see Section 2.2). Recently, the idea of using
ensemble-based algorithms for FL has also started to be studied. The following is a review of
the few existing works in this line.

Motivated by the need to reduce the communication costs, Hamer et al. [182] propose
FedBoost, an algorithm for learning a weighted ensemble of base predictors in a federated
manner. The method assumes that the server is provided with a set of pre-trained based
learners. Each of them will have a certain weight in the ensemble. The goal is to learn the set
of weights, so that the performance of the ensemble is maximized. The authors experimentally
validate FedBoost on synthetic data and also on a real language modeling problem using the
Shakespeare corpus. They prove that the method is efficient, with a per-round communication
cost independent of the size of the ensemble.

Lin et al. [183] develop an algorithm for ensemble distillation in FL settings. They suggest
that clients train local learners that are then merged on the server by distillation to obtain the
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global model. This approach involves training the global model through unlabeled data on
the outputs of the base learners from the clients. The authors validate their approach using
several datasets under different constraints. Their knowledge distillation technique mitigates
privacy risk and also reduces the size of the ensemble. However, they assume the availability
of unlabeled data samples on the server, which is necessary to carry out the distillation. This
is a constraining factor, since the protection of clients’ private data is indeed one of the main
goals of FL. The authors argue that these data does not have to be real, but could also be
generated using a generative adversarial network (GAN). Nevertheless, it would still require
having a GAN pre-trained beforehand.

Guha et al. [77] present one-shot FL. Their aim is to learn a global model over a large
network of devices in a single round of communication. For that, they propose an ensemble
of locally trained SVMs. One of their main concerns is the size of the ensemble, which could
grow out of control in federated settings with millions of clients. Therefore, they suggest
several strategies to select a subset with the best local models to add to the global ensemble
and thus limit its size. In this paper, the authors conduct several experiments using EMMINST,
Sentiment140, and Gleam datasets. Although it is a preliminary work, the results show the

potential of the approach.

To the best of our knowledge, there are no proposals in the literature for continual federated
learning based on methods other than DNNs. The architecture we present in this chapter is
in line with the aforementioned works, relying on an ensemble of local learners as a means
of global aggregation. Nonetheless, we also take advantage of ensemble techniques to enable

continual adaptation.

4.3 The ECFL architecture

We present Ensemble and Continual Federated Learning (ECFL), a new CFL architecture
for solving classification tasks based on ensemble learning. Figure 4.1 shows a high-level
diagram of our proposal. As we can see, it involves a cyclical process following a client-server
communication flow. A key aspect is that there is not a single shared model that is trained in
parallel. As in other FL approaches, all clients share a global model. However, in addition to
this, in ECFL each of them creates and updates its own local model of the problem in a totally
independent way. For that, each client is continuously acquiring new information from its own

data stream. The raw data is locally preprocessed and then used to train or update a personal
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model. Then, as in conventional federated methods, local models are sent to the cloud where
a global aggregation stage is performed, thus obtaining a global model. The global model is
then shared with all clients. After that, each device can take advantage of the global knowledge
to make more accurate predictions and, at the same time, keep improving the local one. The

enhancement of the local learners will also result in an improvement at the global level.
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Figure 4.1: High-level diagram of ECFL.

Our architecture is designed to address real multi-device problems of a continual nature.
The information available at the local level will increase progressively and may evolve in
unpredictable ways. Therefore, ECFL allows adaptive learning from non-stationary data
streams without demanding large storage resources. It is able to deal with virtual concept
drift, as it integrates local mechanisms for change detection and adaptation. Another problem
when operating on data streams is that access to true class labels can be limited or delayed.
For instance, spam filtering algorithms can be improved when the user provides feedback, but
it can take time since an email arrives until the user classifies it [178]. ECFL is also robust to
the lack of labeled instances by incorporating a semi-supervised labeling system.

Ensemble techniques play an important role in our proposal. On the one hand, the global
model is an ensemble composed of a selection of local models. This provides an alternative
and general way to perform global aggregation different from the common weighted average.
The server is in charge of choosing the most relevant local models to become part of the global

ensemble through a distributed voting system. The main advantage of this ensemble-based
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aggregation is that it works regardless of the learning algorithm used locally, which does not
necessarily have to be based on SGD. On the other hand, we also use ensemble techniques
locally to allow for continual adaptation to virtual concept drift. In fact, each local model
will be an ensemble able to preserve old learners while adding new ones, trained on new data.
Drift detection is implemented locally, so that each client is able to determine when the global
model has become obsolete. If a drift is detected, the local model is updated and the changes
are communicated to the server. Bellow we explain the details of our approach at both learning
levels, local (Section 4.3.1), and global (Section 4.3.2).

4.3.1 Local learning

Figure 4.2 shows the local workflow for each client. Devices continually gather raw data
from the environment. These data, conveniently preprocessed, are used to create and update
the local models. The preprocessing of the data refers to feature extraction, normalization,
instance selection, etc. If there is a global model available, each client uses it to annotate the
unlabeled samples. In particular, we perform semi-supervised transduction. This technique
consists of predicting which is the most likely class label for each pattern. The predictions are
filtered based on their degree of confidence. As we defined in Section 3.3.1, the confidence of
a prediction is the classifier’s maximal conditional posterior probability, i.e., the probability
P(ck|x) € (0,1] of a class cx € € to be the correct class for pattern x. We will explain how
the confidence of the global model is obtained in Section 4.3.2. We accept a predicted label
as the real label when its confidence is equal to or greater than a threshold vy, whose optimal
value we have empirically set at y = 0.9. Low thresholds (y < 0.8) may introduce noise in
the training set, while very high thresholds (y >= 0.95) may allow to add very few examples

to the labeled set. See the experimental results for more details (Section 4.5).

As we mentioned above, in order to train the local models, we have opted for the use of
ensembles. In particular, every client builds its own local ensemble of base classifiers™. Any
algorithm that provides posterior probabilities for its predictions can be used as base classifier.
In our experiments (Section 4.5), we tried different methods: Naive Bayes, C5.0 decision
trees, SVMs, etc. In the same way, any state-of-the-art algorithm could be used to combine the

predictions of the base classifiers in the local ensemble. We opted for a simple but effective

*From now on, to avoid confusion we will refer to each of the components of the ensemble as base classifier or
learner, while the term model will be used exclusively to designate the ensemble itself.
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Figure 4.2: ECFL: workflow on the client-side. Note that the process is executed for each new
data sample.

approach, employing decision rules, which combine the posterior class probabilities from all
base classifiers.

Rule based ensembles have received very much attention because of their simplicity and
because they do not require training [184, 185]. When the base classifiers operate in the
same measure space, as it is this case, averaging the different posterior estimates of each
base classifier reduces the estimation noise, thus improving the decision [186]. Therefore,
we should use a rule that averages the posterior estimates of the base classifiers. We use the
median rule because it is robust to outliers. In this way, we predict that an instance x belongs
to class cx € € = {c1,...,cc} if the following condition is fulfilled:

. N N C . N N
median{y1.(x)..... yark(x)} = maxmedian{yy ;(x)..... yur;(x)}. - (4D
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where M is the number of base classifiers, and y; (x) = {9;.1(X), ..., yi.c(x)} is the output of
the i-th classifier given x, fori = 1,..., M.

Algorithm 4.1 details the complete local learning process. As soon as a new data
sample(x,y) is available, we classify it using the global model (if any), obtaining an esti-
mated output § with an associated confidence g (lines 8—19). We do this regardless of whether
we know the actual label, y, because we will use the confidence record later for drift detection.
Both instance and confidence are temporarily stored in a sliding window § of maximum size
Smax (line 20). Depending on if we know the true label or not, we will store y or its estimate
y. Note that S = {si,s9,...,85} is a history of 3-tuples of the form “(features, label, con-
fidence)”. The number of 3-tuples that can be stored in S is given by S;,4x. The memory S
follows the FIFO (First In, First Out) rule. Once its maximum size is reached, adding a new
element to it implies deleting the oldest one (lines 5-7).

We keep collecting data samples until we have enough instances to perform the training
of the first base classifier for the local model. To ensure a minimally balanced training set
with representation of all classes, we follow a heuristic approach similar to the one already
used for CDA-FedAvg (Section 3.3.2). We define a minimum amount of labeled data, L, so
that there must be at least L/(2C) samples from each class in S to allow the training process,
where C is the number of possible classes. Formally, the client collects data until the following

condition is met;

Ver € €: {(x,y) € (X XY)NS:y=v }= %, 4.2)

where v, is a vector with the binarized representation of class cx. In our experiments we
have evaluated ECFL working with different values for L. As a rule of thumb, we can say
that a reasonable amount of data is given by L = 2A, being A the padding parameter used
for drift detection that we have already seen in the previous chapter (Section 3.3.1).We also
use a maximum size S, = 20A for the sliding window S§. When the data in S meet the
condition from Equation (4.2) (line 21, Alg. 4.1), we can proceed to train the first base learner
if our local ensemble is empty (line 32). Instead, if the client already has a model (line 22),
we must consider whether it is necessary to update it.

It makes no sense to change the model if it is performing well, but it will be important to do
it in the presence of concept drift. ECFL reuses the drift detection approach of CDA-FedAvg,
which makes it possible to identify virtual drifts. Our detection algorithm analyzes changes
in the distribution of the confidences stored in S and reports them (line 25, Alg. 4.1). This

process can be a bottleneck if we have to execute it after each new instance is collected.
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Algorithm 4.1: ECFL, client side.

Input : Reference to the global model &g, minimum of data to train L, confidence
threshold vy, maximum size Sy,4x for the sliding window, maximum size M; for the

local ensemble, sensitivity to change A, and padding A.
Output : None.

1 S —{z} // Initialize the sliding window
2 & «— {2} /[ Initialize the local model (an ensemble, for now empty)

3 while frue* do

4 if new data instance, (x,y), is observed then

5 if |S|= Syax then

6 | S« 8\ {S1} /I Remove the oldest element in S
7 end

8 if 6 # {@} then

9 (5’, q) «— classi fy((SG R X) // Classify the pattern using the global model
10 if y # @ then

1 | Snew — (X,¥,9)

12 else if g > y then

13 | Snew < (X, y, q) /I Apply semi-supervised labeling
14 else

15 | Snew € (X’ Q’Q)

16 end

17 else if y = @ then

18 | Snew < (X,y,2)

19 end

20 S «— SUspew

21 ifVer € 6 [{(x,y) € (XXY)NS:y=ve}> £ then  //Condition from Eq. (4.2)
22 if &, # {2} then

23 z « random(0, 1) // Generate random number between 0 and 1
24 if ¢729 > 7 then

25 d «— driftDetection(S,4, A, Smax) // Check for drift (Alg. 3.3)
26 if d is true then

27 &] «localUpdate(S, &, M) // Update local model (Alg. 4.2)
28 S «— {o} // Reinitialize the sliding window
29 end

30 end

31 else

32 &; «localUpdate(S, &;, Mp) /I Learn first base classifier (Algorithm 4.2)
33 end

34 end
35 end
36 end

* Given the continual nature, we leave the choice of the stop criteria as a matter of implementation.
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Therefore, we restrict the number of executions, so that we check for drift with a probability
of e724 (line 24). Hence, the higher the confidence, the lower the probability of executing the
change analysis. The details of drift detection are described in Algorithm 3.3, Section 3.3.1.
Note that this algorithm takes as input a one-dimensional vector with the confidence history,
Q = (q1,....90). In this case, ECFL works with a sliding window S = (si,...,ss),
being each s; € S a 3-tuple whose third component is the confidence g;. For simplicity, in
Algorithm 4.1 we abuse the notation by invoking the drift detection method by passing S as

an argument, although only the confidences are needed.

In case a drift is detected, the local model has to be updated accordingly (line 27, Alg. 4.1).
To this end, ECFL integrates a custom ensemble-based adaptation mechanism. In particular, as
we already mentioned before, we conceive each local model as an ensemble of base historical
classifiers, using the median rule from Equation (4.1). Recall that, for simplicity, we refer to
this ensemble as the local model of the client. Algorithm 4.2 details the method. The client
is allowed to keep up to M; base classifiers. The new base learner will be trained using only
the labeled data stored in the sliding window S (lines 1 and 2, Alg. 4.2). Then, it will be
added to the local ensemble. If there are already M; learners in the ensemble, the new one
replaces the oldest, thus ensuring that there are at most M; classifiers at any time (lines 3—6,
Alg. 4.2). Each time drift adaptation is applied, the sliding window § is reinitialized in the
main process (line 28, Alg. 4.1). Following this approach, we face the infinite length problem,
since the maximum storage memory size for keeping both training data and the model is

bounded. In our experiments, we evaluated ECFL for different values of M; (see Section 4.5).

Algorithm 4.2: Change adaptation algorithm (LocalUpdate).

Input : Sliding window S, local ensemble &; = {1, . .., l;» }, maximum size of the local
ensemble M;.

Output : &;.
1 D« getlLabeledPatterns (S) /I Get those samples that have label (real or estimated)
2 lpew «— train(D) // Train a new base classifier
3 if |&;|= M; then
4 | & — & \ {11} /I Remove the oldest base classifier in the ensemble
5 end
6 81 — 81 O Vg /I Add the new base classifier to the local ensemble
7 return &;
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4.3.2 Global learning

The global model is an ensemble that integrates a selection of local models. In this case, not
any state-of-the-art ensemble technique can be used to combine the local predictions. There
are some interesting approaches, e.g. stacking [187], which however we have to discard since
they would involve moving raw data to the server. A simple but effective alternative is to
use a rule-based ensemble, as we already do at the local level (Section 4.3.1). In this case,
the optimal combination rule is the product rule, because each local classifier operates in a
different measure space (different environments and users) [185]. The product rule predicts
that an instance x belongs to class ¢y € € if the following condition is met:

C

N N
[ [5ix(®x) =max] ] 3,(x), (4.3)
i=1 i=1

J=1 ;_
where N is the number of clients, §; (x) = {9;.1(x), ..., Vi.c(x)} is the expected output of the
i-th classifier given x, fori = 1,..., N.

Although the time complexity on the server side is linear, O (N ), including all local models
in the global ensemble is not the best option for several reasons. First, depending on the
problem, there could be hundreds or thousands of devices connected, so using an ensemble
of those dimensions could be computationally very expensive. Second, since the global
model is sent back to the clients, it would also have a negative impact on the bandwidth and
computational requirements of the clients. Finally, even assuming that there is an optimal
global representation of the knowledge, not all the local models will bring the same wealth
to the ensemble. On the contrary, there will be clients that, accidentally or intentionally, will
have local models with poor performance. It is desirable to detect these cases and prevent
them from participating in the ensemble. For all these reasons, we propose to keep a selection
of the M¢ best local models to participate in the global ensemble. In this way, we can know
a priori the computational and storage resources we will need.

When the server receives a new local updated, if there are already M local models in the
global one, the new candidate must compete against those in the ensemble. For that, the server
will keep a score representing the relevance of each of the M models and will also compute
that score for the new update. The computation of the scores is based on the Effective Voting
(EV) technique [188]. The original EV performs a cross validation to evaluate each model
and then applies a paired t-test for each pair of models to measure the statistical significance
of their relative performance. Finally, the most significant ones are selected. In a multi-device

context, a local cross-validation is not a fair way to measure the performance of the clients’
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models due to the skewness and bias inherent in this type of scenario. With this in mind, we
propose an alternative statistical method, inspired by EV. The idea is that each local model
is evaluated by other clients on their private data. We call our approach Distributed Effective
Voting (DEV).

Figure 4.3 summarizes the DEV selection process. When a new local model arrives, the
server chooses p different local devices, randomly selected, and asks them to evaluate that
classifier on their respective local training sets. Once this evaluation is done, each device sends
back to the cloud its accuracy. Assuming that not all the p selected devices are necessarily
available to handle the request, the server waits until it has received p performance measures
for that model. Both p and p parameters depend on the maximum ensemble size, Mg, and
the total number of devices available online, N, so that Mg < p < p < N. This process could

be considered a distributed cross-validation.

dev. j
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that model
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local model |, g
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Figure 4.3: Workflow of the Distributed Effective Voting method.

After gathering the p measurements for the current Mg models and the new one, a paired

t-test with a significance level of 0.05 is performed for each pair of local models &, &;; so
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that:
1 if &, is significantly better than &;;,

(&, 81;) = -1 if &; is significantly better than &;,, (4.4)
0  otherwise.

Then, for each model, we calculate its overall significance index:

Mg+1
g(&,) = > (&, 8. (4.5)

j=1
Finally, we select the new Mg models with the highest significance index or score. If there are
ties, we break them by selecting the most accurate ones (we compute the mean accuracy from
the p available evaluations). As we will see in Section 4.5, we performed several experiments
in networks of 10 client devices, so we evaluated ECFL using values for Mg from 3 to 9. For
simplicity, we set p = p = M. In any case, the global ensemble size will be dependent on
the problem.

Algorithm 4.3 details the complete server-side behavior of ECFL. Every time a device
trains or updates its local model, the changes will be reported to the cloud. The server waits to
receive an update (lines 3 and 4). Once this happens, the global model is accordingly modified.
If the client that sends the update is already present in the global ensemble, the newer version
of that local model replaces the older one (lines 5-7). If the client is not in the global ensemble
and its size is still smaller than Mg, then the local model is directly added (lines 8 and 9).
Otherwise, our DEV selection method is applied to determine which local models remain in
the global ensemble and which one does not (lines 10 and 11). Once the global model is
updated, the server shares the new version with all the clients (line 13).

Note that ECFL needs a mechanism for selecting local models to build the global one, but it
could be other than DEV. However, designing a good selection method is not straightforward,
as some challenges must be addressed. Firstly, local models must be evaluated without
centralized data being available anywhere and without even being able to retain all local data.
In addition, a balance is required between precision in the selection and efficiency in the overall
system. Improving the voting system may involve more communication between server and
devices, which limits the scalability of the architecture. The proposed DEV method might
select some suboptimal local models from time to time. This makes sense, since it is based
just on the voting carried out by a subset of p random clients. Nevertheless, as we will see in
Section 4.5, results indicate that the global ensemble always performs close to or better than

the best local model.
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Algorithm 4.3: ECFL, server side.

Input : List of participant clients N' = {1, ..., N}, maximum size of the global
ensemble M¢.
Output : Global model Eg.
1 SG — {@} // Initialize the global model (an ensemble, for now empty)
2 while true* do

3 Listen for client updates Vj € N
4 if 37 € N : new local model 85. is received then
5 ifEIB;.‘: S?ESG,u<tthen
6 Eg «— Eg \ {8']4} /I Remove the previous model from user j
7 Eg — Eg U {8;} // Add the new one
8 else if |Eg|< Mg then
9 | Eg «— Eg U {8;}
10 else
1 | Eg «— DistributedEffectiveVoting(Sg,8;.,N)
12 end
13 broadcast(Eg, N) // Share the latest version of the global model with all the clients
14 end
15 end

* Given the continual nature, we leave the choice of the stop criteria as a matter of implementation.

4.4 Privacy concerns

An important feature of federated learning, and certainly one of its greatest advantages over
other solutions, is its ability to protect data privacy. In our proposal, as is the case with any
other FL method, there is no explicit sharing of raw data. In addition, the data are naturally

segmented into local storages, from different owners, which makes it more difficult to hack.

Nevertheless, it should be noted that ECFL involves communicating models between the
server and the clients. This is something that happens with the majority of FL proposals
in their most naive implementation. Unfortunately, it can lead to privacy leaks due to, for
example, reverse engineering on the models [189, 190]. To avoid this, there are several
protection mechanisms that can be added as additional layers of security. For instance,
differential privacy [67, 68, 191] or SMC [192], both already mentioned in Section 2.2.1.
Differential privacy could be introduced for client models, so that each participant would have
a personalized privacy budget. SMC techniques would enable communications to be secured

and protected with cryptographic methods. In particular, homomorphic encryption [71],
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would allow to performed many operations directly on encrypted data and models without the

need to decrypt them.

In addition to being compatible with the usual FL privacy techniques, ECFL has another
very interesting property: The server just acts as a central orchestrator, but it can carry out its
tasks without having to access sensitive information, not even local models. This is thanks to
the fact that our global aggregation system is an ensemble, and does not require operations on
model parameters. Thus, a simple privacy mechanism would be to implement a point-to-point
encryption for the local models, combined with their anonymization on the server. In this
way, a client’s local model would not be decrypted until needed by another client (as part of
the global ensemble), which would in any case be unaware of its authorship. We leave the

exploration of these privacy issues for future work.

4.5 Experimental results

The aim of this section is to evaluate ECFL, while illustrating how it works. In particular, we
are interested in analyzing the performance of the global model, obtained from the consensus of
the local devices, in distributed, continual, heterogeneous, and semi-supervised classification
scenarios. As mentioned in Section 3.6, activity recognition problems using smartphones fit
well within the CFL framework since they involve multiple users and devices gathering data
in a regular basis. Therefore, we use this task again to evaluate ECFL. However, there are not
many public datasets that allow for experimentation. In the previous chapter, we used Shoaib’s
HAR dataset [170] to evaluate our CDA-FedAvg method. In this case, in addition to that, we
decided to build our own dataset that would allow us to highlight all the properties of ECFL.

Our dataset focuses on the binary task of walking activity recognition. For data collection,
we developed an Android application and asked several people to install and run it in the
background on their smartphones. The app recorded data continuously while the volunteers
were performing their usual routine. With all the data obtained, we created two distinct
subsets: one for training, comprising partially labeled data from 10 different people, and the
other one for testing, with fully labeled data merged from all other participants. In both cases,
several features were extracted from the raw time series. The end result is almost 70, 000
samples for training and 8, 000 for testing. Additional details on data collection, distribution,

and preprocessing can be found in Section A.3 in the appendices.
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Baseline

Before applying ECFL, we decided to set a baseline. Thus, we trained and fine tuned some
of the most popular and widely used supervised classification algorithms: (i) generalized
linear model (GLM), (ii) Naive Bayes (NB), (iii) C5.0 decision tree (C5.0), (iv) support vector
machine (SVM), (v) Random Forests (RF), (vi) Stochastic Gradient Boosting (SGB), and
(vii) feed-forward neural network (FNN). For that, we used the entire training set, joining
the data of the 10 participants. The results of evaluating all the methods on the test set are
shown in Table 4.1. We can see that the accuracy of all classifiers ranges between 70% and
90%, but SVM, RF, SGB, and FNN, clearly work better. These are the reference results that
could be achieved under ideal conditions, if centralizing user data were possible and there
were no temporal constraints. For more details on hyperparameter tuning of these models, see
Appendix A.S.

Table 4.1: Performance of several supervised classifiers, trained in ideal conditions.

Method | Balanced Accuracy Sensitivity Specificity

GLM 0.722 0.821 0.624
NB 0.795 0.904 0.685
C5.0 0.817 0.884 0.750
SVM 0.846 0.937 0.755
RF 0.855 0.902 0.807
SGB 0.860 0.908 0.811
FNN 0.858 0.913 0.802

Next, we addressed the problem in a federated manner, forcing the data and the learning
to be distributed among 10 clients, where each client corresponds to a user-phone pair. In this
situation, none of the algorithms from Table 4.1 is directly applicable. Thus, we decided to
train a local model for each of the 10 participants and then build a global ensemble using the
product rule (since this is the same approach used in ECFL). We also trained two more FNNs
using the two most popular FL. methods: (a) FedAvg, and (b) FedProx. The performance of
each global model is shown in Table 4.2. If we compare these results with those in Table 4.1,
we can see some differences. On the one hand, weaker classifiers, such as GLM or Naive
Bayes, have their performance enhanced when used in an ensemble. On the other hand,
algorithms that are usually more robust, such as Random Forests or SGB, are weakened by

splitting the data among multiple clients. Finally, when using neural networks, both FedAvg
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and FedProx are good options, better than an ensemble of networks. Note that we still did not

include temporal restrictions, so each client had access to all its data at any time.

Table 4.2: Performance of several supervised classifiers, trained in a distributed way.

Method | Balanced Accuracy Sensitivity Specificity
Ensemble (GLM) 0.782 0.959 0.604
Ensemble (NB) 0.819 0.948 0.690
Ensemble (C5.0) 0.809 0.976 0.642
Ensemble (SVM) 0.852 0.956 0.748
Ensemble (RF) 0.819 0.983 0.655
Ensemble (SGB) 0.814 0.959 0.669
Ensemble (FNN) 0.810 0.951 0.669
FedAvg 0.848 0.937 0.758
FedProx 0.844 0.960 0.728

Continual federated setting

Both the results in Table 4.1 and Table 4.2 are useful to get an idea of the performance
of the classifiers under ideal conditions. Having this baseline, we introduced the temporal
domain to evaluate ECFL. Thus, data acquisition is continuous over time. For simplicity,
we assume all clients process data with the same frequency and, therefore, each iteration in
our proposal will correspond to a new pattern for all clients. The data stream lasts 10, 000
iterations, given that this is the maximum number of samples collected by each client. Since
not all of them reach 10, 000 patterns, those with less data do not start at iteration 1, but join
at some point later. The data stream of each participant follows the exact order in which the
samples were originally recorded. In this way, we have a realistic data distribution, which will
evolve over time, leading to different local concept drifts.

We ran ECFL trying different base classifiers (the same ones from Table 4.1). We also
executed FedAvg and FedProx in this setting. In addition, we included CDA-FedAvg, our
previous method presented in Chapter 3, in the comparison. Recall that, in continual scenarios,
the data stream is of potentially infinite size, so it is impossible to store all incoming data in the
memory. For this reason, both CDA-FedAvg and ECFL use a short-term memory of limited
size during learning. In the particular case of ECFL, it is a sliding window, W. In order to be
on an equal footing, we introduced the same restriction in FedAvg and FedProx, so that in each

training round they would use only the data available at that moment in W. We repeated each
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execution 10 times, randomly varying the iteration in which each client joins the learning.
Table 4.3 compares the average performances of the global models at the end of the data
stream. In ECFL, each local model is an ensemble of maximum size M;, and the global model
is composed of up to Mg local models. Besides, there is a minimum amount of labeled data,
L, required to train a new learner, and a confidence threshold, vy, used during semi-supervised
labeling. The results shown in Table 4.3 were obtained using M; = Mg = 5, L = 200, and
v = 0.9. For more information on the impact of these hyperparameters on the performance

of our proposal, see Tables A.5, A.6, and A.7 in Section A.3.

Table 4.3: Average performance of ECFL (using different base classifiers), FedAvg, FedProx, and
CDA-FedAvg, frained in a distributed and continual setting.

Method | Balanced Accuracy Sensitivity Specificity
ECFL (GLM) 0.743 (£0.066) 0.863 (+0.037) 0.623 (+0.048)
ECFL (NB) 0.789 (x0.014) 0.811 (£0.023) 0.766 (+0.011)
ECFL (C5.0) 0.795 (£0.037) 0.866 (+0.016) 0.726 (+£0.021)
ECFL (SVM) 0.857 (£0.032) 0.871 (£0.007) 0.843 (+0.036)
ECFL (RF) 0.845 (£0.011)  0.911 (£0.014) 0.779 (+0.013)
ECFL (SGB) 0.833 (x0.033) 0.895 (+0.025) 0.771 (£0.019)
ECFL (FNN) 0.803 (£0.027) 0.861 (+0.018) 0.745 (+0.011)
FedAvg 0.806 (x0.016) 0.911 (£0.015) 0.701 (£0.047)
FedProx 0.816 (£0.008) 0.907 (+0.027) 0.725 (+0.035)
CDA-FedAvg 0.831 (x0.012) 0.923 (£0.032) 0.739 (+0.033)

As can be seen in Table 4.3, the best results in this scenario are provided by ECFL,
followed by CDA-FedAvg. Nevertheless, the performance of ECFL varies depending on the
base classifier. This was to be expected, given that some of them, such as GLM and NB,
already provided lower accuracies in the baseline scenario. Note that the direct comparison of
the results in Tables 4.1 and 4.2 with those of Table 4.3 is not fair, since this last setting is much
more complex, dealing with spatial and temporal constraints at the same time. Even so, we can
see that ECFL competes with the baseline models, providing similar performances. Especially
noteworthy is the case where SVMs are used as base classifiers, since it outperforms both the
single model from Table 4.1 and the ensemble from Table 4.2. We can also see that, while still
performing quite well, both FedAvg and FedProx experience some downgrading compared to
the previous setting. This is because these methods were not designed for continual learning.

It is important to remember that ECFL only uses half of the users to build the global ensemble
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model (Mg = 5), whereas FedAvg, FedProx, CDA-FedAvg, and all the models in Tables 4.1

and 4.2 are trained using all labeled data from all clients.

To better illustrate the learning process in ECFL, we will now show in detail one of the
executions from Table 4.3 as an example. We select the case where we use SVMs as base
classifiers. Figure 4.4 details the evolution of the performance per client and over time. The
upper graph shows the accuracies of all the models—from each of the 10 users and also the
global one—. The thick black line corresponds to the global model, while the rest of the
colored lines are each of the 10 clients. As in each iteration the unlabeled local data is labeled
with the most recent global model, the more unlabeled data the device has, the more it will
be enriched by the global knowledge. The bottom graph shows the local updates and global
selection. Once again, each colored line corresponds to one participant. In those places where
the line is not drawn it means that the device is not processing data. A circumference (o) on
the line indicates when a drift has been detected and the local model has been updated. If the
circumference is filled (e), it indicates that the local model is chosen as one of the 5 models
of the global ensemble—the other 4 chosen are marked with a cross (X)—. At the end of the

process, the global model is composed of the local models of users 2, 4, 5, 7 and 9.

By looking at Figure 4.4, we can see that each client updates their local model between
1 and 5 times. These updates are done based on the concept drift detection and adaptation
approach explained in Section 4.3.1. The need for adaptation is conditioned by the evolution of
the data distribution of the stream. A more detailed evaluation of the drift detection method is
given in Section A.4. Regarding the construction of the global ensemble, it should be reminded
that local models are chosen using the DEV method, explained in Section 4.3.2. DEV is based
on the voting carried out by a subset of p users randomly chosen (5 in this case, because
p = Mg = 5). The results presented here, as well as the extended evaluation in Sections A.3
and A.4, demonstrate that the global ensemble provides excellent performance, always similar

or greater than that of any local model.

Another important aspect to highlight in Figure 4.4 is the fact that the global model is
able to provide good results almost from the beginning. This is due to the great generalization
capability that characterizes ensemble methods and classifiers such as SVM, even when the
amount of training data is limited. It is something that does not happen using FedAvg or
FedProx. Figure 4.5 shows two examples of execution for these two methods. The horizontal
axis is represented in terms of federated rounds, and not in terms of samples, since both work

with synchronous rounds of local update and global aggregation. We can see how, in both
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Figure 4.4: Example of executing ECFL with SVM as base classifier. The upper graph shows the
evolution of the accuracy over time. The black line corresponds to the global model, while the
others are the clients. The bottom graph shows the local updates and global selection.

cases, the global model takes approximately 10 rounds to converge, which is roughly the half

of the data stream.

Continual federated setting with some users adding noise

To conclude this section, we decided to increase the complexity of the problem a bit more in
order to further test our local model selection method, DEV. Suppose now that there are some
users who are mislabeling data, whether intentionally or not. To simulate this, we synthetically
modified the training data, reversing all the labels provided by 4 of the 10 users. This is the
maximum number of clients we can poison to consider them outliers in the system. We chose
three very active users (users 1, 2, and 9), and one more not very involved (user 3). Any
centralized, distributed or continual algorithm that is unaware of mislabeled data and trained

using all available information will give poor results. Our proposal, instead, can detect atypical
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Figure 4.5: Example of execution of FedAvg and FedProx in the federated and continual setting.

participants in an unsupervised manner and exclude them from the global model. Besides,
those clients will receive the global model to label the unlabeled samples correctly, thus
overcoming the data that was manually mislabeled. Table 4.4 shows the average performance
of ECFL, FedAvg, FedProx, and CDA-FedAvg in this continual setting with outliers. As can
be appreciated, in this case ECFL far outperforms the results provided by the other approaches.

Figure 4.6 shows an example of executing ECFL in this scenario, in the particular case
where SVMs are used as base classifiers. The results are comparable to those shown in
Figure 4.4. In this case, at the end of the process, the global model is composed of the local
models of users 4, 5, 6, 7 and 10. Figure 4.7 illustrates the process using FedAvg and FedProx.
We can see that FedAvg never stabilizes. FedProx, on the other hand, seems to converge more

easily. In both cases, it is particularly relevant that users with correctly labeled data do achieve
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Table 4.4: Average performance of ECFL, FedAvg, FedProx, and CDA-FedAvg, trained in a dis-
fributed and continual setting, when some users mislabel data.

Method | Balanced Accuracy Sensitivity Specificity

ECFL (GLM) 0.752 (£0.052) 0.921 (£0.036)  0.583 (+0.050)
ECFL (NB) 0.761 (£0.023) 0.628 (£0.041) 0.893 (+0.028)
ECFL (C5.0) 0.758 (£0.044) 0.831 (£0.027) 0.685 (+0.018)
ECFL (SVM) 0.852 (£0.039) 0.827 (x0.012) 0.876 (+0.021)
ECFL (RF) 0.812 (+0.019) 0.986 (£0.016) 0.638 (+0.011)
ECFL (SGB) 0.822 (£0.015) 0.948 (£0.023) 0.695 (+0.034)
ECFL (NN) 0.799 (+£0.026) 0.878 (£0.019)  0.720 (£0.040)
FedAvg 0.669 (£0.189) 0.697 (£0.298) 0.641 (+0.161)
FedProx 0.694 (£0.087) 0.771 (£0.134) 0.617 (+0.139)
CDA-FedAvg 0.729 (£0.099) 0.720 (£0.202) 0.738 (+0.126)

good performance individually. However, the global model is unable to reach the same results
since there is no informed selection during the aggregation stage.

Throughout this section we have shown the advantages of ECFL over other state-of-the-
art methods. Firstly, as well as CDA-FedAvg, it allows for continual federated learning in
non-stationary settings. In fact, the results in Table 4.3 demonstrate that it is able to achieve
accuracies similar to those obtained under ideal (stationary and IID) conditions. This is mainly
due to the incorporation of drift detection and adaptation mechanisms, which allow it to decide
what to learn and when to learn it. Secondly, we have proven good results using different base
classifiers. Our architecture is compatible with any classification algorithm, since it combines
the outputs of the base learners in a rule-based ensemble. We have seen how some traditionally
weaker algorithms, such as GLM or NB, get a boost in performance when used in an ensemble.
We have also observed particularly good performance of ECFL when using base classifiers
such as SVM, RF, and SGB. Finally, undoubtedly one of the greatest advantages of ECFL
compared to the other methods (including CDA-FedAvg) is the mechanism for participant
selection: DEV. Normally, FL algorithms are unaware of mislabeled data and perform training
using all available information, without applying any further criteria than a random selection
of clients per round. ECFL, instead, can detect atypical behaviors and exclude them from
the global ensemble. Our last experiment (Table 4.4) perfectly emphasizes the importance of
conducting an informed selection of local updates, such as the one we do with DEV.

A more extensive experimental evaluation of ECFL is provided in Appendix A. More

specifically, Section A.3 extends the results on walking recognition. It includes details about
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Figure 4.6: Example of executing ECFL when 4 clients mislabel the data. The upper graph shows
the evolution of the accuracy. The black line corresponds to the global model, while the others
are the clients. The bottom graph shows the local updates and global selection.

data collection, preprocessing and distribution, as well as a comprehensive analysis of the
impact of the different hyperparameters on performance. Section A.4 reports new experiments
in a different task. In particular, we employ Shoaib’s HAR dataset, which was already used
to evaluate CDA-FedAvg. Its main advantage is that it contains annotated information on
when changes occur, which allows us to better test detection and adaptation to concept drift.
Finally, Section A.5 provides additional information (software, hardware, ect.) about the

implementation and execution of the experiments.
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Figure 4.7: Example of execution of FedAvg and FedProx in the federated and continual setting
when 4 clients mislabel the data.
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CHAPTER 5

FEDERATED LEARNING FROM
DEMONSTRATION: A USE CASE IN
PERSONAL ROBOTICS

In Chapters 3 and 4 we presented our main contributions in continual federated learning:
CDA-FedAvg and ECFL. For both of them, we performed an experimental evaluation using
data taken beforehand, mainly from smartphones. It is true that tasks such as HAR are
sufficiently complex and realistic to give us an idea of how the algorithms will work when
put into operation. However, it is always preferable to test them directly in real time and
on as many problems and hardware as possible. Although CFL have a huge potential for
smartphone applications, we believe that there are other devices that can benefit greatly from
this technology in the coming years. This is, for instance, the case with service robots, i.e.,
semi or fully autonomous robots that provide useful services for the well-being of people
in different contexts such as household, catering, transportation, or healthcare. With the
aim of exploring potential applications of our technologies in service robotics, we started a
collaboration with Professor Yiannis Demiris, head of the Personal Robotics Lab (PRL) at
Imperial College London, in the United Kingdom. The PRL is one of the world’s leading
laboratories in service robotics research. This chapter presents the last of the contributions of

this PhD dissertaion, which is the result of a research visit at the PRL facilities.

Throughout the chapter, we explore the use of federated learning to endow service robots

with autonomy. In particular, we focus on the use case of navigation assistance in smart
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robotic wheelchairs. We propose Federated Learning from Demonstration (FLfD), a fed-
erated approach that allows the wheelchairs to learn how to perform day-to-day tasks from
demonstrations provided by human teachers (the end users themselves). Our proposal adopts a
collaborative decision making system, in which the user and a DNN share control. The model
is trained using sensitive local data (images and laser readings) with privacy guarantees. In our
experiments we pose a scenario involving different clients working in heterogeneous domains
and show that the federated model is able to generalize to all of them.

Much of the contents of this chapter have been extracted from the following publication (see
Appendix B):

[193] F. E. Casado*, Y. Demiris’. “Federated Learning from Demonstration for
Active Assistance to Smart Wheelchair Users,” in 2022 IEEE/RSJ Interna-
tional Conference on Intelligent Robots and Systems (IROS 2022), 1EEE,
2022.

This paper has been accepted and is pending for publication in the conference pro-

ceedings. It will be presented in October 2022 in Kyoto, Japan.

A video abstract of this work is available online. It can be accessed by scanning the
QR code provided in Figure 5.1. The video shows our proposal in operation in real time.
This chapter is organized as follows: Section 5.1 introduces the context and motivation for
autonomous navigation of smart wheelchairs. Section 5.2 provides a review of the related

work. Section 5.3 details our proposal. Finally, Section 5.4 presents the results.

5.1 Motivation

Mobility aids for the elderly and frail enhance the independence and well-being of their users.
Therefore, there is great interest in the research community to develop intelligent robotic
systems that can provide such assistance. One notable example are smart robotic wheelchairs,
i.e., powered wheelchairs equipped with sensors and a computer [194], such as the one in

Fig. 5.2. Using the sensors to gather information about its surroundings, the robot can assist

*Centro Singular de Investigacion en Tecnoloxias Intelixentes (CiTIUS), Universidade de Santiago de Compostela,
15782 Santiago de Compostela, Spain.

TPersonal Robotics Laboratory (PRL), Dept. of Electrical and Electronic Engineering, Imperial College London,
SW7 2AZ, United Kingdom.
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Figure 5.1: Frame of the video abstract of the work presented in this chapter. To watch the video,
scan the QR code or visit the following URL: https://youtu.be/YHaprlaDk6Q.

the user during navigation in different ways. Typically, the goal is to provide safer or faster
navigation, or to reduce the user’s cognitive workload. Although this sort of technology may
benefit all wheelchair users, people with difficulties in the motor control of the upper limbs
would undoubtedly profit the most.

) Intel RealSense
Joystick D415 camera

SICK LMS200
rangefinder

Hokuyo
URG-04LX-UG1
rangefinders

Figure 5.2: Our smart wheelchair in the configuration used for this work.

Empowering the robot with autonomy so that it can provide active navigational assistance

is, however, a complex task. Conventional approaches are usually based on the a priori map
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building of the space in which the wheelchair will move. In this way, different locations
of interest can be selected on the map, which will be long-term targets for a path-planning
algorithm to reach. However, this is a limitation, since it is infeasible to map and provide targets
for all the places a wheelchair user would go in everyday life. Instead, ML-based solutions
that can predict the movement the robot should perform anywhere are more appealing. In
particular, learning from demonstration (LfD) [195] has been shown to lead to significant
advances in multiple scenarios involving the use of mobile robots. LfD allows the robot to be
instructed by non-expert users and facilitates the learning of adaptive behaviors, so that it can

operate in complex and time-varying environments.

In the context of active assistance to smart wheelchair users, LfD could be applied as
follows: A human teacher (either the user him/herself, or a professional, like a caretaker or a
nurse) drives the wheelchair around the environment while some sensor data (range, vision,
etc.) are logged along with the joystick input. Then, a ML model is trained to approximate a
mapping function between the sensor data and the expected behavior. Nevertheless, in practice
itis challenging to get a model that generalizes and can assist in realistic, dynamic, and complex
environments due to several reasons. First, it relies on an expert spending time interacting with
the robot, so gathering large amounts of training data takes time. Second, it is very difficult
to consider all the possible situations in advance, so usually the dataset is not representative
enough. Third, the data needed to represent environment information with accuracy is typically
of high dimensionality, which can lead to the curse of dimensionality [196]. These three
factors combined can potentially result in model overfitting, which will cause the robot to act

unpredictably when facing new scenarios.

We believe that learning from crowds by using FL is an appealing solution for the above
shortcomings. The idea is to involve a broad number of teachers, desirably the end users, that
would perform the demonstrations in a decentralized way, from home. The data collected from
these real environments and working conditions represent an invaluable source of information
to train and adapt models and, in consequence, improve robot behavior. Besides, having
multiple users providing demonstrations can greatly speed up the learning process. FL is
ideally suited to enable this distributed training to take place while keeping private data
protected. Thus, in this chapter we explore the possibilities of Federated Learning from
Demonstration (FLfD) for active assistance to smart wheelchair users. In particular, we
propose a collaborative user-robot driving system, in which a federated DNN that integrates

vision and range sensing can infer the short-term destinations that the user wants to reach.
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For that, we collected data from a driver performing several daily tasks, such as moving along
corridors or going through doorways. We worked with several local environments, involving
different locations and obstacles. Therefore, data were non-IID [15]. Our model exhibits good
generalization capability, providing good performance when facing new domains not seen

during training.

5.2 Related work

Assistance for power mobility devices such as smart wheelchairs can be broadly classified
into two approaches, namely reactive and active assistance. Reactive assistance systems [197,
198] tend to keep the user considerably in the loop, taking over control momentarily, with
the primary aim of avoiding collisions. On the other hand, in active assistance [199, 200]
the user is mostly removed from the control loop and their commands are normally used to
infer the desired destination, which the robot will reach by means of autonomous navigation
algorithms. Active systems can offer greater autonomy, which makes them more appealing,
especially for people with difficulties in the motor control of the upper limbs. Therefore, our

work falls within this second approach.

Traditional methods of active assistance rely on considerable spatial maps built beforehand
to accommodate long-term assistive planning [199-202]. However, keeping accuracy over
time in deployment scenarios demands significant maintenance, because both the environment
configuration and user preferences may change. Besides, it is impossible to have mapped all
the spaces that the wheelchair user will visit. Hence, it seems more desirable for a system to
provide assistance at any location, without the need for a map. This can be achieved adopting
the LfD paradigm. The idea is to infer immediate short-term destinations the user wants to
pass through based only on the environmental information provided by the on-board sensors

and previous experiences from a human teacher.

There are a few works that make use of expert demonstrations to learn such short-term
navigation behaviors. Chow and Xu [203] achieve this by creating a single-demonstration
lookup table consisting of the recorded sensor data and the associated control commands. For
each new decision to be taken, the robot has to search in the lookup table for the closest pattern
to the real-time-sampled signal. The approach exhibits good performance when evaluated in
the same environment used for training. However, the authors do not provide any evidence of

the ability to generalize and adapt to new situations. Poon et al. [204, 205] present a framework
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that uses a probabilistic model to estimate short-term user intention. The proposed model,
built with Radial Basis Function Networks, takes as input both the on-board sensor data and
the direction in which the user wants to move. Training demonstrations are provided by a user
driving in a simulated house environment. The results show that this proposal can capture
user intentions and produce natural human-like paths in situations not seen during training.
Its major constraint is that user intervention is required on a regular basis so that the model

can be used.

In this work, we propose a different approach that requires minimal user intervention
while providing good generalizability. In our framework, demonstration data can be collected
directly by the real end users and the learning process is carried out in a federated way. To
the best of our knowledge, our work is one of the first to apply FL techniques in robotics.
Li et al. [206] introduce a learning architecture for cooperative Simultaneous Localization
and Mapping (SLAM) that takes advantage of FL to enhance the performance of visual-
LiDAR SLAM in cloud robotic systems. Liu et al. [12] present a federated reinforcement
learning architecture for navigation that uses transfer learning to make robots quickly adapt
to new environments. Finally, regarding federated LfD, Papadopoulos et al. [207] propose
a conceptualization for developing large-scale multi-agent LfD human-robot collaborative
environments by incorporating user profile estimation in order to provide local personalization.
Nevertheless, the latter is still a theoretical proposal that needs to be implemented and validated

in real-world settings.

5.3 Methodology: Assisted driving with FLfD

We present a collaborative driving framework which relies on Federated Learning from
Demonstration (FLfD) to provide short-term active assistance to smart wheelchair users.
Fig. 5.3 gives an overview of our system. We pose a client-server architecture, where the
clients are each of the human-robot pairs (Figure 5.3a). Clients and server share and train a

common ML model that learns how to assist the users during navigation.

FLfD enables a decentralized and supervised model training. The goal is to infer the
most likely joystick commands given the vision and range information from the on-board
sensors (Figure 5.3b, right side). Because of the nature of the problem, where each robot
processes complex spatio-temporal and multi-sensory information, we apply deep learning.

Thus, the proposed model is a DNN, involving convolutional and recurrent layers (see Sec-
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Figure 5.3: Overview of our FLfD system.

tion 5.3.3). As a first approach, we use FedAvg to train it. Details about the FedAvg algorithm

were already provided in Section 2.2.1. Recall that it involves several learning rounds alter-

nating between local updates and global aggregations. In each local step, the clients update

the model parameters performing SGD on their private datasets. For global aggregation, the

server conducts a weighted

average of all updates received.

The model, once trained, is able to assist during navigation (Figure 5.3b, left side). The

user can enable and disable the assistance at any time. If it is enabled, human and model share

the control of the robot. Human orders always have higher priority. In the absence of any
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other indication from the user, the wheelchair follows the joystick commands inferred by the
model. In this way, it can complete tasks such as moving along a corridor or going through a
doorway without any user intervention. Hence, the wheelchair is fully autonomous in the short
term. Note that this does not mean that it is capable of planning a route from beginning to end
without any human intervention. This is because, in the absence of other information than the
current sensor readings, the model cannot estimate long-term user’s intention. Nevertheless,
this is not an issue, since control is shared. Thus, the model can do most of the work, while
the user will only have to take part occasionally, e.g. to indicate the direction to be followed
at junctions.

Each client collects, processes and stores data locally, but never shares them with other
clients or the server. Thus, sensitive information, such as camera images, remain safe. As
we have already mentioned in previous chapters, there exist additional protection mechanisms
that could be added, such as differential privacy [68], or homomorphic encryption [71].
Nonetheless, this is beyond the scope of this work. On the other hand, since this is a
first approach, we have trained the federated model offline, but not in real time. We have
focused our efforts on creating a dataset that allows the emulation of different distributed
environments and facilitates the execution of multiple experiments under several conditions.
The construction of this dataset has involved a single robot and a single human, but it includes
multiple environments and situations. We have evaluated the assistance provided by the model

on that real robot under different conditions (see Section 5.4).

5.3.1 Data collection

For data collection and later experimental evaluation, we used the smart robotic wheelchair
from Figure 5.2, internally developed at the PRL, Imperial College London [202]. This robotic
platform is based on an electric powered wheelchair with an analog joystick controller. An
Arduino UNO interfaces its control bus and reads and writes signals from and to it. Additional
sensors were attached to the wheelchair, including a Phidgets spatial 3/3/3 IMU unit, two
Hokuyo URG-04LX-UGI1 scanning rangefinders situated at the front, one SICK LMS200
rangefinder at the back, and one Intel RealSense D415 camera on top of the headrest. An on-
board laptop controls the wheelchair running all the processes included in our Robot Operating
System (ROS) framework.

A single individual, experienced in driving the wheelchair, was in charge of performing

all the demonstrations. He conducted multiple recording sessions of arbitrary length, but
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typically between 1 and 5 minutes. In each session, the raw data from all the sensors and the
joystick were processed and stored in a manageable format. The readings from the 3 range
sensors were combined into a single 360 degree format. The images from the camera were
stored in grayscale and 64 X 64 resolution (see Sec. 5.3.2). Joystick readings were logged
as a 2-dimensional vector consisting of the linear and angular components of the velocity.
Finally, the IMU data were recorded as a 6-dimensional vector composed of acceleration and
angular velocity. All this information was synchronized using a nearest-sample approach and
written to file at a frequency of 20 Hz. The resultant dataset comprises 121 recording sessions.
Demonstrations can be grouped into three main blocks: (1) moving along corridors following
the wall, (2) going through doorways, and (3) avoiding static and dynamic obstacles. Each

recording was annotated with information about the location and the task being performed.

5.3.2 Data preprocessing

The data used for learning comprises range, vision, and joystick twist. The three rangefinders,
located at the bottom of the wheelchair, can accurately detect ground-level obstacles (e.g.
door frames), but not those that are higher (e.g. tables). The camera, at the top, provides
a complementary view of the environment. We want to learn to predict how the wheelchair

should move (i.e., the joystick commands) given the information perceived by these sensors.

Each laser measurement is a flat 360 degree scan. A common problem with laser data is
that many of the readings may be corrupted. In our system, if the reading is out of the sensor’s
maximum range, then an Inf value is returned, and if it falls within the footprint of the
wheelchair, we get a NaN value. To avoid discarding samples, we replace all the Inf values
with the maximum distance value, 10.0 (meters), and all the NaN’s with 0.0. In addition, we
trim the maximum distance from 10 to 4 meters. Finally, we normalize all the dimensions of

the readings between 0 and 1. We denote the resultant set of measurements as R.

The camera used is RGBD and Full HD. To avoid model overfitting due to high dimension-
ality, we dispense with the depth and process the images as follows. First, they are converted
from RGB to a single grayscale channel. Then, they are cropped and resized to 64 X 64 pixels.
In addition, aiming to keep just the most relevant information to facilitate model convergence,
Canny edge detector is applied [208]. Finally, each image is normalized between 0 and 1. For
the image transformations we use the functions provided by the OpenCV library. We refer to

the resulting set of images as V.
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The joystick twist readings are 6-dimensional, consisting of the 3-axis linear and angular
velocities in the wheelchair’s reference system. However, 4 of the 6 values are always 0,
because the robot can only move in a plane (forward and backward, rotating on its own axis).
Therefore, we get rid of the unnecessary components and we just keep the two non-zero values,
where one denotes the movement and the other one the rotation. We normalize both of them
between 0 and 1. The result is a set of 2-tuples, that we can call Y.

Each training sample is a tuple (x,y), where x € X = {R X V} is the input, and y € VY,
the desired output. As we will see in Sec. 5.3.3, the model learns spatio-temporal properties
of the input data. Thus, in order to predict y,, we use as input a vector x, composed of the
last 10 laser-scan measurements, (r;—g, r1—s, .. .,"—1,7;) € R, and the last 5 camera images,
(Vi—8, Vi—6s Vi—4, Vi—2,V;) € V. For the laser we sample at a frequency of 20 Hz, while for the
images we work at 10 Hz. Thus, each training pattern is composed of the 2 target variables
(linear and angular velocity) and 24080 input features (360 X 10 laser values plus 64 X 64 X 5
pixels).

5.3.3 Model Architecture

The actions taken by the person performing the demonstrations can be modeled by a mapping

function:

[ X—Y
Xt'_)f(xt):yt_ets

where 6 represents noise due to lack of accuracy of sensors, errors in the measurements,
aliasing, and other random factors. The machine learning task can then be formally defined
as learning a regression function y, = f (x;), such that y, ~ y;, Vx, € X. To learn y;, we
propose to train a DNN with the architecture shown in Fig. 5.4. The total number of parameters
is 82562. The model is divided into two main blocks of layers, each associated with one of
the inputs. These two blocks are independent of each other and their outputs are combined in
the last layer, fully connected.

The first block, at the top in Fig. 5.4, is intended to process the range information, R. For
that, we propose to use a total of six 1D convolutional layers, combined with max pooling and
batch normalization layers. This first stage allows to automatically extract relevant features

from the original signal. Then, we flatten the output of this convolutional series and connect
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Figure 5.4: Proposed model architecture, integrated in our federated system. The upper block
processes the laser information and the lower one processes the images.

it to two LSTM layers in a row. Note that the convolutional side is time distributed, which
means that, in each convolutional layer, the same set of weights is used for all 10 timestamps.

The second block, at the bottom in Fig. 5.4, is in charge of processing the visual input, V.
It has six 2D convolutional layers, also combined with max pooling and batch normalization.
The way in which temporal information is processed in this case is different. Rather than
using recurrent layers, we consider the 5 images that compose the pattern as a single 5-channel
image. Thus, we feed all 5 images to each layer simultaneously. In this way, we get the network

to learn spatio-temporal features from the images at a lower computational cost.

5.4 Experimental results

Given the dataset described in the previous section, we recreated a distributed context for our
experiments. To this end, we considered a partitioning of the data into 3 different domains:
A, B, and C, each of them associated to a different client. The 3 domains correspond to data
recorded indoors, in corridors and rooms on different floors of a building, although domain C
also has recordings from some outdoor areas. The tasks addressed by each client are also quite
dissimilar. Figure 5.5 shows examples of locations and obstacles belonging to each domain.
Client A has 65 of the 121 recording sessions, with demonstrations of how to move through
long corridors, go through double glass doors, and avoid static obstacles (trash bins). Client

B holds 43 sessions in which, in contrast, the doors are single, narrower and made of wood,
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and the obstacles are dynamic (people walking nearby). Finally, client C has 13 sessions with

several types of doors and both static and dynamic obstacles.

(a) Domain A. (b) Domain B. (c) Domain C.

Figure 5.5: Some pictures from each of the domains used for training and testing.

Note that we could simulate more clients and/or domains with less data associated to each
one, but the proposed partition generates three very heterogeneous domains, with non-1ID
data. This is important because in real-world problems data are rarely IID. We are interested
in proving that the federated approach can provide good results even when each local context is
very different. We used the majority of the sessions from clients A and B for training, leaving
a representative amount for testing. Client C was used exclusively for testing. After applying
the preprocessing detailed in Sec. 5.3.2, the total size of the dataset was 199273 samples.
Table 5.1 shows the distribution between training and testing for each of the domains.

With the data in Table 5.1, we performed a total of 5 experiments. First, we conducted
the federated learning procedure described in Sec. 5.3 involving clients A and B. We ran the
learning process for 30 rounds. Both clients participated in all rounds. We used a batch size of
128 and performed a single training epoch on each local parameter update. Then, we repeated
the experiment again but setting the number of local epochs per round at 3. To match the
number of total epochs to the previous execution, we ran it for 10 rounds. In order to make
a comparison, we also trained three other models in a traditional way for 30 epochs. In one

of the cases we used only the local data of client A, simulating an isolated training. We did
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Table 5.1: Distribution of data by domain and by type of action.

Task
Corridors Doors Obstacles Total

Domain A 28135 46073 17250 91458
Domain B 11545 17552 15586 44683

Train Domain C 0 0 0 0
Total 39680 63625 32836 136141
Domain A 4037 4935 3636 12608

Test Domain B 2991 2885 2314 8190

Domain C 34040 3660 4634 42334
Total 41068 11480 10584 63132

the same for client B. Finally, we trained a model using all available training samples shuffled
together. This last model is our baseline, since it was trained under optimal conditions: no
privacy issues were considered and all information was centralized on the server, so data were
[ID. We would like to emphasize that, in a real world scenario, this would not be possible. In
this work we have done so for illustrative purposes only. We trained all models in Python 3.9
using the TensorFlow 2.6 library.

Table 5.2 shows the Root Mean Squared Error (RMSE) we obtained with each of the five
models when evaluating them on the test data of each domain. We denote as Fed. (I) and
Fed. (I1I) the federated models in which global aggregation is performed after one and three
epochs, respectively. We can observe that the baseline model has the lowest error almost
always. This was to be expected, given that it was trained in ideal conditions. However, both
federated models, which were trained in a more realistic way, are not far behind. In fact, in
some cases, Fed. (I) outperforms the baseline. Between Fed. (I) and Fed. (III), the former
generally gives better results. This is reasonable given that the local datasets are non-IID,
so performing global aggregation more frequently can facilitate convergence. Both federated
options provide good results when evaluated on domain C, which is not used for training. This
is a good indicator of their generalization ability. Finally, the local models of clients A and B
are the weakest. Both perform quite well when evaluated on their own domain, but the error
increases substantially in the others. This may be an evidence of overfitting.

Complementary to the previous evaluation, we designed a set of experiments to test each
model in real time using our robotic wheelchair. In each experiment, the robot had to complete

a small task successfully. We dispensed with the Fed. (IIT) model since Fed. (I) performs better.

85



FErNANDO EsTEVEZ CASADO

Table 5.2: RMSE of each model when evaluated in each of the domains.

Model
Domain Baseline Client A ClientB Fed. (I) Fed. (III)
Corr. 0.1280 0.1350 0.1718  0.1322 0.1404
A Doors 0.0920 0.1047 0.1145  0.1021 0.0940
Obst. 0.1016 0.1087 0.1193  0.1049 0.1049
Overall | 0.1094 0.1179 0.1396 0.1165 0.1164
Corr. 0.1107 0.1367 0.1243  0.1132 0.1162
B Doors 0.1357 0.1542 0.1334  0.1448 0.1426
Obst. 0.1363 0.1418 0.1428  0.1424 0.1458
Overall | 0.1273 0.1445 0.1329 0.1334 0.1346
Corr. 0.0964 0.1120 0.1078  0.1001 0.1022
C Doors 0.1448 0.1605 0.1580  0.1418 0.1460
Obst. 0.1552 0.1666 0.1839  0.1530 0.1585
Overall | 0.1070 0.1217 0.1211 0.1093 0.1120

Overall ‘ 0.1103 0.1243 0.1262 0.1141 0.1161

Thus, we repeated each experiment 4 times, one per model. We timed how long it took the
wheelchair to complete each task and also logged the incidents that occurred. Table 5.3 shows
the times (in seconds) for each of the models. We take as reference the column of the baseline
model, where absolute times are shown. In the other three columns, we put the time difference
with respect to the first one. We denote with a hyphen (-) those cases where the wheelchair
was not able to complete the task. Cells with an asterisk (*) indicate that the robot completed
the task, although with minor collisions. As we can see, the models of clients A and B do not
provide good results. In the first case, only 70% of the tasks are completed, and in the second,
less than 40%. The federated model, on the other hand, is able to complete all tasks. In some
cases it manages to finish earlier than the baseline model but, on average, it is 11% slower.
Despite this, the federated approach shows the same generalization capability as that obtained
in ideal conditions. The experiments summarized in Table 5.3 were recorded. We have posted

the video online for those interested in the details (see Figure 5.6).
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Table 5.3: Completion times (in seconds) for several tasks.

Model

Task Baseline Client A Client B Federated (I)
Cross a door I (Domain A) 21.26 +0.74  -2.15% —0.98
Cross a door II (Domain A) 18.20 -0.18 - +2.06
Change of direction because the door is closed (Domain A) 17.02 -2.03 +1.99 —0.03
Change of direction because the door is blocked by a person (D. A) 14.12 - +2.89 +2.98
Complete a circuit avoiding static obstacles I (Domain A) 56.08  +10.07 — +3.17
Complete a circuit avoiding static obstacles II (Domain A) 55.96 —2.86%* - +10.06
Change of direction at the end of a narrow corridor (Domain B) 34.28 —7.38% - +4.01
Move down a corridor avoiding people walking I (Domain B) 16.08 - - +5.00
Move down a corridor avoiding people walking IT (Domain B) 15.20 = = +4.03
Move down a corridor avoiding moving obstacles (Domain B) 23.94 +4.56  +12.08 +5.08
Move down a corridor with glass panes (Domain B) 47.20 —-6.01 - -3.92
Turn at the corner of a corridor (Domain C) 25.91 =7.77 -1.74 -0.77
Cross a door III (Domain C) 17.22 - - +6.75
Total | 362.47 - - +37.44

Baseline model Federated model
Tested on Domain A Tested on Domain A

Client B model
Tested on Domain A

Figure 5.6: Frame of the video containing the full experiments from Table 5.3. To watch the video,
scan the QR code or visit the following URL: https://youtu.be/MygKh6ELxQO.
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CHAPTER 6

CONCLUSIONS AND FUTURE WORK

Throughout the previous chapters, we introduced the main contributions of this PhD thesis.
By way of closing, in the following we present our final remarks and conclusions, as well
as some insights on future lines of work. Some of the contents of this chapter have been

reproduced under CC BY license from the following publication (see Figure B.2):

[15] M. F. Criado*, F. E. Casado*, R. Iglesias*, C. V. Regueiro', and S. Barro*.
“Non-IID data and Continual Learning processes in Federated Learning: A
long road ahead,” Information Fusion, Elsevier, vol. 88, pp. 263-280, 2022.
DOI: 10.1016/].inffus.2022.07.024. ISSN: 1566-2535.

Federated learning is a promising approach for multi-device learning, since it poses a
distributed, therefore scalable, process while protecting user privacy. However, there is a
need for solutions that provide continual and adaptive FL. In many real-world problems,
devices gather information on a regular basis, dealing with unbounded sequences of data.
In this situations, statistical properties of data may vary in unpredictable ways over time,
leading to concept drift. The objective of this PhD thesis was to develop new algorithms that,
maintaining all the existing advantages of FL, would allow to handle such continual scenarios

with non-stationary data and concept drift.

*Centro Singular de Investigacién en Tecnoloxias Intelixentes (CiTIUS), Universidade de Santiago de Compostela,
15782 Santiago de Compostela, Spain.
TCITIC, Computer Architecture Group, Universidade da Corufia, 15071 A Coruiia, Spain.
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In Chapter 3, we formalized the problem of concept drift in multi-device systems and
provided a first approach towards continual federated learning: CDA-FedAvg. Our method
is an extension of the original FedAvg to the CFL paradigm. It has the usual advantages of
FL, such as privacy protection for clients, but being also capable of detecting virtual concept
drift and adapting to it. Each client has a short-term and a long-term memory for different
purposes. The short-term memory allows to continuously analyze the data stream in real time.
For drift detection, a distribution-based algorithm is used, which relies on a confidence metric
to quantify the dissimilarity between the distribution of historical and new data. When a drift
happens, the federated model is updated applying rehearsal using the data in the long-term
memory. In this way, CDA-FedAvg enables federated training over long periods of time
without lowering the performance, knowing exactly what to learn and when to learn it.

In Chapter 4, we moved one step further, introducing a novel ensemble-based CFL archi-
tecture: ECFL. Our approach consists of building a global ensemble that combines the outputs
of multiple local models, which are trained in a distributed way by the different clients. Each
local model is in turn another ensemble, which is built up progressively. When a new local
concept drift is identified, a base classifier is trained, becoming part of the local model. This
makes it possible to learn over time without forgetting while avoiding storing raw data from
past experiences. Furthermore, no restrictions are imposed on the type of algorithm to use to
train the base classifiers. In this way, models that do not necessarily rely on gradient descent,
such as decision trees, can be combined. This poses further advantages, such as simplicity,
flexibility, and generalizability. ECFL is intended for supervised and semi-supervised contexts.
The global model can help the clients to label unlabeled samples and improve performance.
Another novelty is the incorporation of the DEV system, which allows to select the most
suitable participants to form part of the global ensemble.

We performed a thorough evaluation of CDA-FedAvg and ECFL, comparing them with
other state-of-the-art methods such as FedAvg and FedProx. We tested the different strategies
in several datasets, tasks, and scenarios. Given its relevance and suitability within CFL, we
mainly focused on human activity recognition with smartphones, although we also used other
common benchmarks, such as handwritten digit recognition. Our main conclusions after the

experiments are as follows:

* We pointed out the difficulties that the common FL methods have in learning over
time. We observed that, in non-stationary environments, FedAvg and FedProx forget

previously learned concepts in order to learn the new ones.
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* We empirically demonstrated that both CDA-FedAvg and ECFL are able to learn con-
tinuously, without a drop in performance, adapting to unpredictable changes (virtual
drifts). They provide similar accuracies in both ideal (stationary) and more com-

plex (non-stationary, with concept drift) situations.

* We proved that CDA-FedAvg outperforms the original FedAvg. Besides, we provided
guarantees that our approach helps to reduce storage, communication and computational

costs.

* We saw great potential for applying ECFL with many different base algorithms. This is
extremely useful for all those problems where the use of DNNs is not an option or, at

least, not the most suitable one.

* We demonstrated that ECFL boosts the performance of traditionally weaker classifiers,

such as Naive Bayes.

* Finally, we showed how necessary it can be sometimes to apply participant filtering and
how ECFL manages to select the best candidates in order to maintain a good overall

performance.

We can affirm that both CDA-FedAvg and ECFL are very capable approaches to address
CFL in non-stationary multi-device applications. The choice of one or the other will be
conditioned by the specific needs of the problem we want to solve. In some cases, it will
be convenient to use DL strategies, so CDA-FedAvg will be the best option. Some examples
would be computer vision or NLP tasks. In others, traditional ML algorithms will be more
appropriate, so we will use ECFL. Examples of applications falling into this category would
be those where the availability of labeled data is limited, involve devices with low computing
power, or require to be explainable (as medical diagnosis). Finally, it should be noted that
ECFL has other advantages over CDA-FedAvg, such as the labeling system for semi-supervised
scenarios, or the informed selection of participants using DEV.

The aforementioned contributions, CDA-FedAvg and ECFL, were evaluated through sim-
ulation, and most of the data we used for that were captured with smartphones. While it is true
that realistic tasks and complex working conditions were considered, it is always desirable to
evaluate algorithms running in real time on a variety of problems and hardware. This was

precisely the main objective of the work presented in Chapter 5, in which we proposed a FL.
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strategy for learning robotic behaviors from crowds. In particular, we developed a collabo-
rative framework for semi-autonomous navigation in smart robotic wheelchairs. Our system
relies on learning from demonstration (LfD) to allow the robots to learn to navigate anywhere,
without the need to build maps beforehand. What is learned is a DNN that estimates joystick
commands based on sensor readings (range and vision). Involving multiple users is desirable,
since they can provide large amounts of diverse data. Hence, the model is trained in a federated
manner. In our experiments, we worked with both real hardware and scenarios, showing good
generalizability to new situations and domains. Although our proposal does not allow for con-
tinual adaptation—at least for the time being—, this work has been one of the first to introduce
FL in robotics. In addition, the contribution to the field of personal and assistive robotics has
been valuable, given that medical professionals are showing a high interest towards even the
most basic forms of autonomous driving for medical devices—not only wheelchairs, but also

any other movable equipment such as beds.

As a whole, this PhD thesis represents a step forward in multi-device learning research. It
has contributed to the maturation and enrichment of the emerging field of federated learning.
Starting from the—not yet well established—foundations of this ML paradigm, we moved
towards its applicability to real-world problems. This involved dealing with scenarios where
data are not static and available from the beginning, but are acquired gradually by the different
devices and can evolve in unpredictable ways over time. Thus, we opened a new area of
work in continual federated learning (CFL). We mainly focused on addressing the challenge
of learning under concept drift with non-stationary data. Nevertheless, we also covered other
issues, such as learning from partially labeled data, or saving storage, communications and
computational resources in the devices. In addition, our theoretical contributions were also
translated into real use cases. On the one hand, we worked with smartphones, addressing
human activity recognition. On the other hand, we brought FL to the field of service robotics,

successfully developing a solution to assist wheelchair users during navigation.

6.1 Future work

Despite all the contributions mentioned above, we believe that this dissertation is only the
starting point for research in CFL. There are several lines of work that we would like to address
in the future. These can be grouped into those that concern the federated aspects and those

that deal with the continual ones. In other words, we aim to keep working in two distinct
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dimensions: spatial and temporal. This PhD thesis has focused on temporal adaptability, i.e. in
the continual dimension, always assuming that all clients share a common goal. Nevertheless,
in a network where devices are geographically separated and interact with different users and
environments, their learning experiences can be very different. In such situations, it is likely
that a single global model is not the best solution and that spatial adaptability also needs
to be explored. We believe that research in CFL must move forward in both spatial and
temporal dimensions in parallel, in order to achieve genuine multi-device learning applicable
to real-world problems. In the following, our interests are described in a little more detail.

In the temporal dimension, we have already made significant progress. Proposals such as
CDA-FedAvg and ECFL are able to train a federated model over time, from non-stationary
data streams under virtual concept drift. Nonetheless, recall that concept drift can be either
virtual or real (Section 2.3.1). Virtual drift is caused by variations in the input probability
density function, P’ (x) # P'*1(x), from time # to 7 + 1. Real drift, instead, involves changes
in the conditional probability of the labels with respect to the inputs, P’ (y|x) # P+ (y|x).
Some authors have recently started to address real drift in CFL [160, 161], but there is still
much room for improvement. Ideally, real drift should be actively detected, just as we do with
the virtual one. However, this implies assuming the availability of labeled data that allows to
track the error committed by the model. The other, less restrictive option is to perform passive
drift management. Instead of analyzing the stream for changes, one can consider updating the
model after a specific time interval, assuming that it will eventually become obsolete. This
approach, although simpler, is also less efficient in terms of computation and communications.
The ultimate goal is to develop algorithms robust to both virtual and real concept drift.

In the spatial dimension, the main challenge lies in dealing with clients whose local
datasets follow different, heterogeneous distributions, i.e., they are non-IID. This may be due
to different reasons. As we do when analyzing concept drift, it is useful to think in terms of the
probability density functions. Thus, we can classify spatial heterogeneity into the following

categories:

i) Differencesin perception. This happens when P;(x) # P;(x), but P;(y|x) = P;(y|x),
for two distinct clients i and j. In this kind of situation, the participants share the same
goal, but their datasets contain samples from different input domains. Suppose, for
example, that we want to train a federated model for autonomous driving. Some drivers
are from Europe and usually pass through traffic circles. Others, instead, are from the

United States, and have never seen a traffic circle, but intersections with traffic lights.
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That will cause the input space of the different drivers to be skewed, although their goal

is the same.

ii) Differences in behavior. This means that P;(x) = P;(x), but P;(y|x) # P;(y|x).
This scenario occurs when the input spaces perceived by the clients are analogous, but
their outputs are not. This is because sometimes individual interests may differ. Back
to the autonomous driving use case, this could happen in a yellow traffic light, where
a cautious client would stop, while a more “hurried” one would accelerate before the
light turns red. Note that, in these situations, a single global model cannot fit different

client behaviors.

Differences in perception and behavior can also occur simultaneously, as is the case in the
temporal dimension with the fotal (real and virtual) concept drift. Over the past two years,
research on FL. with non-IID clients has gained considerable attention [83—86]. The most
frequent approach is to personalize the model for each client, trying to balance general and
local knowledge. This is known as personalized federated learning, and it is a promising line
of work, since it allows for adaptation to local particularities without losing generalizability.
We are interested in exploring personalization within ECFL. Our architecture has a distinctive
feature: the global model is an ensemble consisting of independent local models. This opens
up new ways of personalization never before considered. For example, each client could
choose at any time which model to use, its own or the global ensemble. To make this decision,
several criteria could be taken into account, such as the evolution of the error in the local data,
or whether the local model is accepted or rejected as part of the global ensemble.

Another line in which we would like to move forward is what we call group-level person-
alization. The state of the art in personalized FL poses adaptation at the client level, so that
each participant can get to have its own customized model. This, although effective, may not
be efficient. We believe that between having a single global model for all clients and having
N personalized models (one per client), there is a spectrum of intermediate possibilities. We
suggest that the number of models to customize is given according to the particular needs
of the problem to be solved and should be determined dynamically. In many scenarios, it
is likely that there will be groups of users who respond to the same behavior and who can
therefore share the same personalized model. One way to address this could be to implement
a clustering system to efficiently group clients. In this way, Q models could be personalized,
being Q the number of clusters and, in general, Q < N. The model of each cluster could be

learned independently of the others, or all of them could be adapted from a common global

94



Chapter 6. Conclusions and future work

model. The groups could also be adapted over time, allowing new clusters to be created and

others to be destroyed.

As can be noted, in multi-device learning the distribution of data may vary in many different
ways, both over time and among different clients. To be more precise, a CFL problem can
evolve following 16 different courses. We represent all of the possibilities in Figure 6.1. In
real-life problems, it will be unlikely to know in advance how this evolution will take place.
It is therefore of interest to develop CFL algorithms that are capable of dealing with as many
scenarios as possible. Nevertheless, facing both spatial and temporal heterogeneity at the same
time is a major challenge. Some of the cases in Figure 6.1 can be solved without too much

hassle, but others may require certain conditions to be verified.

Spatial dimension

No changes Pi((;?: Pj(::) Py l(f;: Pj(f %) P(x) # Pj(x),
(IID data) pe(zr;e;:ieor;s) lfe}llaiice):s) P(ylx)#P j(y | x)
No changes
(stationary data) g _— )

P t(x) # Pt+1(x)

(Virtual drift) ? P

Plylx) # P (y|x)
(Real drift)

Temporal dimension

Pl(x) # P (x),

Pl(y|x)#P"(y|x)
(Total drift)

\:I No restrictions D Restriction 1P-MT Restriction AP-1T D Restriction AP-MT

Figure 6.1: Required restrictions for the non-IID learning scenarios.

Variations in the marginal input probabilities, P(x), either in the spatial or temporal
dimension, can be faced without needing supplementary information (upper left quadrant
in Figure 6.1). In other words, we can tackle them in an unsupervised manner, by simply
analyzing the input patterns. This is, for instance, the case of our virtual drift detection

algorithm, introduced in Chapter 3. On the contrary, if we seek to detect changes in the
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conditional probability, P(y|x), labels are required. With this in mind, we define the minimum

conditions that must be met in order to address each of the scenarios in Figure 6.1:

1. Restriction 1P-MT (one participant, many times). If behavior changes over time but
not between clients (lower left quadrant in Figure 6.1), then we need labeled data of
at least one of the clients from time to time. Since all participants share a common
goal, this condition is enough to determine the evolution in the behavior of all of them,

detecting and adapting to real concept drift.

2. Restriction AP-1T (all participants, one time). If the clients have different conditional
probabilities but these do not change over time (upper right quadrant in Figure 6.1), then
enough labeled data from each of them is required at the beginning of the process. In

this way, it is possible to determine the different behaviors.

3. Restriction AP-MT (all participants, many times). If conditional probabilities vary
both in the spatial and temporal dimensions (lower right quadrant in Figure 6.1), then
we need enough labeled data from all clients from time to time. This is the only way
to identify the different client behaviors and how they evolve over time. The more
frequently labels are obtained, the greater the capacity to adapt to change. This is
the hardest restriction, so that any other scenario considered in Figure 6.1 will also be
solvable if it is fulfilled.

Note that, in the process of designing CFL solutions, the federated and continual dimen-
sions can be handled jointly or separately. Today, there are already several algorithms that
specialize in one or the other field. These proposals are respectively orthogonal, i.e., they do
not interfere on each other. This is very positive, as it allows modularization and recycling of
solutions. For instance, a sliding window-based strategy for drift detection could be combined
with any personalization technique for spatial adaptation. This modularity is something we
already explored in ECFL, where any of its components (local training, drift detection and
reaction, global selection of candidates, etc.) could be upgraded or replaced without affecting
the rest of the system.

Finally, it is also important to promote the transfer of these technologies to real-world
problems. While it is true that nowadays CFL is still in a very early stage, we believe that it
will progressively be introduced in more and more applications. Perhaps the most immediate

opportunities will be in the field of smartphones and wearables. In this sense, starting from
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what we have already done in human activity recognition, we would like to explore real use
cases related to health monitoring, sports practice, or indoor positioning. In the longer term, we
believe that these technologies will eventually be integrated into other fields, such as industrial
and service robotics. We already conducted a first study in the context of assistance to smart
robotic wheelchair users. We would like to keep working in this line, carrying out a real-time
deployment involving multiple users and robots. Any other application related to human-
device interaction could also benefit greatly. We refer to problems involving a large number of
people interacting regularly with their devices, thus generating large amounts of decentralized
and private data over time. This could include areas such as NLP (conversational agents, text
predictors, translators, etc.), autonomous driving, cybersecurity, or domotics, among others.

All in all, we foresee a future full of challenges and opportunities for CFL.
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APPENDIX A

EXTENDED RESULTS AND ADDITIONAL
EXPERIMENTS

In Chapters 3 and 4 we presented CDA-FedAvg and ECFL, respectively. In both cases, we
performed an experimental evaluation comparing them with other state-of-the-art methods.
For ease of reading, we summarized or omitted several details related to data collection,
preprocessing, implementation, and results. In the same way, we focused on evaluating the
proposals on a single task. In the present appendix, we provide all the information that was
not included in those central chapters. In addition, we report further results obtained when
evaluating the algorithms on other tasks and datasets. The supplementary descriptions included
here help to understand in depth how each of the experiments was conducted. The extended
and additional results provide further evidence for the robustness, performance improvements,
and cost reduction that we achieve with CDA-FedAvg and ECFL.

Some of the contents of this appendix have been reproduced under CC BY license from
the following publications (see Appendix B, Figures B.1, B.2, and B.3):
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This paper is currently under review (second round).

The appendix is structured as follows: Section A.l extends the results obtained with
CDA-FedAvg on HAR. Section A.2 provides additional experiments conducted on the task of
digit recognition, comparing CDA-FedAvg with FedAvg. Section A.3 presents the extended
results of the performance of ECFL on the walking recognition task, as well as more details
on how the data were collected and preprocessed. In Section A.4, we evaluate ECFL in the
HAR multi-class problem. Finally, Section A.5 provides additional details related to software,

hardware, and other implementation matters.

A.1 CDA-FedAvg: Extended results on activity recognition

In the following we provide an extended version of the results from Section 3.6, where we
evaluated both FedAvg and CDA-FedAvg using the Shoaib’s HAR dataset [170]:

*Centro Singular de Investigacién en Tecnoloxias Intelixentes (CiTIUS), Universidade de Santiago de Compostela,
15782 Santiago de Compostela, Spain.

TCITIC, Computer Architecture Group, Universidade da Corufia, 15071 A Coruiia, Spain.

#Situm Technologies S.L., 15782 Santiago de Compostela, Spain.
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» Table A.1 extends Table 3.1. It shows the final accuracies achieved when running
FedAvg in ideal conditions, so that all clients collect 5000 data samples in a stationary
and IID manner. Each of the rows provide the results of each execution, training with
9 of the 10 clients and testing on the dataset of the remaining one. For each execution,
we provide the accuracy we got at the en of the process for each of the phone position

(belt, pockets, etc.), as well as the average.

» Table A.2 extends Table 3.2. In this case, it reports the results obtained when evaluating
FedAvg on the non-stationary setting in which the users gradually change the position
of the phone (from the belt to the left pocket, from the left to the right one, etc.). In total,
there are 4 shifts in the distribution of the data. The table provides the final accuracies

at the end of the process.

* Finally, Table A.3 extends Table 3.3. It provides the full results of evaluating our
method, CDA-FedAvg in the previous scenario.

Table A.1: Final global accuracies obtained for all the executions of standard FedAvg in a sto-
tionary and IID setting, after all clients have processed 5000 data samples.

Accuracy
Test set | Belt Left pocket Right pocket Upperarm Wrist Overall
User 1 0.878 0911 0.862 0.909 0.802  0.872
User 2 0.726 0.981 0.982 0.720 0.803  0.842
User 3 0.891 0.951 0.898 0.741 0.898  0.876
User 4 0.906 0.982 0.984 0.555 0.909 0.867
User 5 0.925 0.981 0.984 0.753 0919 00912
User 6 0.672 0.981 0.970 0.709 0.824  0.831
User 7 0.606 0.834 0.977 0.915 0.776 ~ 0.822
User 8 0.881 0.993 0.992 0.673 0.924  0.893
User 9 0.445 0.992 0.989 0.635 0.819  0.776
User 10 | 0.744 0.711 0.907 0.791 0.910 0.813
Average | 0.767 0.932 0.955 0.740 0.858  0.850
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Table A.2: Final global accuracies for all the executions of FedAvg in a non-stationary setting,
after all clients have processed 5000 data samples.

Accuracy
Test set | Belt Left pocket Right pocket Upperarm Wrist Overall
User 1 0.349 0.725 0.626 0.586 0.776  0.612
User 2 0.358 0.598 0.735 0.633 0.773  0.619
User 3 0.498 0.375 0.780 0.610 0.758  0.604
User 4 0.359 0.659 0.642 0.404 0.873  0.587
User 5 0.349 0.666 0.807 0.706 0.978 0.701
User 6 0.352 0.531 0.758 0.460 0.936  0.607
User 7 0.329 0.547 0.921 0.644 0.926 0.673
User 8 0.375 0.531 0.873 0.525 0.934  0.648
User 9 0.144 0.642 0.799 0.567 0.950  0.620
User 10 | 0.505 0.415 0.913 0.634 0.830  0.659
Average | 0.362 0.569 0.785 0.577 0.873  0.633

Table A.3: Final global accuracies for all the executions of CDA-FedAvg in a non-stationary set-
ting, after all clients have processed 5000 data samples.

Accuracy
Test set | Belt Left pocket Right pocket Upperarm Wrist Overall
User 1 0.832 0.950 0.777 0.771 0.864  0.839
User 2 0.786 0.955 0.669 0.691 0.797  0.780
User 3 0.834 0.894 0.838 0.771 0.809  0.829
User 4 0.936 0.983 0.971 0.613 0.908  0.884
User 5 0.972 0.990 0.992 0.855 0.676  0.897
User 6 0.776 0.941 0.722 0.712 0.908 0.812
User 7 0.585 0.668 0.969 0.864 0.909  0.799
User 8 0.821 0.980 0.987 0.698 0912  0.878
User 9 0.294 0.964 0.982 0.591 0.884 0.743
User 10 | 0.748 0.749 0.561 0.684 0.883  0.725
Average | 0.758 0.907 0.847 0.725 0.855 0.819

A.2 CDA-FedAvg: Additional experiments on digit recognition

We further provide additional results comparing CDA-FedAvg with FedAvg in a different task
and data. We chose one of the most usual benchmarks in computer vision: digit recognition

in images. In order to force non-stationary data streams, we need a variety of images. For
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that, one option would have been to take a classic dataset, such as MNIST [209], and perform

several modifications by adding different types of noise to the images. However, to make the

experiment more realistic, we considered it better to combine data from different sources. In

this way, we used up to five different public datasets, including:

1.

FEl Fe WE OE
FHE1 BE] BE =7

(a) MNIST. (b) MNISTM. (c) SVHN. (d) Synth. Digits. (e) USPS.

MNIST (Figure A.la) [209]. This dataset includes 28 X 28 grayscale images of digits
from O to 9, which were handwritten by 250 different people and then scanned. The

total number of samples amounts to 70, 000.

. MINIST-M (Figure A.1b) [210]. It was created by combining the original MNIST digits

with random colored patches. It contains a total of 149, 002 images of 28 x 28 pixels.

SVHN (Figure A.lc) [211]. This is a real-world dataset, consisting of 32 X 32 pictures
obtained from house numbers in Google Street View. If we compare it with MNIST,
SVHN incorporates an order of magnitude more labeled data (630, 420 digit images)
and comes from a harder, real world problem (recognizing numbers in natural scene

images).

Synthetic Digits (Figure A.1d) [212]. This is the synthetic counterpart of SVHN. It
consist of 488, 953 samples of digits embedded on random and noisy backgrounds. The

images are 32 X 32 and were generated with varying fonts, colors and rotations.

. USPS (Figure A.le) [213]. It contains 9, 298 images of digits scanned from envelopes

by the U.S. Postal Service. Samples are centered, normalized and show a broad range

of font styles. All of them are grayscale, with a resolution of 16 X 16.

Figure A.1: Some examples of images from each of the datasets used for the experiments.

In the literature, the aggregation of these five datasets is often referred to as the Digit-five

dataset [214]. As can be seen in Figure A.1, each of them differs greatly from the others. When

combining them, we resized all images to 32 x 32 pixels. Besides, we balanced all the sources
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by keeping 60, 000 samples from each one. In the case of USPS, we applied oversampling.
Thus, we ended up with a fully labeled dataset of 300, 000 patterns. To recreate a federated
setting, we distributed the data among 50 artificial clients, assigning 6,000 samples to each
one (1, 200 per source). We used 35 of these 50 clients for training, and left the data from the
other 15 for testing.

Similar to what we did with HAR in Section 3.6, we performed experiments in two different
CFL scenarios. The model architecture we employed was the same in all of them, consisting
of a simple CNN with 4 convolutional layers followed by 3 dense layers (see Section A.5
for implementation details). We ran each experiment multiple times to make sure the results
were statistically significant and no artifacts had been produced. Recall that FedAvg was not
originally designed to deal with continual problems, but with static datasets. Hence, to adapt
it to CFL, enabling it to process data continuously while performing the learning rounds. For
simplicity, we allow the algorithm to keep the entire data stream in memory, without having
to forget old samples. This places CDA-FedAvg in disadvantage, since it does restrict the

storage. In spite of this, as we will see below, our method provides very good results.

Scenario A: Stationary baseline

In this first experiment, we randomly shuffled the data of each client. Therefore, the
different sources were all mixed together and all the data streams were IID and stationary.
We executed FedAvg and CDA-FedAvg forcing a gradual acquisition of data and allowing
them to run a maximum of 10 learning rounds until they reached the end of the data stream.
Figure A.2 shows the average results for both methods. The thin colored lines indicate the
accuracy of each of the local versions of the model after the parameter update. The thick black
line represents the accuracy after the global aggregation. As can be seen, in this scenario both
FedAvg and CDA-FedAvg perform similarly, reaching an accuracy of approximately 84% in

both cases.

Scenario B: Non-stationary stream under virtual drift

In this other setting, we forced virtual concept drifts in all of the clients simultaneously.
For that, instead of shuffle the data, we ordered it by source: The first 1200 samples are from
MNIST, the next 1, 200 are from MNIST-M, and so on. Hence, the local data streams were
non-stationary. Again, we ran both FedAvg and FedAvg. Figure A.3 shows the results. In this
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Figure A.2: Performances of FedAvg and CDA-FedAvg in an ideal (stationary, IID) scenario. The
thin colored lines show the accuracy after each local update, while the thick black one indicates
the accuracy after the global aggregation.

case, we can appreciate how FedAvg is not able to learn gradually in the face of concept drifts,
lowering its accuracy to 48%. On the other hand, CDA-FedAvg can perfectly handle this
situation, providing similar results to those achieved in the stationary case, approaching 80%.

A.3 ECFL: Extended results on walking recognition

In this section we provide further details on the experiments performed with ECFL on the task

of walking recognition, which were omitted in Section 4.5 for ease of reading.
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Figure A.3: Performances of FedAvg and CDA-FedAvg in the different Temporal non-IID Scenarios.
The black thick line represents the global model accuracy, whereas the other ones represent the
accuracy of the model of each client.

A.3.1 Relevance and complexity of the task

Knowing when a person is walking or not is of great utility in many contexts. Some examples
are medical diagnosis [215], elderly assistance [216], monitoring systems [217], biometric
identification [218], or indoor localization [219]. Several strategies involving different hard-
ware have been explored to monitor this activity, such as cameras for visual odometry or
pressure sensors attached to the shoes. Nevertheless, the placement of sensors on the body
or clothing greatly restricts their applicability. Instead, using the sensors integrated in the
smartphone (accelerometer, gyroscope and magnetometer) is much more appealing, since
very little physical infrastructure is required and more and more people are carrying one of

these devices.
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Achieving a robust recognition system using the smartphone is more complex than it might
seem. It is relatively easy to identify when a person walks carrying the smartphone in a fixed
position. However, in real life, the orientation of the device with respect to the body, as well
as its location (hand, bag, pocket, etc.), may change constantly as the person moves, thus
making the task more challenging. Figure A.4 illustrates this by showing the acceleration
norm experienced by a smartphone while the owner is doing two different activities. The
signal presented in Figure A.4a corresponds to the person walking with the device in the
pocket. On the other hand, Figure A.4b reflects a situation in which the user is standing still,

but gesticulating while holding the phone. The person and the device are the same in both

cases.
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(a) The user is walking with the device inside the (b) The user is not walking, but gesticulating with
pocket. the device in the hand.

Figure A.4: Acceleration norm experienced by the smartphone in two very different situations.

Some works have addressed walking recognition by applying standard and centralized ML
processes [171, 220]. However, these approaches involve months of work, collecting data
from different volunteers—with the privacy restrictions that this may entail—, re-training and
fine-tuning a model until it is finally put into exploitation. Besides, no matter how complete
we think the training data is, there will often be a situation, a user, or a device, for which the

model fails to generalize well enough. A CFL approach can help avoid such issues.

A.3.2 Data collection, preprocessing and distribution

The following explains how the data used in the experiments of Section 4.5 was obtained.
We did an important effort to collect data in a wide variety of cases or situations and from as
many people as possible. The process was performed in two stages: the first one for gathering

the data used for testing, and the second one for that used for training. Both the training and
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testing datasets contain tri-axis accelerometer and gyroscope raw signals recorded at 100 Hz
by different smartphones while their users performed different activities. They also contain

annotated information about what users are doing in each moment.

Test dataset

We built a fully labeled dataset that includes recordings from 77 different people. We
asked the participants to walk under natural conditions, following some basic premises, while
carrying a smartphone. They walked in different environments, at different speeds, accom-
plishing different goals (walking in corridors, going upstairs, etc.), and varying the position of
the device (holding it in the hand, pocket, backpack, etc.). On average, each volunteer walked
about 2 minutes. We developed an Android application that samples and logs inertial data
(accelerometer and gyroscope) continuously. The smartphone had that app running in back-
ground as the user performed the tasks. However, obtaining a reliable ground truth was not
straightforward. We were interested on annotating in the recorded signal each step taken by the
participant. One option would have been manual labeling. Nevertheless, this is error prone,
especially if we consider the amount of data collected. Therefore, we opted for volunteers to
carry a set of additional devices in their legs. In particular, we tied another smartphone to
each leg using sport armbands, as shown in Figure A.5. These extra devices recorded footstep

impacts and communicated the ground truth to the main smartphone.

Figure A.5: Sports armbands holding the smartphones used to obtain the ground tfruth.

Training dataset

We collected partially labeled data from 10 different people. We developed another
Android application that, in addition to recording inertial data, had a graphical interface

that the user could interact with to indicate whether he/she was walking or not. This was
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optional so, depending on the user’s willingness to participate, more or less labeled data were
gathered. The app also labeled autonomously some examples applying a series of heuristic
rules when dealing with clearly identifiable positives or negatives (e.g., when the phone
was idle). Participants installed our application in their own smartphones and recorded data

continuously while performing their usual routine.

Preprocessing

Both training and test datasets were subjected to signal preprocessing. We followed
the steps we originally proposed in a previous work [171], given the good performance
demonstrated in the past. Basically, the raw inertial recordings were filtered, centered, and
split into windows of 250 measurements (2.5 seconds). Then, feature extraction was applied,
obtaining 21 state-of-the-art features for each window. After this process, we obtained the
final sets used in our experiments. Table A.4 summarizes the data distribution in both datasets,

attending to the class labels. For training data, a breakdown by user is provided.

Table A.4: Train and fest data distribution for the experiments on walking recognition.

Label
Walking Not walking Unlabeled  Total
User 1 3130 2250 4620 10000
User 2 2519 4359 3122 10000
User 3 186 325 125 636
User 4 2432 2455 5113 10000
User 5 233 2785 6982 10000
Training set | User 6 554 1821 69 2444
User 7 2582 2052 769 5403
User 8 232 678 229 1139
User 9 1151 2669 6180 10000
User 10 2329 2669 5002 10000
Total 15348 22063 32211 69622
Test set | 6331 1586 0 7917
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A.3.3 Full results

In the following, we provide an comprehensive evaluation of ECFL on the walking recognition
problem, for different configurations and hyperparameters. In particular, we show the impact
of building the local models using 7 different base classifiers, and varying the size of the local
and global ensembles (M; and Mg, respectively), as well as the confidence threshold (y) and
the minimum amount of labeled data required for training (L). We ran each experiment 10
times, randomly varying the iteration in which each client joins the learning. For each setting,

we provide the mean and standard deviation of the balanced accuracy.

Table A.5 is an extended version of Table 4.3 (Section 4.5), and shows the influence of the
base classifier selection in the results. We provide the average accuracies obtained at the end
of the data stream for the global model, but also for each of the local ones. regarding the base
classifier used. All other parameters were kept constant, being M; = Mg = 5, v = 0.9, and
L = 200. Table A.5 empirically demonstrates that the global model always performs similar

or better than the best of the local ones.

Table A.5: Average accuracies of local and global models in ECFL using different base classifiers.

Base classifier \ User 1 User 2 User 3 User 4 User 5 User 6
GLM 0.501 (£0.001)  0.747 (£0.039) 0.700 (£0.005) 0.663 (£0.105) 0.795 (£0.013) 0.661 (x£0.035)
Naive Bayes 0.763 (£0.004) 0.575 (£0.000) 0.787 (£0.001) 0.500 (£0.000) 0.831 (£0.000) 0.823 (x£0.004)
C5.0 Tree 0.503 (£0.000) 0.752 (£0.009) 0.639 (+0.039) 0.504 (x£0.063) 0.812 (+0.012) 0.566 (x£0.008)
SVM 0.490 (+0.001) 0.712 (+0.015) 0.609 (+0.000) 0.741 (+0.008) 0.816 (+0.000) 0.615 (+0.000)
RF 0.503 (£0.000) 0.834 (+0.005) 0.715 (+0.000) 0.819 (+0.028) 0.799 (+0.000) 0.676 (+£0.000)
SGB 0.502 (£0.001) 0.692 (£0.031) 0.730 (£0.062) 0.773 (£0.167) 0.817 (+0.000) 0.618 (£0.039)
FNN 0.504 (£0.001)  0.808 (£0.010) 0.706 (£0.013) 0.635 (£0.029) 0.793 (£0.002) 0.652 (x£0.007)
Base classifier ‘ User 7 User 8 User 9 User 10 Global

GLM 0.736 (£0.008)  0.737 (£0.047)  0.625 (+0.066) 0.672 (+0.100) 0.743 (£0.066)
Naive Bayes | 0.500 (£0.000) 0.838 (£0.019) 0.761 (£0.008) 0.679 (£0.010) 0.789 (+0.014)
C5.0 Tree 0.533 (£0.111)  0.733 (x0.023)  0.583 (+0.006) 0.547 (£0.084) 0.795 (+0.037)
SVM 0.708 (£0.002)  0.863 (£0.001) 0.684 (+0.149) 0.684 (+0.022) 0.857 (+0.032)
RF 0.682 (£0.006) 0.815 (£0.004) 0.677 (+0.014)  0.769 (+0.010) 0.845 (+0.011)
SGB 0.667 (£0.106)  0.775 (£0.044)  0.697 (+0.075) 0.726 (+0.124) 0.833 (+0.033)
FNN 0.763 (£0.013)  0.703 (£0.094) 0.663 (+0.051) 0.688 (+0.042) 0.803 (0.027)

It is important to mention that, despite the good performance, the use of Random Forests or
SGB as base classifiers in ECFL does not seem to be optimal. This is because these algorithms
are already ensembles. For these cases, there are probably much more efficient combination
strategies that could be tested. For example, when using Random Forests, it might be better to

combine the decisions of all the trees of each forest, at a lower level, instead of just aggregating
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the final decisions of each of the forests. Proposals like this are out of the scope of this PhD

thesis, but are of interest for future work.

Table A.6 shows the impact of local and global ensemble size on model accuracy. In this

case, all executions were performed using SVMs as base classifiers and y = 3 and L = 200.

As we can see, in general the results are better the larger the size of both local and global

models. However, it seems that the optimal global ensemble size is 7. Those rows with

value 5+ for M; denote that further increasing the local ensemble size has no impact on the

performance. This is because, in this problem, no client detects more than 4 drifts, so no more

than 5 base classifiers are ever trained.

Table A.6: Average accuracies of local and global models in ECFL varying the ensemble sizes.

Mg M, User 1 User 2 User 3 User 4 User 5 User 6
1 1 | 0.488(£0.037) 0.578 (¥0.034) 0.641 (£0.038) 0.688 (£0.126) 0.774 (x0.006) 0.599 (x£0.091)
1 3 | 0.516 (£0.014) 0.665 (+0.050) 0.688 (£0.055) 0.706 (£0.116) 0.774 (x0.006) 0.612 (+0.081)
1 5+ | 0.516 (£0.014) 0.696 (x£0.030) 0.688 (£0.055) 0.706 (x0.116) 0.774 (£0.006) 0.612 (£0.081)
3 1 | 0.489 (£0.002) 0.565 (£0.006) 0.609 (£0.026) 0.683 (£0.104) 0.816 (£0.000) 0.626 (£0.025)
3 3 ] 0.497 (£0.001) 0.645 (£0.003) 0.631 (x0.000) 0.738 (£0.007) 0.816 (x0.000) 0.624 (x£0.020)
3 5+ | 0.491 (£0.001) 0.711 (£0.015) 0.631 (£0.000) 0.738 (x0.007) 0.816 (£0.000) 0.624 (£0.020)
5 1 0.490 (£0.002)  0.575 (x0.017)  0.609 (£0.000) 0.697 (£0.122) 0.816 (£0.000) 0.593 (x£0.053)
5 3 | 0.497 (£0.000) 0.651 (+0.005) 0.609 (£0.000) 0.741 (+0.008) 0.816 (£0.000) 0.615 (+£0.000)
5 5+ | 0.493 (£0.001) 0.712 (x0.015) 0.609 (£0.000) 0.741 (x0.008) 0.816 (£0.000) 0.615 (£0.000)
7 1 | 0.489 (£0.001) 0.592 (£0.012) 0.609 (x£0.000) 0.738 (£0.093) 0.816 (£0.000) 0.615 (+£0.000)
7 3 ] 0.496 (£0.000) 0.655 (£0.009) 0.609 (£0.000) 0.734 (£0.005) 0.816 (x0.000) 0.615 (x0.000)
7 5+ | 0.490 (£0.001) 0.714 (x0.011) 0.609 (£0.000) 0.734 (x£0.005) 0.816 (£0.000) 0.615 (£0.000)
9 1 0.489 (£0.001)  0.564 (x0.011)  0.609 (£0.000) 0.724 (£0.094) 0.816 (x0.000) 0.615 (x0.000)
9 3 | 0.496 (£0.001) 0.647 (£0.010) 0.609 (£0.000) 0.732 (£0.006) 0.816 (x£0.000) 0.615 (+£0.000)
9 54+ | 0.491 (£0.001) 0.709 (x0.013) 0.609 (£0.000) 0.732 (+0.006) 0.816 (+0.000) 0.615 (+0.000)
Mg M, ‘ User 7 User 8 User 9 User 10 Global
1 1 | 0.728 (£0.032) 0.789 (+0.008) 0.680 (+0.085) 0.637 (£0.041) 0.734 (+0.053)
1 3 | 0.732 (£0.031) 0.865 (£0.010) 0.666 (£0.115) 0.665 (£0.063) 0.769 (+0.069)
1 5+ | 0.856 (£0.031) 0.865 (£0.010) 0.720 (£0.047) 0.674 (£0.051) 0.769 (£0.069)
3 1 | 0.710 (x0.030) 0.759 (£0.012) 0.518 (£0.014) 0.691 (£0.008) 0.791 (+0.053)
3 3 | 0.711 (+£0.007)  0.864 (+£0.000) 0.525 (+0.006) 0.671 (+0.043) 0.800 (+0.051)
3 5+ | 0.761 (£0.007) 0.864 (£0.000) 0.589 (£0.079) 0.697 (£0.035) 0.840 (£0.034)
5 1 | 0.708 (x0.007) 0.760 (£0.012) 0.513 (£0.005) 0.684 (£0.010) 0.845 (£0.047)
5 3 | 0.752 (£0.000) 0.863 (£0.002) 0.612 (£0.001) 0.673 (£0.134) 0.852 (£0.043)
5 5+ | 0.752 (£0.002) 0.863 (x0.001) 0.684 (+£0.149) 0.689 (+0.022) 0.857 (x0.032)
7 1 | 0.707 (£0.010) 0.777 (£0.014) 0.528 (£0.026) 0.689 (+0.013) 0.856 (+0.005)
7 3 | 0.743 (£0.001) 0.863 (£0.002) 0.650 (£0.166) 0.661 (£0.052) 0.855 (x£0.018)
7 5+ | 0.743 (£0.001) 0.863 (£0.002) 0.714 (£0.124) 0.691 (£0.027) 0.868 (£0.018)
9 1 | 0.704 (£0.006) 0.761 (+0.013) 0.512 (£0.005) 0.689 (+£0.009) 0.840 (+0.009)
9 3 | 0.706 (£0.005) 0.864 (+£0.002) 0.576 (£0.059) 0.633 (£0.017) 0.847 (+£0.014)
9 5+ | 0.740 (£0.004) 0.863 (£0.001) 0.664 (£0.022) 0.663 (£0.009) 0.849 (£0.012)

Finally, in Table A.7 we present the influence of the confidence threshold, y, and the

minimum amount of training data, L. Generally, a higher value for L is a guarantee of better
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performance. However, the trade-off is that a longer waiting time is required to obtain the
minimum amount of data needed for training. In fact, this waiting can be infinite if the clients
get very few labeled data. This is precisely what happens to user 5 when L > 400, which never
gets to train a local model. We can also appreciate that, at least for this problem, varying y
does not seem to affect significantly. This may be because the local models selected to be part
of the global ensemble are usually those that provide the best results, which tend to belong to

clients that already have a significant amount of labeled data.

Table A.7: Average accuracies of local and global models in ECFL varying y and L.

b% L \ User 1 User 2 User 3 User 4 User 5 User 6
0.85 100 | 0.495 (£0.001) 0.606 (£0.008) 0.725 (x£0.000) 0.700 (£0.006) 0.529 (+0.000) 0.714 (x£0.006)
0.85 200 | 0.490 (+0.001) 0.709 (+0.015) 0.609 (x0.000) 0.730 (£0.007) 0.816 (+0.000) 0.615 (+0.000)
0.85 300 | 0.486 (+0.000) 0.767 (+0.006) 0.637 (+0.000) 0.823 (+0.032) 0.729 (+0.008) 0.750 (+0.012)
0.85 400 | 0.486 (+0.000) 0.761 (+0.000) 0.676 (£0.016) 0.778 (x0.012) — 0.729 (£0.004)
0.85 500 | 0.501 (£0.001) 0.792 (+0.001) 0.689 (£0.026) 0.735 (£0.014) — 0.710 (£0.012)
0.90 100 | 0.495 (£0.001) 0.606 (£0.008) 0.725 (£0.000) 0.698 (x0.003) 0.529 (x0.000) 0.715 (x0.006)
0.90 200 | 0.490 (£0.001) 0.712 (x0.015) 0.609 (x0.000) 0.741 (£0.008) 0.816 (+0.000) 0.615 (x£0.000)
0.90 300 | 0.486 (+0.000) 0.771 (£0.009) 0.637 (x0.000) 0.809 (£0.013) 0.732 (+0.000) 0.746 (+0.002)
0.90 400 | 0.486 (+0.000) 0.761 (+0.000) 0.667 (£0.014) 0.771 (+0.007) - 0.727 (£0.000)
0.90 500 | 0.501 (£0.001) 0.792 (+0.001) 0.664 (£0.020) 0.731 (+0.006) — 0.719 (£0.001)
0.95 100 | 0.495 (+0.001) 0.606 (+0.008) 0.725 (x£0.000) 0.698 (x0.003) 0.529 (+0.000) 0.715 (+£0.006)
0.95 200 | 0.491 (£0.001) 0.713 (£0.013) 0.609 (£0.000) 0.738 (x0.006) 0.816 (x0.000) 0.615 (x0.000)
0.95 300 | 0.486 (+0.000) 0.766 (x0.015) 0.637 (x0.000) 0.812 (£0.012) 0.732 (£0.000) 0.746 (+0.002)
0.95 400 | 0.486 (+0.000) 0.761 (+0.000) 0.666 (x£0.006) 0.766 (+0.000) — 0.727 (£0.000)
0.95 500 | 0.501 (+0.001) 0.793 (+0.002) 0.672 (x£0.016) 0.722 (+0.020) - 0.728 (£0.012)

y L ‘ User 7 User 8 User 9 User 10 Global
0.85 100 | 0.609 (x0.015) 0.826 (£0.045) 0.587 (x0.089) 0.577 (£0.003) 0.689 (£0.062)

0.85 200 | 0.707 (x0.005) 0.863 (x0.001) 0.615 (£0.085) 0.670 (x0.009) 0.861 (+0.013)
0.85 300 | 0.668 (+0.005) 0.869 (+0.000) 0.808 (+0.001) 0.733 (+0.005) 0.812 (+0.032)
0.85 400 | 0.777 (£0.013) 0.873 (£0.008) 0.649 (x0.006) 0.800 (+0.010) 0.878 (+0.006)
0.85 500 | 0.781 (£0.006) 0.874 (x0.002) 0.795 (£0.003) 0.807 (x0.005) 0.873 (£0.003)
0.90 100 | 0.607 (£0.015) 0.826 (£0.045) 0.581 (£0.094) 0.577 (£0.003) 0.680 (£0.047)
0.90 200 | 0.708 (£0.002) 0.863 (+0.001) 0.684 (£0.149) 0.684 (£0.022) 0.857 (+0.032)
0.90 300 | 0.666 (+£0.009) 0.867 (x0.003) 0.809 (+0.002) 0.733 (£0.005) 0.825 (+0.019)
0.90 400 | 0.770 (x0.002) 0.869 (x0.001) 0.650 (x0.006) 0.802 (£0.006) 0.874 (+0.009)
0.90 500 | 0.776 (£0.004) 0.873 (x0.000) 0.795 (£0.004) 0.806 (£0.005) 0.874 (+0.001)
0.95 100 | 0.607 (£0.015) 0.826 (+0.045) 0.581 (£0.094) 0.577 (x0.003) 0.680 (+0.047)
0.95 200 | 0.707 (+0.001) 0.863 (£0.002) 0.592 (+0.084) 0.677 (£0.006) 0.854 (+0.026)
0.95 300 | 0.668 (+0.002) 0.869 (x0.000) 0.808 (x0.002) 0.733 (£0.006) 0.819 (+0.029)
0.95 400 | 0.770 (x0.007) 0.871 (x0.003) 0.651 (x0.009) 0.800 (£0.008) 0.878 (£0.004)
0.95 500 | 0.772 (£0.005) 0.874 (x0.002) 0.796 (£0.004) 0.807 (£0.000) 0.874 (£0.002)

A.4 ECFL: Additional experiments on the HAR multi-class dataset

We further provide additional results in a different task and data. We selected Shoaib’s HAR
dataset [ 170], which was already used to evaluate CDA-FedAvg in Sections 3.6 and A.1. Recall
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that this one contains records of 10 different people carrying the smartphone while performing
seven activities: walking, going upstairs, going downstairs, sitting, standing, jogging, and
biking. The data were collected at 50 Hz and includes readings from accelerometer, gyroscope,
and magnetometer of the smartphone. The data is fully labeled for all the participants. For

each activity, the smartphone was placed in 5 different locations (see Figure 3.1).

We posed the problem as a multiclass classification task where the goal is to correctly
predict which of the 7 activities is being performed by the user. We split the raw inertial
signals into windows of 124 samples (2.5 seconds). We decided to just keep the accelerometer
and gyroscope channels and apply the same preprocessing and feature extraction used in the
previous task (Appendix A.3.2). After that, each client has a total of 5,000 samples, 1, 000
for each phone location. In all the experiments that we will show below, we performed leave-
one-out cross-validation at the client level. That is, we used 9 of the clients for training and the
remaining one for testing. Thus, each experiment was repeated 10 times, employing 45, 000

samples for training and 5, 000 for testing.

Baseline

Similarly to what we did in Section 4.5, we first provide a baseline to get an idea of the
performance that could be achieved under ideal conditions. For that, we joined the data from
all clients, shuffled it randomly to have a totally IID dataset, and trained and fine-tuned several
classifiers. Then, we also applied the two most common state-of-the-art federated methods:
FedAvg and FedProx. Table A.8 shows the average results. In it, we can see that classifiers
such as Random Forests and SVM are once again leading the ranking. It can also be noticed
that, for this task, the performance of federated methods lags slightly behind that of centralized

methods.

Continual federated setting

Next, in order to test ECFL, we configured a CFL setting, generating an evolving data
stream for each of the clients. All of them worked at the same frequency, starting at the same
time, so the data streams lasted 5, 000 iterations. We sorted the data according to the phone
position in the same way for all users: 1% belt, 2" left pocket, 3™ right pocket, 4™ upper arm,
and 5™ wrist. In this way, we forced a non-stationary distribution that changes a total of 4

times. We ran ECFL using different base classifiers (the same as those evaluated under ideal
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Table A.8: Average accuracies of several classifiers, trained and tested in ideal conditions (static,

11D).
Method | Accuracy
Naive Bayes 0.793 (+0.064)
C5.0 Decision Tree 0.834 (£0.032)
Support vector machine (SVM) 0.887 (+£0.042)
Random Forests (RF) 0.894 (+0.041)

Feed-forward neural network (FNN) | 0.881 (+0.037)

FedAvg 0.836

+0.038)
FedProx 0.821 (+0

.041)

(

(

(
Stochastic Gradient Boosting (SGB) | 0.833 (+0.053)

(

(

(

conditions, Table A.8). The hyperparameters were set to their default values: M; = Mg = 5,

= 0.9, and L = 200. We also executed FedAvg, FedProx, and CDA-FedAvg in this
scenario. Table A.9 shows the average accuracies of the global and local models at the end of
the data stream. We can see that, although this setting is much more complex, some ECFL
configurations provide similar results to those achieved under ideal conditions. For example,
ECFL using Random Forests is able to compete with the baseline. CDA-FedAvg also gives
good performance, in this case similar to that provided by FedAvg in the baseline. In contrast,
FedAvg and FedProx suffer a drop in performance with respect to the previous setting, since
they are not intended to work on continual problems.

To conclude this section, in Figure A.6 we present an example of execution of ECFL using
Random Forests as base classifier. In this trial, the data from client 5 were reserved for testing,
and the other 9 users participated in the training. The upper graph shows the evolution of the
accuracies. The thick black line corresponds to the global model, while the rest of the colored
lines are each of the clients. The middle graph shows the local updates and global selection.
The vertical dashed lines indicate where changes in the position of the smartphone occur. A
circumference (o) on the line means that a drift has been detected and the local model has
been updated. If the circumference is filled (e) it indicates that the local model is chosen to be
in the global ensemble —the other 4 are marked with a cross (X)—. The bottom graph shows
the amount of data stored in each of the clients at any given time.

By looking at Figure A.6, we can see that the first local models are trained around iteration
600. Then, most of the clients perform a total of 4 updates. This is to be expected, given
that we have forced 4 drifts to occur. Client 7 only detects 2 of these changes. This can be
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Table A.9: Average accuracies on HAR dataset for local and global models in ECFL (using different
base classifiers), FedAvg, FedProx, and CDA-FedAvg.

Method User 1 User 2 User 3 User 4 User 5 User 6
ECFL (NB) 0.648 (+0.049)  0.725 (+£0.046) 0.705 (£0.043) 0.632 (+0.066) 0.662 (£0.060) 0.707 (+0.041)
ECFL (C5.0) | 0.718 (x0.055) 0.698 (£0.051) 0.728 (x0.076) 0.762 (£0.042) 0.683 (£0.077) 0.641 (£0.046)
ECFL (SVM) | 0.758 (£0.076) 0.771 (+0.038) 0.785 (£0.048) 0.792 (£0.043) 0.771 (+0.032) 0.747 (£0.040)
ECFL (RF) 0.827 (£0.076) 0.867 (x0.022) 0.855 (£0.041) 0.878 (£0.052) 0.824 (x0.035) 0.825 (+0.067)
ECFL (SGB) | 0.773 (x0.061) 0.775 (£0.051) 0.787 (£0.058) 0.704 (£0.048) 0.621 (+0.081) 0.634 (£0.047)
ECFL (FNN) | 0.768 (+£0.036) 0.781 (+0.033) 0.762 (+£0.047) 0.749 (+0.052) 0.765 (+£0.63) 0.761 (+0.045)
FedAvg 0.765 (£0.028)  0.741 (x0.062) 0.754 (£0.049) 0.744 (£0.045) 0.745 (x£0.043) 0.723 (£0.059)
FedProx 0.755 (£0.011)  0.737 (£0.011) 0.753 (£0.012) 0.746 (+0.011) 0.745 (£0.010) 0.713 (+0.010)
CDA-FedAvg | 0.784 (£0.112) 0.797 (¥0.090) 0.742 (£0.121) 0.693 (£0.123) 0.802 (x0.069) 0.793 (£0.107)
Method ‘ User 7 User 8 User 9 User 10 Global

ECFL (NB) 0.726 (£0.040)  0.691 (£0.033) 0.654 (£0.053) 0.720 (x0.059) 0.736 (x£0.039)

ECFL (C5.0) | 0.649 (£0.073) 0.605 (£0.047) 0.709 (£0.046) 0.698 (£0.049) 0.750 (£0.036)

ECFL (SVM) | 0.754 (£0.062) 0.758 (+0.056) 0.738 (+0.057) 0.735 (+0.053) 0.815 (+0.022)

ECFL (RF) 0.796 (£0.043) 0.800 (x0.091) 0.837 (£0.040) 0.863 (x£0.032) 0.884 (+0.053)

ECFL (SGB) | 0.703 (£0.056) 0.736 (£0.045) 0.745 (£0.043) 0.696 (£0.066) 0.793 (£0.041)

ECFL (FNN) | 0.736 (+£0.035) 0.726 (+0.038) 0.713 (£0.057) 0.717 (+0.054) 0.790 (+0.021)

FedAvg 0.771 (£0.059)  0.742 (£0.057) 0.744 (£0.045) 0.747 (£0.060) 0.788 (£0.053)

FedProx 0.762 (£0.011) 0.738 (x0.012) 0.731 (x0.011) 0.751 (x0.013) 0.790 (£0.009)

CDA-FedAvg | 0.813 (£0.087) 0.793 (x0.086) 0.779 (£0.123) 0.799 (+0.090) 0.839 (+0.036)

explained mainly because this is the participant with the worst local model. In the case of
client 4, which only detects 3 drifts, the explanation could be just the opposite: it has the best
local model, so it is able to generalize enough that the last change does not have an impact on
the confidence of the model. At the end of the process, the global ensemble is composed of
the local models of users 1, 3, 6, 8 and 10. We can see that the global model provides always

similar or greater performance than that of any of the local ones.

A.5 Implementation details

Here we provide additional details on the execution of the experiments conducted in Chapters 3

and 4, as well as those described in the previous sections of the present appendix.

A.5.1 Hardware

All experiments were carried out on a desktop computer running Ubuntu 18.04 and equipped
with Intel® Core™ 17-4790 processor, Intel® Haswell Desktop graphics, and 27.3 GiB of
DDR3 RAM. In addition, data collection for the task of walking recognition was done using
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Figure A.6: Example of executing ECFL in the HAR task. The black line corresponds to the global
model, while the rest of the coloured lines are associated with one client.

13 mid-range smartphones from different manufacturers and running Android OS in different

versions (between 7.0 and 9.0).
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A.5.2 Software

The apps used to record the data for walking recognition were implemented in Android SDK
API 25. Data preprocessing, model training, and evaluation, were performed using different

frameworks and programming languages:

* Experiments with FedAvg, FedProx, and CDA-FedAvg. We used Python 3.6 together

with TensorFlow 2.5 library to train and validate all the models.

* Experiments with ECFL and traditional classifiers. In this case, we opted the R
language. In particular, for the training of the baseline models (Naive Bayes, GLM,
C5.0, etc.) we used the algorithm implementations already provided by the caret
package [221]. The ECFL framework was also developed in R using caret to train

the base classifiers.

A.5.3 Model architectures and hyperparameters

Depending on the task and method to be evaluated, different model architectures and hyper-

parameters were used.

Experiments with CDA-FedAvg

As with most federated methods, FedAvg and CDA-FedAvg work well with neural net-
works. In the experiments performed with these two methods in Chapter 3 and in this appendix,
we employed convolutional architectures. This decision is justified based on the good perfor-
mance of this type of network in vision and time series processing problems [36, 171, 172].

We used a particular configuration depending on the task:

* Human activity recognition using Shoaib’s dataset. We worked with six-dimensional
signal windows consisting of 124 measurements. Each of the six dimensions was
associated to one of the axes of the acceleration and angular velocity. Hence, the
proposed architecture had 6 input channels. It consisted of two 1D convolutional layers,
one max-pooling layer, one flattening layer, two dropout layers, and two fully connected
layers. The total number of learnable parameters was 764, 399. Table A.10 shows the
details of the architecture. We used a dropout rate of 0.2 in both dropout layers and
applied the softmax activation function to the output. For training, we employed a batch

size of 100 windows.
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* Digit recognition with the Digit-five dataset. In this other problem, we worked with
RGB images of 32 x 32 pixels. The proposed architecture had 3 input channels and
consisted of four 2D convolutional layers, four max-pooling layers, one flattening layer,
one dropout layers, and three fully connected layers. The total number of trainable
parameters was 33, 050. Table A.11 shows the details of the architecture. We used a
dropout rate of 0.2 and applied the Rectified Linear Unit (ReLu) activation function to
the outputs of the convolutional layers. We also applied softmax activation to the output

of the model. For training, we employed a batch size of 50 images.

Table A.10: Details of the CNN architecture used for the experiments on HAR with FedAvg and
CDA-FedAvg.

Layer name | Kernel size # kernels Stride Feature map. # params

input - - - 124 x 6 0
convl 10 100 1 115 x 100 6,100
conv2 10 100 1 106 x 100 100, 100
max_pool 2 - 2 53 x 100 0
dropoutl - - - 53 x 100 0
flattening - - — 1x 5,300 0
fully_conl - - - 1x124 657,324
dropout2 - - - 1x124 0
fully_con2 - - - 1x7 875
Experiments with ECFL

To train the baseline models (Naive Bayes, GLM, C5.0, etc.) from Tables 4.1 and A.8, a
grid search for the optimal hyperparameters was performed using the methods already provided
by the caret package. In the case of the base classifiers for ECFL, no hyperparameter tuning
was applied, maintaining the default values proposed by caret. All SVMs used a radial
basis function (RBF) kernel. All feed-forward neural networks had 3 hidden layers, with 32
neurons in each. When FedAvg and FedProx were tested under ideal conditions (Tables 4.2
and A.8) they were allowed to train for 30 rounds, performing 3 local epochs per round and

using all local models for global aggregation.
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Table A.11: Details of the CNN architecture used for the experiments on digit recognition with
FedAvg and CDA-FedAvg.

Layer name | Kernel size # kernels Stride Feature map. # params

input - - - 32x32%3 0
convl 3x3 16 1x1 32x32x16 448
max_pooll 2%x2 - 2X%X2 16 X 16 x 16 0
conv2 3x3 32 1x1 16 x 16 x 32 4,640
max_pool2 2%x2 - 2X%X2 8 X 8% 32 0
conv3 3x3 32 1x1 8 X 8% 32 9,248
max_pool3 2%x2 - 2% 2 4x4x32 0
conv4 3x3 32 1x1 4x4x32 9,248
max_pool4 2x2 - 2X%X2 2X2x%x32 0
flattening - - - 1x128 0
fully_conl - - - 1x64 8,256
dropout2 - - - 1x64 0
fully_con2 - - - 1x16 1,040
fully_con3 - - - 1x10 170

A.5.4 Data and other supplementary resources

The walking recognition dataset used for the experiments with ECFL (Sections 4.5 and A.3
was released, so that the scientific community can use it as benchmark in future research. It
can be found on the CiTIUS website: https://citius.usc.es/t/30. We provide
both raw and processed data. In addition, the Android app that the volunteers installed on
their smartphones for data collection is available in the Google Play store: https://play.

google.com/store/apps/details?id=es.usc.citius.inertialnav.

The other datasets used in the experimentation with CDA-FedAvg and ECFL are all public:

* Shoaib’s HAR dataset [170] can be downloaded from the University of Twente website:

https://www.utwente.nl/en/eemcs/ps/research/dataset/.

* The original MNIST [209] is available on Yann LeCun’s personal website: http:

//yann.lecun.com/exdb/mnist/.

e MNIST-M [210] can be found in GitHub: https://github.com/zumpchke/

keras_mnistm.
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* SVHN [211] is posted in the Stanford University repository: http://ufldl.
stanford.edu/housenumbers/.

* Synthetic Digits [212] is available at Kaggle website: https://www.kaggle.

com/datasets/prasunroy/synthetic—digits.

* Finally, USPS [213] is also posted at Kaggle: https://paperswithcode.com/
dataset /usps.

All URLSs provided in this section were last accessed on August 2, 2022.
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Federated learning (FL) is a machine learning paradigm that
allows training models in a distributed way, among multiple
devices, without compromising user privacy. In this PhD thesis,
we propose new FL strategies that, while maintaining all

the advantages that this technology already provides, also allow
us to handle continual scenarios with non-stationary data

and concept drift. We formulate two complementary strategies:
CDA-FedAvg, which enables the training of a global deep
neural network, and ECFL, which poses the model as an
ensemble of local learners. We evaluated our solutions in
different use cases, including activity recognition in
smartphones and assistance to robotic wheelchair users.

The results highlight the relevance of continual FL and, in
particular, the advantages and impact of our contributions.
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